LAT1023

K 'l life.augmented

Local Application Tips

STM32H750 |1/ PCROP )5 5%k Hard Fault

A PCROP, Hard Fault, STM32H750

1. 5|8

PCROP 4:#iN Proprietary code read out protection (& AR , EHRAL T —FrEr 4SS
TRy HLE], 7E PCROP XIRM A A R BEATHAT, AREIHGEE N XFHLHI T LN OEM | R
ARy, TR E O IP RIS, A EEL A H PCROP i3 Hardfault 77 .

aif {4 i PCROP g2

Z7% AN4968 1 PCROP [(j#fiiA, PCROP [1f# FH KECAH LA JLAN P .

1. B H 2RI A, 4R IDE HARRVUAT AT, IAR A1 KEIL, CubelDE #f4 HE2EFRIR .
T EASEG Link SCHF, K289 S0 rw data, o data,  ro code HEAT 4 X A7 -
W EOE T, 2R S ro code H I AT PCROP fR#7.

I LRE R ORI SCAF .0 SO, JFEART 5 3 45 SRR N TAEAE A

P wbd

2. A REHER

ERAEH IAR 347 PCROP MM, KA 7 a0 N R,
& 1. IAR #1f Hard Fault #¥r-EH DO

Fault exception wiewer

HardFault exception.

The processor has escalated a configurable-priority exception to HardFault.
Aninstruction executed with an invalid EPSR.T or EFSRIT field (CFSR.INYSTATE).

Exception occured at PC = 0x0, LR = 0x8071{0bf

See the call stack for more information.

3. WSS el

PCROP 1R}, Sals|—/ i, Mt TR Egi iy dlk, ke bk, HarxaE
(K] H S22 PCROP FT HF RN 52> 33 Hard Fault, 1 AN# F PCROP %45 a8 A8 3x A 1A i A0
PCROP A% T o

BTk, R agil i — L s ek i AR AR B KRS B T, B AnFE BRSO T N — L ]
P gm AT, Ll IAR H AT RS ARG A B A7 4% RS HH B NRFRIAE: _ ASM(" MOVS R5,
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#11"), EIEXA TR, KRB0 AT R EDR . BrUURBH e 2 )5, $TIX—
AR BT B &R T T .

Hard Fault 4512518 8: INVSTATE, LRCRSAREIZRETIHE ARM RS, &FCH)E

HUTMMEE:
B 2. UFSR HFESHiR

b RARVEERE, WIENEE & e U R
» SCB->CFSR. Usage Fault (UFSR) @OXE000ED2A

1 B AT BROFRAE fEREFE
| IR, (##4: SDIV. UDIV)  SCB->CCR.DIV_0_TRP
nJ fie :
8  UNALIGNED i T 5 v SCB—>C§£.EUNTI;IGN TRP
3 NOCP 5 EERATH RS
2 INVPC § TR 5 3 R e
1 INVSTATE i Y145 B ARMUR 5
0 UNDEFINSTR A PEIAT A ' X FE 4

8 PCROP B LU A, AR g T K 3:
& 3. ICHmED
AST Task Init():

AITest_Init((RERAWDATA)ASC Run):

0x9003'70fc: O=f8df 0Ox0afd4d IDE.W RO, [PC., #0=afd] o ASC_Fun

0=x9003'7100: 0=f000 Oxfect BL AITe=t_Init o 0=x9003'7=90

o=KernelStarti):

0=9003'7104: 0=xf000 O=fdes BL osKernelStart o 0=x9003' 7ocdd
ENSING1_PRIHTE("%d ".=sum):

0z%003'7108: 0=7828 LDEE RO, [RE]

0x9003'710a: D=2802 CHF RO, %2

0x9003 T3k 2458 flash shl, B oc2x ki 2] 0x9003'6fd8 4 /T, W FE 4.
B4, ICHmED

TWenesr 22 (6) for test_sumn:

0x9003'6fd4: O0=x0801'f43d D32 test_sum

MWeneer 23 (b)) for ASC _Ta=sk _Init:
0x9003'6fd8: 0Oxfadf O=f000 LILDR.W FC. [PC. #0=0] ;o ASC Task_Init
0x9003'6fd=: 0=x0801'{f0b1 Diz32 ASC Ta=sk_Init

; or . Run:
0=9003'6f=e0: 0=xf3df O0=f000 LIDE.W PC., [BZ. #0=0] ; ASC Fun
N0=9003"'6f=ed: 0=x02801'fleb DiC3z ASC Fun
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2 HE H R 5B 5 3 /& 0x9003'6fd8 N 25 T, X HL2HU R —A> PC 484 fa M XA N 2, I4A
PC fe4t, a2 PC &Bki: %] 0x0801°f0b0 2347, LSB=110E K& F—2% K thumb 54,
THE 5.

K5 CgmED
Disaszembl
ASC_Task Init_:
0x801'f0b0: 0xb&lE FUSH {R3. R4. LE}

0xB01'f0b2: 0xb0O&Y SUB SP. SP. #0m24
_ ASM(" MOVS ¥5, #55"%:

= . g Tilorityhealtime, U, contlg
0=B01'£0b6: 0OmaB02 ADD RO, SP. #0=8
0=801'£0b8: O=xf24c 0x0lad HOVY R1. #49316 . O0=xclad
0=801'f0bc: Oxfec0 O0x0101 HOWT R1., #2049 o O=801
- 0=B01'£0c0: Dm22lc HOVS R2, #28 . Ozxlc
®
SEHSING1 _PRINTF( "o=Threadlef Donelx~n ")
0xB01'f0ch: Oxf248 Omddnn  HOVU R4, #33894 . D=B466
0=801"'f0ca: O=xf2c? 0x4400 HOWVT R4, #9216 o O=2400
0xB01'f0ce: 0x7E20 LIRE RO, [R4]
0=801'£0d40: 0O=x2802 CHF RO, %2
0=801'£0d2: 0=d1l05 BHE H 0=801"'£f0e=0
SEHNSIHGL PRINTE( "o=ThreadDef Done!“xr-~n "):
0=801'£0d4: O=xf24c 0=x00c0  HOVY RO, #49344 o O=c0c0

I R R Lak] rm o o

SRR BT R, BN I Q5 RIE g TR e A E R C 2 1 B Hard Fault 1,
HRETER, ZoZBERIR S, 2SRRI FE T Hard Fault.
N T IHAERS R, G T AL WA 6:

B 6. JRARES

int test_sum(int num)

{

__ASM(" MOVS R5, #22");

int sum=0;

for(int i=0; i<num; i++){
sum += i;

}

return sum;

TEZR BN E] PCROP X385, KILKA MR, FZFr i gm Rt b, ekt TR &0 AL &
IR AR A AR A E, B AT DLt R AR ok, ihgmikds ™42 PUSH &5 s dkd:
1B BERAS T E 7:

7. WA
int test_sum(int num)

{
__ASM(" MOVS R5, #22");
int sum=0;
int buf[256]={0};
for(int i1=0; i<num; i++){
sum += i;
buf[i] = sum;

}

return sum;
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e IR, BRI, BIAC47E 7 PUSH HfF, 54 Hard Fault 3L 1.
{FL PUSH #fERBE1% $30 hard fault B, S8ARCA I, #HRTTREAIIE 4

Bl 8. CHwEH
int test_sumi{int num)
1
test_=sum:
0=z801"'f00c: 0xbG538 FUSH {R3-R&5. 1R}
0=801'f00=: 0O=tS5ad O=6d80 SUB.W SP. 5P, #1024 ; 0=400
0=z801'f012: 0=0004 HowsS k4. RO
int sum=0;
0=z801'f014: 0=2500 HowsS RS, #0
0=z801'f016: O=xf44f 0x6280 HOV.U R2, #1024 ; DO=400
O0=801'f01la: 0=2100 HO?S Rl, #D

0x801'f0lc: Ox4668

*—

for{int 1=0; i<num; 1++){

0x801'£f022: 0=x2000 HOVS kO, %0

for{int 1=0; i<num: 1++)1{

0z801'f024: 0=42a0 CHE RO, R4

0=801'f026: 0OxdalS BGE.H O=801'£f034
sum += 1

0=801'f028: 0x1945 ADDS ES. RO, ES
Euf[i] = =um;

Mer@01 ' FA72 - NewAGED WOTT m1 cE

7E 0x801'f01e XM &, A —BkiEiE4, U2 BkE: 3] 0x801°f000 I B Fe 41T, 4k4LiE
Eﬁ:
(B9 CHED

7veneer 0 (93 fDr nenset

ﬁ—

Ox801'£004: 0Oxddfc R12, REi1z2, PC
Ox801'£006: 04760 BX k12
O=801"' fDDB Ox8802"'31bd D32 Ox8802"'31bd

1] ﬁﬂ%T XA LDR %‘aé%‘%gzﬁx PC #84t+4 A B REE, TitkEr PC fa%t e 2 hr T
PCROP X1, & ulix B 7 ZEHIR D4 Ui PCROP X8, X8 EaNHVrr, LA
S 7 Hard Fault.
2, ikt NP A PR IR BE R FE AW ? &F map XMF)E, X B flash XI5 & 1) & veneer
section, Veneer X & A4Wg?
B IAR FIFEISCRY, ALK R E B
& 10. IAR #5Bh3CR%
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Explanation

The 3 different headings correspond to these addtions made by the IAR ILINK Linker:

Kind of | Sectiontype @ Explanation

section

ro Veneer These are "helpers” used in order to achive jumps in the
code whole address area, i.e. longer than +-4 MB / +-32 MB

(Thumb/Arm mode).

JFok, gmidas N T SEBLKBkEE, S EER B Veneer fNIY, - EURHBEEE i Mk U IR B X
W, 1M 1AR BRYCK X B AR B AE T PCROP (RS EA X 48, Frbl 4 S5k 7% @,
R4 AN4968 X T IAR MIBLE, RAELLFARETERL, HArE K2 TTIEMRIXAN W

A 11. TAR WEEMN

Options for node "PCROP"

[] Exclude from build

Categary:

Static Analysis
Runtime Checking

CfiZ++ Compiler
Assembler

Output Corverker
Custom Build

*

Overmide inhernted settings
[ Multi-file Compilation
Dizcard Unused Publics

Factory Settings

Ligt Preprocessar Diagnostics MISRA-C. 2004
MISRA-C:1998 Encodings Estra Ophions
Language 1 Language 2 Code O phimizations Output
Processor mode
Arm
Thumb
Pozition-independence
(] Code and read-only data [ropi)
] Read/write data [rwpi]
Mo dynamic readAwrnite initialization
I Mo data reads in code memaony I
OF. Cancel

TE T IAR (3R TR, 43805 BAL AT LAE Link RO b i .
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B 12. IAR BEER

| Securty
| Static Analysis
| Runtime Checking Config Library Input  Optimizations Advanced Output List
Qo Compher #define  Diagnostics  Checksum  Encodings  Extra Options
Qutput Converter
Custom Build 1 Use command line options
| Build Actions

‘l Command line options: (one per line)
Debugger

--no literal_pool
Simulator D

CADI

CMSIS DAP

GOB Server

I-jet
J-Link/)-Trace

T1 Stellaris
Nu-Link

PE micro
ST-UNK
Third-Party Driver

BETERA, A REEE R IS aT

B 13. ICHmED

Disaszembly

0z801'effc: Oxffff O=xffff HRCZ plS, #¥7, PC, C15, C15, #7
Weneer 0 (10) for nemset:

Ox801'f004: Oxf2c® 0x0c04  MOVT R12. #36868 o O=9004
Ox801'£f008: 0Ox4760 BX R12

ATLAE B, X B ek 0x21bl /23 R12 fkHhl, F¥ 0x9004 173 R12 Hmthht, &5
BX R12 58 iliBkE . ARG BB EE SRV gmAH b, IR T 32975 ) PCROP {237/ flash X 48 i) %k
#5717, FrUAASE R E,

BIRIXMINETT LU, (HEH LINK SCPER B B 240 4R, BUHE literal pool 2% 4=
ARBSRCR AR, A7 B4 AT DU X test.c SCPHRTAC B e ?

FEH B, EAETEGHTH IAR BUAH, oIk e SRz v il

4. o] BB

TERPL AR B IXA @ 5, 24 f# H Keil 71 CubelDE il i% n] & .
KEIL F7, HFEZRCE PLF AT LA S H .
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B 14. Keil B %O

Options for Group 'PCROP!

Properties Efc*‘*‘i.&sm I

— Preprocessar Symbols

D efine: I

Undefine: I

% E ecute-only Code
Optimization: | <default: -
[ Optimize for Time

[¥ Split Load and Store Multiple
[ One ELF Section per Function

[7 Strict &ANSI C Warnings:

[¥ Enum Container always int
[¥ Plain Char is Signed
[¥ Fead-Only Position Independent

|<unspecified> vl

% Thumb Mode
[¥ Mo Aute Includes

[¥ Readwiite Position Independent [+ C99Mode

Include I
Pathz

B

Misc I
Controls

Cormnpiler
control
ztring

-39 -exwecute_aonly -c -cpu Cortex-M 7 fp.dp -g -03 --apcs=interwork, --zplit_sections - . /Coredlnc -1 A
ATouchGFAApp -l L/ TouchGF<Aarget/generated | . /TouchGF/target -

W

| oKk

|| Cancel || Diefaults I

Keil Z£ SIS, MEITRTEAE R, AL Veneer 72 A2 Ik 2 AN 2 TR

B 15. Keil LRE D

Disassembly it}
§WeniTTiLES _ aesbi weweolrd:
o»0x0801F000 FZ405CCE MOV rlz, #0x5CE
Ox0801F004 FZC90C00 MoVT rilz, #0x2000
Ox=0201F005 4760 BX riz
S
Ox0201F00A EBE3QD PUSH {rd-rE, 1r}
Ox0501F00C FZAD4DO4 SUEW sp, sp, #0x404
Ox0301F010 4605 Moy r5,ro
4: int sum=0;
Ox0301F012 2400 MovS r4, #0=x00
G: int buf[256]={0};
O0x0801F014 4665 Mo ra,sp
Ox0801F016 F44F&180 2 Mov ril,#0x400
O0x0501F014 FYFFFFF1 EL.W fWeniTTiLE$ aesbhi memclrd (Ox0S01F000)
[=H for (int i=0; i<nwmn; i4++) 4
O0x0801FO01E 2100 Jubeihic] rl, #0x00
Ox0301F020 4665 Moy rd, sp
Ox0801F022 EOQOQ3 E Ox0801F0O2C
It S += 1;
Ox0801F024 440C ADD rd,rd,rl
= buf[i] = swm:
=H +
i0:
11: return sum;

4k, AE Keil (RSO S, ATUIT R, XK Keil DATERE] 7N I, A 5522k

XO LIt HE 8t

Bl 16. Keil ¥iBASCAY
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Note

If execute-only (XO) sections are present, only XO-compliant veneer code is created in XO regions.

CubelDE ', #FZ1/E FEM AT 3 THCE :
1./7)1%-mslow-falsh-data 3% I

B 17. Cube IDE &I E

E Properties for test.c

[m] x
type filter text Settings =T = §
Resource
~ CfC++ Build
Settings Configurstion; | Debug [ Active ]

» CfC++ General

"| ‘ Manage Configurat\ons‘..|
Run/Debug Settings

[J Exclude resource fram build

# Toolchain Version 5 Tool Settings & Build Steps

~ B3 MCU GCC Compiler Optirmization level |0ptim\ze far size (-0s5) i
% gezm‘ [ Place functions in their own sections {-ffunction-sections)
g PrEe L:Sf:;sgor . Place data in their own sections (-fdata-sections)
I} @ Incl’ilde paths [#] Assurme loading data frorm flash is slower than fetching instruction (-mslow-flash-data) I
(% Optimization

[ Disable "strict aliasing" optimization (-fno-strict-aliasing)
(2 Warnings

(£ Miscellaneous

| Restore Defaults ‘ | Apply |

|Apply anid Clnsel | Cancel |

2./t GCC 4wi¥d#s, ¥-mpure-code 1T

& 18. Cube IDE 3ETHXE

Settings

Configuration: |Debug [ Active | V| | Manage Configurations...|

[IEExclude resource fram build

& Toolchain Version &9 Taal Settings 4 Build Steps

v B3 MCU GCC Campiler Cther flags
@ General
(2 Debugging
(2 Preprocessor
(2 Include paths
2 Optimization
2 Warnings
(2 Miscellaneous

&8 8 5l ¢

N e

i

(werbose -4
[ Pasition Independent Code {-fPIC)

Enable stack usage analysis (-fstack-usage)

| Restore Defaults | | Apply |

|Apply and Closel ‘ Cancel |

Xt LR CubelDE fit & /i A & 5 FVE Ao an F -
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BCEAT: Vil 7 PCROP X1 flash P& #EAT Bk -

B 19. Cube IDEICHmE

.......... WL TET L NI | e fed | UTDD 1AL R L e
|Enter|u:u:ati|:|n here v|| & B S @| il e
__memset_veneer:
¥ @ERLfa35: ldr.w  pc, [pe] i @xBRLf@53c < memset veneer+d:
@Bﬂlfm%: add r&, sp, #8376 ; @m3ec
@EaLfA3e: str rd, [sp, #4]
PEQLTAD: ; <UNDEFINED» instruction: @xffffffff

Bl Jm, HEEEm R12 #HTBEE: .

& 20. Cube IDEJC4&E O

(%)= Var.., ®g Br.. " Ex. B Mo.. == Dis.. 52 4N Re.. &9 Liv. BB
Enter location here v|| 21 15 §‘§> [
memset veneer:
P PELTE3E: |_mcwl.u riz, #14763 ; Bxaedhb
PESLTE3C: mowt rlz, #3I6865 3 @xo2al
ELfeaa: bt rlz

PESLTEA2: mo 5 r@, r@
PEL TS mo 5 ra, ra
QEa1Tada: mow s ré, ra@

gs@lfeds: ; <UNCEFINED> instruction: @xffffffff

es@lfedc: ; €UNDEFINED> instruction: @xffffffff

DR RS . s FIIMMAEETREMNS e —dviiedb T me s Ak EFFFEFE
5. lé\rn!

PCROP HEetry N flash X8k, Joikfrir b 4h flash, 7Ef#H PCROP #BHAT LRI, AU 5 2
BC B 4F Link SCfF, T ERCE 4R IDE, VER A 4L Flash f1A 4 Flash X340 BBk i 7 .

S5 3L

Keil Veneer it B :
e https://www.keil.com/support/man/docs/armlink/armlink_pge1406301797482.
htm
IAR Veneer it :
e https://www.iar.com/support/tech-notes/linker/what-is-linker-created-and-
lcgbwk-in-the-.map-file/
e ANA4968: Proprietary code read out protection (PCROP) on STM32F72xxx
and STM32F73xxx microcontrollers
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SR BT B TR R A

A TRRRAE R
e IAR: 8.50.1
e KEIL: 5.24.2.0
e CubelDE: 1.5.1
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ENiEd
H 31 hi A
2021410 A 29 H 1.0 B AR

AZHE

HEAM - HFAE

B SR A T RILT AT (ST (REBII A ST P25/ SASCREETE EROROR, SR BTBA. 7 (eI 5oz MRARBUET ST 7 i
B S B ST 7o R B IIEIT BB AR ORI SG ST R4k

FT7EAT DB ST M KIS FANE, ST A KIS R P BB T5 7 i Bt ARG A S A
ST AXHEFTHIR P BUHAT (A7 B 7= BER R (R AL B A
I ST P A AR T ReAR SR BLME BIRIHLE, K280 ST #FXT2™ i T IR FAE R L

ST Fl ST #ibr/& ST Wkitr. & ST B EZEL, 155% www.st.com/trademarks. FT FAt ™ Sl 45 4 B35 83 3% H T & g
7o

ASCHGRE ST P EAM AR BARMEC S, BIESR S 05, IS 7% 7 S R s, Foh WA A RIS
ST BHMBRA 2, 1 LASBR SRS AN ST B M FTAAT KA AR, EHIH T4 A AR ERNASH (BIEAH, BgEE 7
S FRATHASARSE PR RN AR SRS P AT 3 BORAEAR AU o

AR S BURA SR A SRR A 3 i (5
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