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TIRTEIF) o
0x20 TEERNF IR IRFIEE SR, WESIRAHIHITERX TE QSPI
NTEFFAEM, 0xAA995566 (NFETEER) o
0x24 EXHER BEA4FFHW X . N D" X (FEEDIR
F) , INFETFEERN 0x584c4e58,
0x28 ZHHR BEPNBEZHNMGE:
0x3A5C3C5A: BBRAM HHHIMNZZRER,
0xA5C3C5A3: eFUSE FIRIINZEZEH.
0x00000000: FHN%,
0x2C SRR S 0x01010000
0x30 ERE BG4 FSBL (BohinEifiEr) MiE.
0x34 FSBL BB KE fE2 5 FSBL MKE,
0x38 FSBL hn#thit (RAM) FSBL EEHIZEIFYE 5 RAM ik,
0x3C FSBL {7t (RAM) FSBL HUITMANORE,
0x40 FSBL B 1;2%‘% FSBL B/, SBESMHWIEIER (J08) &
0x44 QSPI BREF FE4RES A 0x00000001,
0x48 BEhk X R MIRETE 0x20 Bl 0x44 (&) WFHREM, XEFERERNF
T
0x4c-0x97 BFEXKHFER 76 ¥
0x98 FEBEAXGRRES fEAEGA X RIIEH
0x9C DA HFRRE M9 XA HRIIEH

Zynq-7000 SoC F7FALR

Bootgen FIEY “HFFEEANIEHLER" KA 256 Mt/ EXHERN,

MAFE, BB XTFERDVBUITH INT XHREM.

& 2: Zynq-7000 SoC HFRMALR

TR MIO ZRE BRMINEFHIRY PS FFes.

el v o2 Eo3 4 ER
0xAO0 %l 0x89C FEBRVIAKUIT: <address>:<value>: Address = 0xFFFFFFFF &Rnphidi%
FERHRIEZE,

FrERERNFERFTERAEHNTGE
7 Address=0xFFFFFFFF
0x00

value =

Zynq-7000 SoC $R{&L &

Bootgen B M ELF XfF. LLAFAR. BIBEXASFHRIGIERCZB R G, MPRBEIENXE X HRITNRR,

BIREHEE—ITHE DK,

“Image Header”

(REEXM) REAESMERGEARANERUNNTERN

Z19. REME. BMREREFENIRBEURIEMEEAXHRNIE . TRIEMT Zyng®-7000 SoC &I

UHRTE. SWAER,

UG1283(v2022.2) 2022 £12 B 14 H
Bootgen A 15/

china.xilinx.com
10

l Send Feedback l


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=10

AMD ®2E: EAERER

XILINX

& 3. Zynq-7000 SoC $&& kR

Hiht (R B¥ R

0x00 B s 0x01010000: XREBEUTEIAFE: 0x0. 0x4. 0x8. 0xC HIEZE
0x01020000:0x10 FEXARMIIFEL,

0x04 FRIREHITHEL RINBRBGHFHEE.

0x08 BN XA RS BEE MR AXHER. (FRE)

0x0C BRGSO RS BEEMEGREAHNER. (FRE)

0x10 LN B PRI B RE RS M EIBIERA s (FRi%)

0x14 RE ZRIAN OxFFFFFFFF,

Zynq-7000 SoC FE{&L 14

“Image Header” (FSSLXCH) NIEBISH, HbEAS M EGIIERER, P, sir X, LR, BUBXH
%, SMEGHTRESNAK, I, £ rr HATRES I TMES, 5 SHNREDERFN— DK, &
REDEHHIAEKHEHEL. FRRHET Zyna®-7000 SoC BIFAMIET, SEAEA,

& 4: Zynq-7000 SoC §E& Lt

SthhtfhfS 28 P
0x00 T—MEGAXM IR T — DRGSR YFIHRSG
KX ARE—DIRGEXME, WA
(FR) o
0x04 X RZEY 7 Xk X o %EEUET%E%E’\J&J\IX%Y# (FMR
0x08 RE YRR 0o
0x0C DEHHKE SEHREXBNDKKE,
0x10 EI N RIGRR URFTFITE. AWZFHFEHITE

1, BEXMRE 4FS. RERFEAGS
B%, g, ??\’f%y“F’SBL}O.’EL?” ?T@

Foxio: ‘v ,) B S [ F
ox14: " E [ 0 1,
0x18: > \0" >\ JF L ,
TENRGHEMN 4 TG

N FRBAELS 0x00000000

N+4 R 2/ 0xFFFFFFFF, AR 64 F3,

Zynq-7000 SoC 43X k324

“Partition Header” (9XkXff) AMEFIEN, HPFESEMNDXNEXER. 8M0XEXERYBBEIMEE
FHITERT, ZRPBESSEA/N. INEDRMIE, RAM GpgMELE, BENR/BEEREER. HXNEMNEK (B
& FSBL) ¥EE—EREN, RPRE—EWE2IIRE vuLL B (RBHAERIN) » TRERTEX
Zyng®-7000 SoC P XA HrmTE. BFFFERR.

AR &= Q) MEMETH ELF XHEE 1 MEGAXHRN= (3) M KAXHR.
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AMD1
XILINX

& 5: Zynq-7000 SoC £ X L3¢t

$ 28 BHEGHR

w15 2 R

0x00 Encrypted Partition length EMENS XEIEKE,

0x04 Unencrypted Partition length RINBHHIELE.,

0x08 Total partition word length SXBFKABMENEEKE (BER) . ¥BEK
(Includes Authentication EMS M KEALM.
Certificate), 3FZIH Zyng-7000 SoC
SR IIEER,

0x0C Destination load address, I XEMEHEIR RAM Hitik,

0x10 Destination execution address. I XHATERRIAN O =

0x14 Data word offset in Image S5EoRGARUEEXND XKEENUE

0x18 Attribute Bits $E2i7 Zynqg-7000 SoC S X E M1

0x1C Section Count B KA.

0x20 Checksum Word Offset BRGNS FRIUE.

0x24 Image Header Word Offset BRGRIT N RS GAE

0x28 Authentication Certification Word | BEIREFN S HIIBEBIE,
Offset

0x2C-0x38 Reserved RE
0x3C Header Checksum “OREXE R RIFREN,

Zynq-7000 SoC 73 X/E M1l

TRERT Zynq®-7000 SoC BFHHID K AXHRN D KEMAL

& 6: Zynq-7000 SoC HXEMNL

I FE R AR
31:18 e NG
17:16 PXAEE
0: FSBL
1: UBOOT
270 3: R%
15 RSA ERZEBRBEHE
0: 7 RSA B4IIEIEP
1: RSA BAIIIEIEH
14:12 RILFIZER
0: &
1: MD5
2-7: 17
11:8 R AEA
7:4 Bires
0: &
1: PS
2: PL
3: INT
4-15: 1R®&%
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AMD ®2E: EAERER

XILINX

% 6: Zyng-7000 SoC 3 XEBMA (4)

7B i AR
3:2 RE TMER
1:0 =& FER

Zynq-7000 SoC S{ALIEIE+H

“Authentication Certificate” (BPIIEER) RESSXEMRIEHEXFIEEENE, EmaEE A M

BootROM/FSBL EWIENFIEE R, &1 “BHRIBER WEEE— “Authentication Header” (B1{4%03Ek
XH) , EREENEEAN. ATEINEEEEE, “BHORILEE WNEEREMIIENERS XA R

WE—DKBRSMRIE, BAKXAREEZTHITHMNIIE. “KXHRIHVEIBER FHRIMZKXAHERATE

B

Zynq®-7000 SoC ¥ RSA-2048 B{AIRIES SHA-256 BFIBEESER, XRTEZHMIBEEIZEHAX/NGR 2048

filo BATF SHA-256 BEARSEYIEE, ALt FSBL. S EXMEHBIIBEBHIATE 512 AR,
Zynq®-7000 SoC R HHILIEIEFBETLIN T R

& 7: Zynq-7000 SoC H4IEIETEH

=47 Lgnan i R
0x00 BAIIESLSIHF = 0x0101000, &1 Zyng-7000 SoC B3 3IEIE L34,
0x04 JEHA/N
0x08 UDF (56 %)
0x40 PPK B (256 FH)
0x140 BB (256 F19)
0x240 EisEd
0x244 xR (60 FT)
0x280 SPK 1 (256 FH)
0x380 BH B (256 1)
0x480 B (4 FT)
0x484 1E7 (60 F79)
0x4C0 SPK %54 = RSA-2048 (PSK, 7% | | SHA-256 (SPK))
0x5C0 FSBL 97X &% = RSA-2048 (SSK, SHA256 (Bzh3k3Xft | | FSBL X))
0x5C0 HESXER = RSA-2048 (SSK, SHA-256 (97X | | 1878 | | SHWIEXXH || PPK | |
SPK | | SPK %))

Zynq-7000 SoC S{AIIEIE k4
TRERT Zynq®-7000 SoC BAIIEIEF k32,

% 8. Zynq-7000 SoC S AKX 4

(i mi% FEEM R
31:16 Reserved 0
15:14 Authentication Certificate Format 00: PKCS #1v1.5
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AMD ®2E: EAERER

XILINX

7 8: Zynq-7000 SoC B {AIEIEHL 3 (42)

fufmes FEREM R
13:12 Authentication Certificate Version | 00: i AC
1 PPK Key Type 0: BFIEHR
10:9 PPK Key Source 0: eFUSE
8 SPK Enable 1: SPK fikE
7:4 Public Strength 0:2048
3:2 Hash Algorithm 0: SHA256

Zyn(-7000 SoC FahRZIERIEE

U TE2EEE7E Zyng®-7000 SoC BEhiE&ANRA GBI,
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AMDZ1
XILINX

$2E: BHEGHR

2: Zynq-7000 SoC BEhEGIEHRIER

— ACHeader

Boot Headar

1 Cartificate Size

Imaga Headar Table

—— UsarDwfined Fiald

Imags Headars (IH1 - [HR)

— PPK

Partition Header [PH1 - PHn)

Header AC

Bestiaader
(FSBL)

Heaoder AC

— SPK
] SPK signature 3

— AC Header
L Cartificata Size
—— UserDefined Fiald
+— PPK

Partition 1

Fartition signatura

Bootlooder AC

— SPK :|
et SPK signature

— AC Header
—— Cartificata Size
1 UserDefined Fiald
— PPK

Portition 1 AC

#| Fartition signatura (&

Partition 1 AC

. SPK :l
— SPK signature

L J

Partition [n)

] ACHeadaer
| Certificate Size
— | UserDwefined Field
| PPK

Partition (n] AC

UG1283(v2022.2) 2022 £ 12 B 14 H

Bootgen FF¥5RE

Fartition signatura

Partition [n] AC

— SPK
| SPK signature :‘

v

Fartition signature
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AMD ®2E: EAERER

XILINX

Zynq UltraScale+ MPSoC BaifliE

&7

Zyng® UltraScale+™ MPSoC XM R EIZRH4EB5, 5130, QSPIAE. SD £, USB I&&E&F4k (DFU) EHLH
NAND RFIEEE, AEFRTHELZEERNIELZLER TERRREDSGNEHRE. BREHTaEESET
(PMU) FIERE L £ 8T (CSU) #ITEEMMIT.

TR BohEREE AT RIS

- @it _EEE 1 (POR) {# PMU fRE (il

- PMU $A4T3RE PMU ROM BitHD,

- PMU #¥41% SYSMON FEEIFREM PLL. ETRINGEEASTEEE, HER CSU i,

£ PMU B CSU [5, CSU BHITLLTIRIE:
CEHHE FSBL AP NAREEE#HTE ML,
- BITEMRKIENE, #EREESHRIIKEEBELGEASERNTT. RE, RERGETESEAENENS X,

- R CSUKMNEIDXEME, B4 CSU SRITHREHFIHRNL OCM. HEBIMRNIZE. 1T FSBL INEFF ik
PMU B4 INEI21E,

- 117 CSU ROM K13/5, BB EHINZILE FSBL, FSBL /A PCAP # ORI SELAF R PL #H1T4RIZ.
M8/, FSBL 2R3 RFHITI®E, (Zynqg UltraScale+ 2R SEFM) (UG1085) 1B TH* CSU 1 PMU 9

HAER, METHEX CSUMARRKEER, 151 (Zyng UltraScale+ MPSoC: #FFA1ER) (UG1137) R “BC
B2l

Zynq UltraScale+ MPSoC ErhiE &

TEETRT Zyng® UltraScale+™ MPSoC BihiE &,
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AMD B = BHBEED

XILINX

3: Zynq UltraScale+ MPSoC E&hE{&

BEpk

Fissiatas

PUF #BNEFdE (RIE)

wigA R
gt 1| SFEskeH 2] . R&SKHE
PREXMH FEExH2 | I

KX HSHEIEES (F]ik)

PMU FW AC
ARAFSBL) (e | ()
AC
72 (FT3)
AC
BN (FT3%)

X23449-043022

Zynq UltraScale+ MPSoC Brhk X

KXFEBhkXH

Bootgen AKX HHIMNEIERBIMRGH LN, BeikXHRACETH/MDMMERF (W FSBL) HBXBESH
i, IEMERENBIREPE— %RH BootROM f#fr, LUIIREXAIFH FSBL FFEIE LUK OCM HFTERY
FSBLMFUENER. EPEEFEERIMENSHEIERXNSY. BohiRGAGaE:

- Zyng UltraScale+ MPSoC B3k, HEFE Zyng UltraScale+ MPSoC Bk XX B 4L,
- Zynq UltraScale+ MPSoC & 1F2s#1ia1L &
- Zynq UltraScale+ MPSoC PUF #EBNI2F 4R
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AMD1
XILINX

Zyng UltraScale+ MPSoC &k &
Zynq UltraScale+ MPSoC &3k

Zynq UltraScale+ MPSoC S{3I8iEiE+H

Zynq UltraScale+ MPSoC 43X k24

$ 28 BHEGHR

EA FSBL 3HIEHIMN 2B, BootROM ERBEIAX K&K FSBL NI EMKE S S UNE XN R HITIIHILE
FHER. TREMT Zyng® UltraScale+™ MPSoC 3 {FRIMIERTE . SEAHEIR,

#& 9: Zynq UltraScale+ MPSoC 23 B 5k X4

HihHwES S8 R
0x00-0x1F Arm@® REXR XIP ELF RE%K:
OXEAFFFFFE: X3 F Cortex®-R5F F Cortex A53 (32 {i1)
0x14000000: ¥ F Cortex A53 (64 1i1)
0x20 RERNF ZFEERTF QSPI EEKRM, 0xAr995566 (NERHFERER)
0x24 INHESE BAEZAFEH X" . N . " X (EEDBERE) , #hFETEER
79 0x584c4e58,
0x28 FHR
0x00000000 (FRMNER)
0xA5C3C5A5 (eFUSE FRTEfEREZ24A)
0xA5C3C5A7 (eFUSE FRTEERVIEHIZEEA)
0x3A5C3C5A (BBRAM FRTZAiERVLIZR4A)
0xA5C3C5A3 (eFUSE FR7ZfiBRY eFUSE 127$H)
0xA35C7CA5 (BEILXHRTEEMERI%ER)
0xA3A5C3C5 (BEILXGREENEFER)
0xA35C7C53 (BEIAXHPEENEER)
0x2C FSBL $fTitht OCM ¢ XIP EitrEy FSBL $hiTithiit,
(RAM)
0x30 ERTE WFE PMUFW, NIiXE FSBL BViEamiE. s08 PMUFW, NI PMUFW BIEEE
w#.
0x34 PMU $BI&KE PMU B BIAHRGKE (LUFTHEA) o (0-128 KB).
MEAN >0, PMUFW IEEH FSBL MIBTE.
WMRAN =0, MWFE PMUFW 5.
0x38 PMU FW 21 PMUFW &2 (UFTHEL) o (PMUFW KE + INZEF#H)
0x3C FSBL S 1&KE Eﬁg FSBL & KE (UFETREM) . (0-250 KB), W77 0, MMER XIP BEh
FEAE
0x40 FSBL 21 FSBL $R1&1KFE + FSBL $RERIMNE T + BHIIE, IEH + 64 FTTXTT + 85I
K (REMRE)
0x44 FSBL &= BEEIR (B,
0x48 BRI | MR 0x20 | 0x44 (&) BIFHEM, XEFRERNFTF.
0x4C-0x68 Eﬁﬂ%ﬁ»%ﬁ/%@%ﬁﬁ FEEME A 2 EH,
1
0x6C RIME 32 {il PUF_SHUT H178E, ATEE PUF BRI RIBEEFIRIIFTFFAEL,
0x70 - 0x94 BAREXTFE 40 F¥5,
(UDF)
0x98 BEEAXGRRES | IBRBEGLEXGERNIEH.
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AMD1
XILINX

% 9: Zynq UltraScale+ MPSoC 2Bz X # (4)

$ 28 BHEGHR

Husit RS 2% P
0x9C DEEXHRRE | IEEORKEXFRET.
0xAO0-0xA8 REANHF IV BT BMNEERFDKNT XX Vo
0x0AC-0xB4 if%*ﬁﬂ%%ﬁ/ BEA | BTEMEAREEREN IV,

Zynq UltraScale+ MPSoC Bahk X4 B M (i

# 10: Zynq UltraScale+ MPSoC BEISL XX B AL

FEREW fifm¥e RE FRIA R

Reserved 31:16 16 0x0 R, HAA 0o

BHDR RSA 15:14 2 0x0 B
0x3: /BohiREEY RSA F1H%
IEREARR PPK 815#0 SPK
ID #HTEMRIENER T
AT,
FREHETEE: RSA BPIIEE
1RE eFUSE RSA IR#I%E,

Reserved 13:12 2 0x0 RER

CPU Select 11:10 2 0x0
0x0: R5 & CPU
0x1: A53 & CPU 32 {u
0x2: A53 & CPU 64 {i
0x3: R5 XX CPU

Hashing Select 9:8 2 0x0
0x0. Ox1: TEEMINE
0x3: {EF SHA3 $117 Bl =&
HeE

PUF-HD 7:6 2 0x0
0x3: PUFHD B2&7E/B5hk
XHA,
FFEHTEM[: PUFHD 8887
eFUSE /

Reserved 5:0 6 0x0 REBLMIERER, &5 0,

Zynq UltraScale+ MPSoC F7E88#iA k&

Bootgen FIEY “HFFEEANIALER" KA 256 Mt/ EXEX, BTFH MIO ZRERBMAFIIHIIENL PS FFas.
MFETWEZER, BEE DRI INT XHE.

& 11: Zynq UltraScale+ MPSoC F/F8ALE

it wi%

28

iR

0xB8 E{Y 0x8B4

By

(2048 F%)

<address>:<value>:

N8R “Address” BN 0xFFFFFFFF, MEBLEIZEE
HZIEZE, FIEREANTESTEREVINRERN
Address=0xFFFFFFFF, value =0x0,
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AMD1
XILINX

$ 28 BHEGHR

Zynq UltraScale+ MPSoC PUF ZEBhiZF$UE

PUF (EREBIIEFHIEESGEGENEIAN, EMCIE KEK RRE, ZEUBEERHRELIEREMBENTEEE,
FEBNREFEUER <syndrome_value>. <aux_value>#l <chash_value> ZAf%. FEENZEFEHIERITZMETE eFUSE 5%
BrhES . METHREZER, F5H puf_filee SiEHRILLHEZEUSE (Zyng UltraScale+ 23 ASE FA)
(UG1085) FREY “PUF EEBNFZFEIE" 2649,

& 12: Zynq UltraScale+ MPSoC PUF ZEBIiZFE iR

iR

£

Eriip

0x8B8 EJ 0XECO

Ey)F FEENEFEEUE (1544 F
T

NE B HRTE 0x44 (fif 7:6) == 0x3 RIAEK. M
RFKIEN PUF HD, MIBhkXXHFKR/ =2048 FT, MR
BEHEN PUF KR, MBS K/ = 3584 F
o PUF HD A/ = BK/)\ = 1536 FHAY PUFHD + 4 &
THY CHASH + 2 FT5HY AUX + 1 FTHHIRITT = 1544 F

Tlo

Zynq UltraScale+ MPSoC &k X 4R
Bootgen MM ELF SCf. LR, MBS HIRIEIBROIREMEE, MRIEIBIS LS R .

BMEGEHEE XSO,

“Image Header”

£ REHE. BMRETEFENS XBREURIEMEEAX RIS,

% 13: Zynq UltraScale+ MPSoC 23 B G t-&

(REEAXH) RRAEEMERELANESURINTERN

bl 57 2 28 37
0x00 ki s
0x01010000
0x01020000 - 0x10 FEE AR FER
0x04 BGL TR RTBELUEHE.
0x08 BN XA RE EBEENMXAXHE (FRB) HNigtHt.
0x0C BRGNS RS BAENMREGEAXE (FRB) BNigtH.
0x10 S BARIOIEE AL GEMIIBES (FRE) 89t
0x14 WHEhEohas EIEE:
0 - #EEEchas
1- QSPI-32
2 - QSPI-24
3-NAND
4 -SD0
5-SD1
6 - SDLS
7 - MMC
8- USB
9 - ETHERNET
10 - PCIE
11 - SATA
0x18 - 0x38 H7 =% (0x0)
0x3C gzl BN GRHIFFE T HE,
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AMD1
XILINX

$ 28 BHEGHR

Zynq UltraScale+ MPSoC &3k X4

KFRBEXH
“Image Header” (RIGAXMF) AMEFIEN, HOEESMRENEXES, fI50, eor XA, ERR. BiEXH

%, SMEEFTEEZIMPX, §li0, 81 ELr WRESZMNET, SN HHYNREHEEPHN—I9IX. Z
RIEBSEEBEXOXBENEE. TRIEMT Zyng® UltraScale+™ MPSoC BUltiit RIS, SEFER,

% 14: Zynq UltraScale+ MPSoC S $5f&sk i

b o 2% R
0x00 T—MRGE X RE PRI T —NMEGE XS, NREHFRGEEIXGARE—
MNEGEXH, WHR 0. (FRB)
0x04 TR Y53 X Sk HIRIE N KB EXHF, (FRD)
0x08 1R FALLA 0,
0x0C DX SRS X it HE.
0x10-N HHREM URFTHFITE. ANZFRBHITEN, EEREE4
TN, RENFAGSREK, Fl0, FRS
“FSBL10.ELEF” I8 ox10: ‘. 7 B
s ) F , oxi4: " E ) oo 1,
0x18: ~ \0" ,J N0, F 1 ., {TEEMNEGSE
FA 4 FHHEL
AjZ FRBEISF 0x00000
CIps 1H%E RIS OxFEFFEFF, RN 64 F5,

Zynq UltraScale+ MPSoC 53X kX4

KFHEKXH

“Partition Header” (9X3kXff) AMEFIEN, HFESEMNDXMNEXER. 8M0XKEXHRYBBIMEE
FHITERf, ZRPBESSXAN. INEHAMIE, RAM hpgME#Lt, BMT/BEEZEER. HXMEMNEKX (8
& FSBL) MEE—MEREN, RPRE—EMBEIIFE vuLL B (RRERHAERIN) » FTRERTEX Zyng®
UltraScale+™ MPSoC BIfRTS. BIRAERR.

% 15: Zynq UltraScale+ MPSoC 8849 K3k XX {5

1w B AR
0x0 Encrypted Partition Data Word EMENS XEHIEEKE,
Length
0x04 Un-encrypted Data Word Length | RINZEHEIEKE,
0x08 Total Partition Word Length NZ + 37 + ¥’ + BHHRIENEK,
(Includes Authentication
Certificate), EEIF FPHIEIE
%O
0x0C Next Partition Header Offset TN XEXHHMUE (FRE) -
0x10 Destination Execution Addressno | INEELt 2 X AR 32 AT H THbE,
0x14 Destination Execution Address HI | IIEiEItS XIS 32 A H Tk,
0x18 Destination Load Address Lo I XEIMEHZIA RAM H3EAIEAL 32 [IEF 5
0x1C Destination Load Address HI P XEMEHZIA RAM #iItFIE AL 32 [1EF45
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AMD1
XILINX

% 15: Zynq UltraScale+ MPSoC 88493 X3k 34 (47)

$ 28 BHEGHR

w5 21 Pa =

0x20 Actual Partition Word Offset S5RMRGEARUERXNSXBIENUE, (FRE)
0x24 Attributes iE28% Zynq UltraScale+ MPSoC 93 X @M1

0x28 Section Count 5Z BN R,

0x2C Checksum Word Offset BoiSRGEPRENRNUE. (FRE)

0x30 Image Header Word Offset BENBEEPNMREAXGNUE, (FRE)

0x34 AC Offset BEREPNRNSHRIEES REFE) NUE (FRS)
0x38 Partition Number/ID X 1D,

0x3C Header Checksum “ORAXH” RIEHIFEHE.

Zynq UltraScale+ MPSoC 73 X B 141

TRIEART Zyng® UltraScale+™ MPSoC BI97 X kX R X B 14 fio

& 16: Zynq® UltraScale+™ MPSoC S XE ML

a4 FEREM R
31:24 Reserved
23 Vector Location BRERENUE,
0: LOVEC (ZRiAE)
1: HIVEC
22:20 Reserved
19 Early Handoff INESILENAIE:
0: LREXE
1. BRERRE
18 Endianness
0: ‘NFTF
1. KFHF
17:16 Partition Owner
0: FSBL
1: U-Boot
2% 3. R
15 RSA Authentication Certificate e
present 0: J& RSA BA30IEIEF
1: RSA SAIIEIEH
14:12 Checksum Type
0: k&
1-2: 8
3: SHA3
4-7: 1Y
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AMD ®2E: EAERER

XILINX

%% 16: Zynq® UltraScale+™ MPSoC 85 KB4 £ (42

i {m#e FEREM R
11:8 Destination CPU

I

A53-0

A53-1

A53-2
A53-3

R5-0

R5-1
R5-lockstep
: PMU

-15: R

O 0o N O UL A WN = O

7 Encryption Present .
0: KRN&

10 BmE

6:4 Destination Device
0: k&
1: PS
2: PL
3-15: &%

3 A5X Exec State
0: AARCH64 (BRIAME)

1. AARCH32

2:1 Exception Level
ELO

w N = O
m
—
N

0 Trustzone

Zynq UltraScale+ MPSoC B {43&iFiE+

“Authentication Certificate” (BMIEITES) BESPXBMNILEXAEEENEN, HEMET QBN
BootROM/FSBL EWIENE B, TE “SMRILER AMLEE— “Authentication Header” (H1AHIEF%
%) , AREBNZERNN. BTFEINEEEEE. “BHRILTER HWNEASMRIENER2 XN, R
F—PXEEBMWIE, BALXHEREHEZHITEMINIE. “Header Table Authentication Certificate” (kX%
BHIIBES) BB XERRAERE

Zyng® UltraScale+™ MPSoC f RSA-4096 B{4503E, XRIFEZAMIBEBIZRAR/NTN 4096 i, TRIEMT Zyng
UltraScale+ MPSoC 23489 “B{2I8IE" IEHBRIETN.
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AMD1
XILINX

& 17: Zynq UltraScale+ MPSoC 24+ 1RIIGIFIEH

$ 28 BHEGHR

SRR
0x00 ﬁﬁﬂﬁiﬁ%‘:iﬁi =0x0101000, #EZ Zynq UltraScale+ MPSoC {3 38IEIE 3k
0x04 SPK ID
0x08 UDF (56 F79)
0x40 PPK 1RE (512)
0x240 BEYE (512)
0x440 B (4 FH)
0x444 1E% (60 F)
0x480 SPK B (512 FH
0x680 By R (512 F%)
0x880 8 (4 F7)
0x884 17 (60 F)
0x8C0 SPK %% = RSA-4096 ( PSK, 17 | | SHA-384 (SPK + SHT8IFL X {4 + SPK-ID))
0XACO BEIL R R = RSA-4096 ( SSK, 178 | | SHA-384 (B5hskX )
0xCCO X% = RSA-4096 ( SSK, tH7E | | SHA-384 (DX | | 178 || BRIELSE ||
SPKID || UDF || PPK || SPK | | SPK %% | | BH £8))

AR FSBLERZITEAXMT:

FSBL Signature = RSA-4096 ( SSK, Padding || SHA-384 (PMUFW || FSBL ||
Padding || Authentication Header || SPK ID || UDF || PPK || SPK || SPK
Signaturel|| BH Signature))
Zynq UltraScale+ MPSoC B4 I8 EE L3 4
TRIEART Zyng® UltraScale+™ MPSoC B8 {4H) S I0E Sk XL FES
* 18: BREIELXHMTER
(IFE: R et >4
31:20 RE 0
19:18 SPK eFUSE/FB P eFUSE i%#%
01: SPK eFUSE
10: FF eFUSE
17:16 PPK ZREHE#E
0: PPKO
1: PPK1
15:14 B{HIIEEPER 00: PKCS #1v1.5
13:12 BHISIEEBARZ 00: HaiAC
1 PPK Z$H2EE! 0: E5&EHA
10:9 PPK Z$RIR 0: eFUSE
8 SPK fE8E (BFA) 1: SPK f#8E
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AMD1
XILINX

*= 18 BEHIEAXHIFER (4)

F2E: BREEER

fiFB

R

7:4

0. 2048b
1: 4096
2:3: R’E

3:2

MAEE

1: SHA3/384

2:3: RE

1:0

AR

DR
. RSA
: RE
D 1R

w N = O

Zynq UltraScale+ MPSoC R£ kX

RIS XHITINZER, Bootgen RAIZDXKIBMR AN MY, tREAXHEEATIIERRD XKHITINZEN
Key/IV, ML ENIERASSGZIEEM IV KHITINE, TRAPERT Zyng UltraScale+ MPSoC 43k 4,

4: Zynq UltraScale+ MPSoC &3k {4

AES
43X #0 (FSBL) SX # SX #2
2= 2me 2me=
fEH A& Gz A& (Edi] A&
REIH Key0 IVO IVI_#0 |Key0 IVO+0x01 Key1_#1 [IV1_#1| Key0o IV0+0x02 Key1_#2 [IV1_#2)
SR #0 Key0 IV1_#0 Keyl_#1| IV1_#1 Keyl_#2 IV1_#2
AES (BZERRD
43X #0 (FSBL) X #1 X #2
2mE 2m= 2z
Ed:] A& i d:] A& f£H A&
REeLH Key0 IVO IV1_#0 | Key0 [ IVO+0x01 Key1_#1 |IV1_#1|Key0 IVO+0x02 Key1_#2 |IV1_#2
SR #0 Key0 IVI_#0 [Key2_#0|IV2_#0 | Key1_#1| IV1_#1 Key2_#1 |IV2_#1|Key1_#2| IV1_#2 Key2_#2 |IV2_#2
B #1 Key2_#0| IV2_#0 | Key3_#0| IV3_#0 | Key2_#1[ Iv2_#2 Key3_#1 |IV3_#1|Key2_#2| IV2_#2 Key3_#2 [IV3_#2
R #2 Key3_#0| IV3_#0 | Key4_#0| Iv4_#0 | Key3_#1| IV3_#2 Key4_#1 |IVa_#1|Key3_#2| IV3_#2 Key4_#2 |Iva_#2)
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AMD1
XILINX

Zynq UltraScale+ MPSoC BahiRGIERIEE

U288 &7 Zyng® UltraScale+™ MPSoC BEhiE{&HNBA S ET.

5: Zynq UltraScale+ MPSoC 231 Bai RS HERIEE

$ 28 BHEGHR

BRI 0x000-0XECO

li

RIFRXHR

$E &L (IH1-1hn)

X K31

HXK3fEn

SLXHFAC

SLYHFAC

AC k325

SPK |DHeader

RPEXHIFER

PPK

SPKHeader

SPK £

BHZ %

A

BEN AR
(FSBL #1A]i& PMUFW)

BaIMEFEFAC

HX 1

DRER

AC

AC k325

SPK IDgootLoader

RPEXHIFER

PPK

SPKBgootLoader

SPK £

BHZ %

A{

X 1AC

DREZ

X 1AC

AC k3

SPK IDpartition1

FFEXEIFER

PPK

SPKPartition1

SPK &£

BH %%

2AX (n)

X (n) AC
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#XnAC

AC k325

SPK IDpartition(n)

RPEXHIFER

PPK

SPKepartition(n)

SPK £

BHZ %

DRER
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AMD B = BHBEED

XILINX

Versal ACAP BhEG gD

AT RAIBETE Versal® ACAP Bapiftgk ([ NAEIERMIESG (PDI) FHAHET.

FaEEEHE

Versal ACAP ) & BIEITHI28 (PMC) £135 Versal ACAP (TS EIR, GIERHMEE, AEEXEHARR 2 P PMC
MicroBlaze #b¥E2S. ROM 1R & 5T (RCU) F1F & AR EA ST (PPU) FRh BRI B BB RIS TN :

RCU: ROM REBETEE=FTHR MicroBlaze A IEIZF R i%171%28 (ROM), HFEERH1T BootROM,
BootROM AIHITXHREBELEBREK, AU FEH, RCU B MicroBlaze 2 ISR FHIAFIISEIT BootROM AIHIITX
£, RCU X RBENEE SRRl THEINEE (PUF) BT,

PPU: FEREHETEE=EFNR MicroBlaze R0 EE28H] 384 KB H9%E A PPU RAM, PPU H#y MicroBlaze fa 3517
Platform Loader and Manager (PLM),

7E Versal ACAP #1, BIEMN5|EE (PL) B8 rCDO # rNPI XHF4ERL, rCDO XiEEEHE CFrame HIELK PL #1 NoC If
GBS, rNPI XHEES NP HEXHEESIE. NPIHREE NoC 7t&: NMU. NSU. NPS. NCRB.
DDR. XPHY. XPIO. GTY. MMCM %,

AR Versal® ACAP B SSI AR, MFTHRELER, BB E 6 5. SSIT X,

6: Versal ACAP BEhEGIEIRIER

gk
Bkt
Meta LS HYIEES
PLM SAI8EEH
Fgskwt1 | BEscr2 | __ | @gskstn
PLM PMC CDO
-
ARETHA | HRETE2 | | SR L g
Meta k3214 ] _
/ —
Eg1 — ! Koz -— el SRS 1 BRELTE2 | | SR g2
| sE1 HR2 - AR —
=
g2 — AC 1 AC2 . AC|
Y A2 —- A& ARITHT | SRETH2 | | SRSk | | $fgn
- AC1 AC 2 . AC k
Bikn — INES SR 2 o SRk
~—

X22829-043022

Versal ACAP Bk

BEILX 41 PMC BootROM fEM, RIBBAXHHIRENEM, PMC BootROM £k Platform Loader and
Manager (PLM) HEENEE PPU RAM A, Fi 16 FTRATF SelectMAP 244G, PMC BootROM #1 PLM = ZB& 1tk
#4E, EUt Bootgen TEEEIRIE (WIKIEF. SHA. RSA. NBZE) NEFHAEZUIEE, UTKBHER
SelectMAP 2A&ERMEHIM RG], Bootgen RIRIEFMEREIFUTEIEE T/ 16 TT R,
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AMD1
XILINX

UTHIRPERT SSRGS T EMT R A
X8: [LSB] 00 00 00 DD 11 22 33 44 55 66 77 88 99 AA BB CC [MSB]
X16: [LSB] 00 00 DD 00 22 11 44 33 66 55 88 77 AA 99 CC BB [MSB]
X32: [LSB] DD 00 00 00 44 33 22 11 88 77 66 55 CC BB AA 99 [MSB]
AR ZRIA SelectMAP BEH X32,

TRETRT Versal® ACAP M/Ehk X H1&3(o

% 19: Versal ACAP BNk H185E

$ 28 BHEGHR

MG A ) K (FH) ik

HARES

0x00 16 SelectMAP B4R E

BFHIE SelectMAP B
7 x8. x16 FLE x32

0x10 4 QSPI R&TE

QSPI BELTEEHER, LIREIR
R EEREN, VSR
WFHATEIL T QSPI INTEFR
WEM, 0XAA995566 (/NFTH
FE)

0x14 4 FRIBATIR

BREINRFRE. B84
FHB X N Lo X (RFETIR
F) , IINFHEERA
0x584c4e58,

0x18 4 INEERR

ZFEERTiR% AES ZiHR:
0x00000000 - KN

0xA5C3C5A3 -
0xA5C3C5A5
0x3A5C3C5A -
0x3A5C3C59 -
0xA35C7C53 -

- eFUSE ZZ4A

eFUSE £1%7$A

BBRAM £IZ54A
BBRAM ZZ4H
Bk 42

=R

0x1C PLM JR{m#%

PDI 18y PLM iR{R#% it

PMC #dEnHisthat

0x20

ENER PMC CDO it

0x24 PMC B KE

PMC CDO KE

E I S

0x28 PMC BB B KE

PMC CDO KE (B85
JEFNINZETFFEE)

0x2C 4 PLM KE

PLM RIBE B K/

0x30 4 PLM BKE

PLM SR/ (BE5HRIE
FMZFFH)

BRI B %

0x34 4

Bk X R

0x38 32 2%

256 %R, XEBAXH
PR IERESIRE A R
TEH

0x58 12 ZIV

e REHRERIALR

==)

0x64 12 BEINH IV

REXNHRURE
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AMD1
XILINX

£ 19: Versal ACAP Bahk >R (4)

$ 28 BHEGHR

W (/s Ky (FH) R HARES
0x70 4 PUF 17 1& EJF KARIRIHATRIER B
AR RTIEMRS PUF
FHAEE AR E LD,
0x74 12 PMC 3IEMR &L HF IV BTt PMC #iBHR 23K X F
HITRRER IV,
0x80 68 R LA 0 3B,
0xC4 4 Meta kX H Mm% Meta kX F AU BN R,
0xC8-0x124 96 3
0x128 2048 BEasiak FEFEBEAN, BTES
HERAL
0x928 1544 PUF #EBIIER IR PUF #EBNIZ iR
0xF30 4 I SR
0xF34 76 SHA3 1% SHA3 tRAESE
Bk 4 EHE
THRPERTHERE
7 20: Versal ACAP Bhk XM
FEBRM w5 RS RINE iR
Reserved [31:18] 14 0x0 REG UHREREER, &
BA0
PUF Mode [17:16] 2 0x0 0x3 - PUF 4K t#2(,
0x0 - PUF 12K &1,
Boot Header [15:14] 2 0x0 0x3 - BEhEEGN S A%
Authentication IERTEARSS PPK B15#0
SPK ID #1T B3R
R TER.
FRrEHEE - SMKIE
J51R#E eFUSE RSA/
ECDSA fiI3EHI%E,
Reserved [13:12] 2 0x0 R LU RER, @
A0
DPA counter measure [11:10] 2 0x0 0x3-2H
FIEHEEEIRRE
(eFUSE B & XL
&)
Checksum selection [9:8] 2 0x0 0x0. 0x1 #1 0x2 - &8
0x3 - SHA3 B{ERET
BRER AP TIR B,
PUF HD [7:6] 2 0x0 0x3-PUFHD B887%R
shk A
FREEHEE - PUFHD &
&7E eFUSE I,
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AMD1
XILINX

2 20: Versal ACAP BEhk B (45)

$ 28 BHEGHR

FEEF iR B BiAE R
Reserved [5:0] 6 0x0 R
F-4 N
Versal ACAP $R{&3LX R
TREE PDI FHEHEEXN—RER.
7% 21: Versal ACAP &L X R
" B Ei:3%)
0x0 Version 0x00040000(v4.0):
1. INERY IHT B9 AAD XHF,
2. £ 32k REXRPEBEHT.
0x00030000(v3.0): BETEXHIRANM
64 KB E#1 32 KB
0x00020000(v2.00): IHT # PHT A/NEH
&
0x4 Total Number of Images PDI RV IR S 5K
0x8 Image header offset BRGNS iRt
0xC Total Number of Partitions PDI FI DX 28K
0x10 Partition Header Offset DA FIRUERN R
0x14 Secondary boot device address RTHBNRREFEAIIL,
RE B PIFEMBI BT, LI
BN
0x1C Image Header Table Attributes JEBIR %+ 22: Versal ACAP &k H&
B
0x20 PDIID FFiR3! PDI
0x24 Parent ID #)%aR5H PDI B9 ID. X+ FEE) PDI, ER
5 PDIID #E[[
0x28 Identification string EHERBA B R TH5EEE PDI - FPDI
&893/ F %4 PDI - PPDI
0x2C Headers size 0-7: B|BEXMHRA/N (UFENERA)
8-15: SRGAX MR (UFH A EAL)
16-23: DEXAXMHRI (AFEFENL)
24-31: fR8
0x30 Total meta header length BESHWRIENMEFFHE (FEHE HT,
5 AC)
0x34 - 0x3C IV for encryption of meta header FAFARER KO ERAY SH BY IV
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AMD1
XILINX

7% 21: Versal ACAP 5L XX R (47)

$ 28 BHEGHR

At 2R R
0x40 Encryption status MEZHIR, XTF meta kXK, XRA
F PLM MZHBEA B Mo
0x00000000 - FKNE
0XA5C3C5A3 - eFUSE £1%%A
0xA5C3C5A5 - eFUSE 2 %4%A
0x3A5C3C5A - BBRAM £1%55H
0x3A5C3C59 - BBRAM 240
0xA35C7C53 - BEIk X 2%
0x48 Meta Header AC Offset (Word) Meta kXSG IIBE BN FRE
0Ox4c Meta Header Black/IV AT Meta kX INZFRE RN R
HFITINZER IV,
0x58 Optional Data Size BENINEAZ R R Al B BV AT EEIR AT A/
0x5C - 0x78 Reserved 0x0
0x7C Checksum B RPIHIFMEFHEM
FERENHREY
TRABR T HFHE L HR,

X 22: Versal ACAP Bk rRBE M

fIFE} B Eii:3u

31:14 Reserved 0
14 PUF Helper Data Location PUF #EBNTEFF kIR eFUSE/BH M1 E
12 dpacm enable DPANERELEH
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AMD1
XILINX

$ 28 BHEGHR

UG1283(v2022.2) 2022 £12 B 14 H
Bootgen A 15/

& 22: Versal ACAP 5k XX ERBIE (42)

fiFB & Ei:1p

ERHERIEFIERS .
0 - {EREhEM (RRIA)
- QSPI32

- QSPI24

- NAND

-SDO

- SD1

- SDLS

- MMC

-UsB

- ETHERNET

10 - PCle

11 - SATA

12 - OSPI

13 - SMAP

14 - SBI

15 - SDORAW

16 - SD1RAW

17 - SDLSRAW

18 - MMCRAW

19 - MMCO

20 - MMCORAW
FREREEIAREE

11:6 Secondary boot device

o No vl hWN -

\e]

AR 5 Bootgen HRYRFMERM, ¥
ERXLED, BREVERSR ST
BEEhaR TR RIIR, BSHAENNE
RerF %E 18R (SSDG)o

5:0 RE

Versal ACAP $R{&k X%

B AETEN, HPBESEMREMNEXESR, B, ELF X, CFrame. NPl CDO. ¥EX#HEF, &1

BREHMAIEEZIOX, i, S0 ELFITERSNIMET, ST THUERBHRERH—1T DK, BHEAXHE

EESZEEXRENDX (DEAXH) . EFR—FEAREA BIF X#EF “image” RAGSZSMOEXMG; 5EE
BATFRRE— BFRARNEMNEXFABESKASGE—#, Bootgen I AGMXHEIEFAFENIX, HAZFGKEIER
—RRBEGAXMS. TREARGEXIKBENES.

X 23: Versal ACAP 853k

" B Ei:3%)
0x0 First Partition Header B2 EAXHNFRE
0x4 Number of Partitions RGP EENS XS
0x8 Revoke ID Meta KX 4EI#HIEH 1D
0xC Image Attributes BERARGREMR
0x10-0x1C Image Name fBIRM ASCIL Bif, RZEE 16 MF
o BIERA, L0 ER,
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AMD ®2E: EAERER

XILINX

2% 23: Versal ACAP $853L3 {5 (48)

" 5 i

0x20 Image/Node ID ATEXRBIEENRTINERTR

0x24 Unique ID AT EMATERGRRAARNENYE/RE
MARIR

0x28 Parent Unique ID RATFEXRENEENBENRARR
UID (INRFE)

0x2c Function ID IARIR A F IR SRR B B SRR —ThiE

0x30 DDR Low Address for Image Copy 32 fif DDR {§#itit, 7£ BIF F/2F
memcpy BY, ROEHREGE Szt

0.34 DDR High Address for Image Copy 32 il DDR =tthit, 7Z BIF R/EH
memcpy BY, ROIGERGEHIEZM it

0x38 Reserved

0x3C Checksum FHIFMBEFHES.

TRETRTHEELIXHREM
R 24: Versal ACAP Bk EBY

T 25 E1p%
31:9 Reserved 0
8 Delay Hand off 0 - AN IEELR (BRIA)
1- HERIERE
7 Delay load 0 - IZBMINEES (FRIA)
1- HEMHER
6 Copy to memory 0- FEHIFINTE (BRIA)
1 - REEEHENTE
5:3 Image Owner 0-PLM (ZRIAME)
1-3EPLM
2-7 - &%
2:0 Reserved 0
Versal ACAP 7 Xk 15
PDEENGEEEXSXEMESR, WTRBFOR,
& 25: Versal ACAP SR
12 e R
0x0 Partition Data Word Length MEZESXEIBEKE
0x4 Extracted Data Word Length FMNBEIRKE
0x8 Total Partition Word Length (Includes | 1% + 1% + ¥ B + BHRIENEK
Authentication Certificate)
0xC Next Partition header offset T— oKX GRS
0x10 Destination Execution Address (Lower | INEE1tb XEMEAL 32 L] HiTitt,
Half)
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AMD ®2E: EAERER

XILINX

7 25 Versal ACAP XL R (47)

i 2R R

0x14 Destination Execution Address (Higher | &Gt XA HITHIHEAEAL 32 fiIE
Half) 5o

0x18 Destination Load Address (Lower Half) | tb5 XENNEFIEI RAM #HEAYEAL 32 I

B85, XIF elf XX, Bootgen FEEEIM
elf 18T0IREL. STF RAW HUE, AP WM
IEEHEHMEBME, XF CFl MRELHIE,
[Z59 OXFFFF_FFFF

0x1C Destination Load Address (Higher Half) | Ltk XEMEH IR RAM HIAEBYF L 32 i
5. XITF elf X, Bootgen #&EBEIM
elf #I0IEM, XFF RAW $UE, AP MR
IBEEMEMLUE, T CFl MEREHE,
RZ3 OXFFFF_FFFF

0x20 Data Word Offset in Image 5 BB GFRUEEXN D KR
0x24 Attribute Bits BEERNXENR
0x28 Section Count WMBEGIRR elf, WESETSI elf
XENEESXHHE,
0x2C Checksum Word Offset BB GPREHNFHAMAE,
0x30 Partition ID 2X 1D
0x34 Authentication Certification Word BRGEREHRIBERHNUE.,
Offset
0x38 - 0x40 v IV ZRRD XL ELX A
0x44 Encryption Key select MR

0x00000000 - kN

0XA5C3C5A3 - eFUSE £12%%R
0XA5C3C5AS5 - eFUSE B4R
0x3A5C3C5A - BBRAM £1%34R
0x3A5C3C59 - BBRAM E 274
0XA35C7C53 - BEIA X B Z5H
0xC5C3A5A3 - BFRZ$A 0
0xC3A5C5B3 - A Z4A 1
0xC5C3A5C3 - PR A 2
0XC3A5C5D3 - FAF %A 3
0xC5C3ASE3 - FBF 4R 4
0xC3A5C5F3 - AP E$A 5
0xC5C3A563 - BFZEH 6
0XC3A5C573 - B4R 7
0x5C3CA5A3 - eFUSE FIF %R 0
0X5C3CA5AS - eFUSE FEFP 22740 0
0XC3A5C5A3 - eFUSE FAF234R 1
0XC3A5C5AS5 - eFUSE FIF 2340 1

0x48 Black IV IV BF &z 92 XHEHRR.
0x54 Revoke ID SXEE ID
0x58-0x78 Reserved 0
0x7C Header Checksum “DRENE hIEFFHREM
TRINET P REHRE M.
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AMD1
XILINX

% 26: Versal ACAP HXLXHREM

$ 28 BHEGHR

fiFB

&

R

31:29

Reserved

0x0

28:27

DPA CM Enable

AX
0-%&

1-BH

26:24

Partition Type

- &

-elf

- BEHIEWTR

- Cframe %3 (PL ki)
- FIAEIR

- 15 elf

- CFI GSR CSC &g mn
- CFI GSR CSC ##h3mi

N o vt hWN = O

23

HiVec

TR RPUJAPU (32 fir) RMIERIHY VInitHi
BE
0 - LoVec

1 - HiVec

22:19

Reserved

18

Endianness

0
0-/NFHF (FIAME)
1-KFTF

17:16

Partition Owner

0-PLM (BRIAME)
1-3EPLM
23-17¥

15:14

PUF HD location

0 - eFUSE
1- BEhk

13:12

Checksum Type

000b - TARBEF] (ZRIAME)
011b - SHA3

Destination CPU

- & ($t33HE elf 3¢, XZ2EINE)
- A72-0

- A72-1

- RE8

- RS
-R5-0

- R5-1
-R5-L
-PSM

- AIE
10-15 - &

O 0o N o Ul b WN - O

4:7

Reserved

0x0

A72 CPU execution state

0- Aarch64 (BRIA(E)
1 - Aarch32

2:1

Exception level (EL) the A72 core should
be configured for

00b - ELO
01b - EL1
10b - EL2
11b - EL3 (BRIAfE)
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AMD1
XILINX

$ 28 BHEGHR

% 26: Versal ACAP DL XHERREM (£)

fiFB

& Ei:1p

0

TZ secure partition 0-I=e (BRNE)
1-2%
LbAIZRPA PLM BEEENZ (BEEFRIT

HHX) 2ENEEN TrustZone B2,
ZINERT, WHRH 0o

Versal ACAP B {458 EiE+

“Authentication Certificate”

(BHEIBES) BEa7XBHNRIMEXFIEERNEN, LENAEF QAN

BootROM/PLM EWIENE R, EED “BHWIEIER AFMEE— “Authentication Header” (B33IELX

), AHRMEEWMEARN. B

TERNEEFERS. AETHESRM, “SORIDBES" FHNEIERSHIIERE

MROXZHIHZGE. AR Bootgen EXY meta SkXHFHITEHMHBRIE, 1BHTE bif B “metaheader” TEHIEE S KR
if. B2 £ 9 Z: BIF BMESE LFKEEZAER.

Versal ACAP {8 RSA-4096 B14363EM ECDSA BEIERMITEBIRIE, TRIEMT Versal ACAP B9 B3 IIEIE F1%

o

& 27: Versal ACAP S}ISIEE - ECDSA p384

SR IREIE B R
0x00 BRIk, E21 Versal ACAP BHIEEFHLX M4
0x04 %8 1D
0x08 UDF (56 %)
0x40 PPK x (48 FT)
y (48 =¥)
1#78 0x00 (932 F¥)
0x444 PPK SHA3 1% (12 )
0x450 SPK x (48 =)
y (48 %)
1E3E 0x00 (932 F7)
0x854 SPK SHA3 178 (4 %)
0x858 3% (8 FTH)
0x860 SPKEHZ (r+s+HZ) (48+48+416)
0xA60 BH/IHT £ (r+s+iE75) (48+48+416)
0xC60 DEEE (r+s+HE7E) (48+48+416)

7% 28: Versal ACAP S{AIIEIEF - ECDSA p521

BHBESL ik
0x00 BHRIERX M, 525 Versal ACAP SHIIHES KX
0x04 HE D
0x08 UDF (56 F¥3)
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AMD1
XILINX

R 28: Versal ACAP S4I&IEIE+ - ECDSA p521 (£%)

$ 28 BHEGHR

SAIIEEBAL R
0x40 PPK PPK x (66 FT)
y (66 F¥)
B35 0x00 (896 F7)
0x444 PPK SHA3 % (12 FF)
0x450 SPK SPK x (66 F¥4)
y (66 F¥)
1E75 0x00 (896 F¥1)
0x854 SPK SHA3 % (4 F19)
0x858 3T (8 FTH)
0x860 SPKE# (r+s+i#7t) (66+66+380)
0xA60 BH/IHT %€ (r+s+&%) (66+66+380)
0xC60 AXEZ (r+s+HFE) (66+66+380)

R 29: Versal ACAP B 4I83FF+ - RSA

SAIEEBAI R

0x00 BHIIERX M, 5205 Versal ACAP SHIIBER L

0x04 %5 1D

0x08 UDF (56 F¥5)

0x40 PPK B (512 FH)
By R (512 F%)
58 4 FT)

0x444 PPK SHA3 % (12 F¥)

0x450 SPK BE (512 F)
BRET R (512 F7)
B (4 F7)

0x854 SPK SHA3 % (4 F4)

0x858 3T (8 FTH)

0x860 SPK&&

0xA60 BH/IHT &%

0xC60 PEERZ

Versal ACAP B {5 IEIEH L34
TRIERT Versal ACAP B3 IAF L HNIFER,

% 30: BHWIEAXHIFER

firFER R P4
31:16 RE 0
15-14 SHBRIBEBERN 00 -RSAPSS
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AMD1
XILINX

%= 30 BHWIEAXHIFER (4)

$ 28 BHEGHR

{I=FE% E:3% R
13-12 BHERIEEBhRE 00: 7T AC
1 PPK Z KR 0: E5EHR
10-9 PPK Z5RIR 0: eFUSE
8 SPK 58 (BF) 1: SPK f&AE
7-4 NEFRE 0 - ECDSA p384
1 - RSA 4096
2 - ECDSA p521
3-2 BEIEE 1-SHA3
1-0 NEEZX 1-RSA
2-ECDSA
AR
1. NFEHMEEFSX:

UG1283(v2022.2) 2022 £ 12 B 14 H

a.

AC B91R#% OxA60 BBEBEIIAXHEZ,

b. AC BIf®#E 0xC60 & PLM F1 PMCDATA E&,

S MR

a.

NFEMEEDK:

a. AC MR OxA60 B#E,

AC MY{BH5 OxA60 B8 IHT &8,
b. AC BIfR#E OxC60 B &R IHT SMIFRE AT R,

b. AC BfR% 0xC60 BEZ T KNER.
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AMD
XILINX

i
W
Ll

elFES =ik A

BahEEMETL (BIF)

BEXRTBMEEEREES XA, SHXALEMS N FAX BT HEMMBEEZFFITXLEXH, Bootgen EX
TETRERTERBRE, HFREXHPEENATRERNERBHESR. BTFEZFHSNSIEETA,
Bootgen EX T BEIREIET (BIF) RESXLMWAN. BIF B&:

- EBEERY, BTelRRe/FReRmiRK
- BENEER
o ERAF Zyng® BH Zyng® UltraScale+™ MPSoC HIE—M ER BRI (FSBL)
&R T Versal® ACAP BY Platform Loader and Manager (PLM)
o AR BiRHERIRITHRARIBEINEIERF (FSBL/PLM) 5 Bootgen —i#2fE
- T PNEEN D KRG

Bootgen FIAZMNEMMZ K< REX QIR BHRENIITH, Hlt0, BREHEH FPGA 2. Zyng®-7000 SoC 2%
. Versal® ACAP. Z7%IZ Zyng® UltraScale+™ MPSoC 28482 B ah$if, R Bootgen {REAERZHY arch 651k
Tl LUFMIRFIHEHER T FFHES Bootgen 1T AR R LT,

- B 8E: ISR

- B9%: BFE&SE

- BI0E: BeEE

BrhRENEEERAREAHIELER, BootROM MHIEFHFERARIIAXSRMBE—SX (BENBHME

2F) . BEIBEEMNESRIDHEMERERHITMEMGE, Bootgen RiE@ITHESRFIRFKERBNER, XS
XA 8E:

- FSBL & PLM

- BZMERETHINEIER (SSBL), ¥ U-Boot

- Eb4%ER PL CFrame #3&. . rcdo M . rnpi

- Linux

- BEAESE EBITHRER

- FAP¥UE

© i Bootgen £ BN HE K. ERRATENSXIBMEILFERNBIESGT.

AR EBRGETAEMRASRKEET TERAMNYLE PDI T (40 PLM.elf. PSM.elf PMC/LPD/FPD.cdo) SEF1E
fico

UG1283(v2022.2) 2022 £12 B 14 H Send Feedback china.xilinx.com
Bootgen 5 (Lssnd Feedback | 2


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=39

AMD1
XILINX

35 tIREDRE

BIF B A MR IR 4 3- 3

BIF Xtf B FHEERIRENS MG (ZREHIRF) , HATNEMIGAGNATERLE. EREEAT, URE
BREAMERFRRES, BAIRFEZSNIIX, i, MRE ELF XGEBS M FELNEMET, BASITEY

AEA—TMRISD K, BIF XHEERMOT:

new_bif:

{
id = 0x2
id_code = 0x04ca8093
extended_id_code = 0x01
image

{

name = pmc_subsys, id = 0x1c000001

partition

{
id = 0x11l, type = bootloader,
file = /path/to/plm.elf
}
partition
{
type = pmcdata, load =
file = /path/to/pmc_cdo.bin
}

}
3

IR LB GERT Versal® 2844,

<image_name>:

{
// common attributes
[attributel] <argumentl>

// partition attributes

[attribute2, attribute3=<argument>] <elf>
[attribute2, attribute3=<argument>,

[attribute3] <elf>
<bin>

0x£2000000,

attibute4=<argument] <bit>

- <image_name> fl {..} DS NEEHRINE] ROM FEE 2 XWX 4 RIESER.

- FELESRVIET =P RENERIEN

BN XEIEXXHRNEIEXX RSB —HRIEE Y, BEN [attribute, attribute=<argument>]o

- BETRTNHRE N AREER,

- BIfER YV FADRARDRIITNZ I EN. ZTRUENIIFEXEE, RERMENE—XHT, REAXEF

FHF,

© WMRXAHIFUTHAERA, BARARMBEAXHFZHNXAFRT. XEUBBEERTIR, 28UT—TL (X

EE=RIR, ELE—1ETR) , HEUTZ1T L,

- ERRRRZES, RIAINTAR LURERR T,

- AR CIEEHFRMNRER: /.. x/, HEWAFER CH+ITER: / /0

UG1283(v2022.2) 2022 £12 B 14 H
Bootgen A 15/

Send Feedback china.xilinx.com
L—w_—————————J 40


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=40

AMD1
XILINX

LUTRGI BIF XS ERINEEMBIT, LURFARIRME:

<bootimage_name>:

{
/* common attributes */
[attributel] <argumentl>

/* bootloader */
[attribute?2,
attribute3,
attribute4=<argument>
] <elf>

/* pl bitstream ¥/

[
attribute?2,
attribute3,
attributed4=<argument>,
attibute=<argument>

] <bit>

/* another elf partition */
[

attribute3
] <elf>

/* bin partition */
<bin>

Bootgen Sz
TRFIE T Bootgen ZIFHIX I,

& 31: Bootgen XIFHIHHF

£3E: tIRRDRE

kg2 s i Ba R AR

.bin b2 1 [Fis I,

.dtb b ;41 R8s IS,

image.gz b1 IR HEIX M,

celf AIITHEIE M (ELF) ERRAS L,
SRR int SEBBI L

.nky AES ##%H

.pub/.pem RSA #84A

sig FEXH FH Bootgen 3% HSM & pHIE

B,

.rcdo CFI XXt {UERAF Versal 285,

.cdo/.npi/ .rnpi CDO X FLEHURNT R . GERTF
Versal Versal 28,

.bin/.pdi BaRE% M Bootgen £ HIBEEIE
Zyng-7000/Zynq UltraScale+ | .bit/.rbt =i RIE BIT XL
MPSoC/FPGA
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AMD B3E: AEREHER

XILINX

B F Versal ACAP By BIF i&3%

LUIFRER T R XETHENERS BIF BFEHAAR. AR FRAMS, Versal ACAP EFX BIF i&8%, TEIMEF
RAFEZ N XAESHE—RUER—MER, IUHRIE— BRI ENFRS,

AR HEREK () RTHDKEEH UMM ENFRYE.

new_bif:

{
id_code = 0x04ca8093
extended_id_code = 0x01

id = 0x2
image
{
name = pmc_subsys

id = 0x1c000001
partition

{
id = 0x01
type = bootloader
file = gen_files/plm.elf
}
partition
{
id = 0x09
type = pmcdata, load = 0x£f2000000
file = gen_files/pmc_data.cdo
}
}
image
{
name = 1lpd
id = 0x4210002
partition
{
id = 0x0C
type = cdo
file = gen_files/lpd_data.cdo
}
partition
{
id = 0x0B
core = psm
file = static_files/psm_fw.elf
}
}
image
{
name = pl_cfi

id = 0x18700000
partition

{

id = 0x03

type = cdo

file = system.rcdo
}
partition
{

id = 0x05

type = cdo

file = system.rnpi
}
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AMD1
XILINX

£3E: tIRRDRE

}
image
{
name = fpd
id = 0x420c003
partition
{
id = 0x08
type = cdo
file = gen_files/fpd_data.cdo
}
}

}

UTRGIESET T @IS KHAITHHERES BIF.

new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
{ id = 0x01, type = bootloader, file = gen_files/plm.elf }
{ id = 0x09, type = pmcdata, load = 0x£f2000000, file = gen_files/
pmc_data.cdo 1}
}
image
{
name = 1lpd, id = 0x4210002
{ id = 0x0C, type = cdo, file = gen_files/lpd_data.cdo }
{ 4id = 0x0B, core = psm, file = static_files/psm_fw.elf }
}
image
{
name = pl_cfi, id = 0x18700000
{ id = 0x03, type = cdo, file = system.rcdo }
{ 4id = 0x05, type = cdo, file = system.rnpi 1}
}
image
{
name = fpd, id = 0x420c003
{ id = 0x08, type = cdo, file = gen_files/fpd_data.cdo }
}
}

=

TRFIHT Bootgen B, SNMEBIEHEE 1 MR, IWHERERANTIPE9FMIERURANTFEEERER, 52

MEFATIETERZEENER BeEH:
zyng:. Zyng-7000 SoC 24
zyngmp: Zyng® UltraScale+™ MPSoC 28
tpga: AR 7 R ESMRARIEMH
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AMD1
XILINX

versal. Versal® ACAP

£3E: tIRRDRE

WRTHRESRER, FERE 9 E: BIFEESS,

& 32: Bootgen EiEMiHA

E/ R

ik

BATF

aarch32_mode

FEER LA 32 MR TH Z IS+,

zyngmp

versal

aeskeyfile <aes_key_filepath>

$518 AES ZIANEMIRR. BHEXMGESBTMES XM AES
Z5H, WRPEXGHNABES A eFUSE 5] BBRAM, HIRIEE
BEAFEETHXMY, WIEH Bootgen £RFEHATM
o B0 SNREX B1r XERMLLEERIER T INE, Ak
HENAE MBI LT,

=

alignment <byte>

REFTYTT. B X#THEEUNTEZENER. %
BETREESRBEER.

zynq
Zynqmp

auth_params <options>

He S 5IERI:
ppk_select: HIIZHIFM 2 4 PPK, 0=1, 1=2
spk_id: 321 ID, AFX% SPK,

spk_select: FIFX% spk F1AF eFUSE, BRIAER
spk-efuse,

header_auth: EARNAEXETEMHIEINERL AT
KA T R PRI,

zyngmp

authentication <option>

IBEEHITEHIRIEN D X,
Zynq M HEIE R RSA-2048 FEMAT.

Zynq UltraScale+ MPSoC By S {43 30E 2 E M RSA-4096 52
I97: 08

Versal ACAP 2f#F RSA-4096. ECDSA-p384 F1 ECDSA-
p521 H#{TR R IR,

LEEE:
none: FXKRESZ,
ecdsa-p384. DXBEfFHA ecdsa-p384 HLELER
ecdsa-p521: XBEFEHA ecdsa-p521 BhEER
rsa: DXBMEM RSA BIEE R,

]

bbram_kek_iv <filename>

IEEBRTMESTRZSAN IVo bbran_kek_iv BED
keysrc=bbram_blk_key {FHRANEIABEY.

versal

bh_kek_iv <filename>

IEEATNEIS N ZER IVo bh_kek_iv BED
keysrc=bh_blk_key fERANEINER,

versal

bh_key_iv <filename>

R RN AR AR RE,

zyngmp
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AMD1
XILINX

% 32: Bootgen EBEMiEA (4)

£3E: tIRRDRE

w /B R ERTF
bh_keyfile <filename> BEEE RIS 256 (HEMZ AR B Z R, REAT
PNZAM keysrc A bh_gry_key B bh_blk_key B, LA zyngmp
B,
versal
AR Versal B3R L IFIEMZ R,
bhsignature <filename> BRohAXHEZSANEGHRIBER, NREFEEREEZMNA
PSK, MIBIEMALLIN, a6l R FHEEIRHE Bootgen, zyngmp
Yﬁ:ﬁﬁj‘j bootheader.sha384.sigo
versal
big_endian IBE Z#HEIXHERARFHEEL.
zyngmp
versal
blocks <block sizes> IBEMNZEPHNERRMINEEIRA ). BMERYERHEER
FERBITNE, VAZAFMEERGENERER, M8 zyngmp
SR ZRANTER — MERPFITINE ()
versal
boot_config <options> ZEMAHEE AT RERMEENSH, |
versa
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AMDZ1
XILINX

% 32: Bootgen EBEMiEA (4)

£3E: tIRRDRE

b )

P

ERT

boot_device <options>

EEMBB IR . BT D KAATERERMt. EHMEE:
gqspi32
gqspi24
nand
sd0
sdl
sd-1s
mmc
usb
ethernet
pcie
sata
ospi
smap
sbi
sd0-raw
sdl-raw
sd-ls-raw
mme - raw
mmc 0

mmcO-raw

AR #3F Bootgen RIS FER M, ZIFERXLED, B
REVHBN B ohiEINTIR, &SI (Versal ACAP RATRHFFH
K& (UG1304) 3 {Zynq UltraScale+ MPSoC: F{47F
&igmY (UG1137), SNFH T MRME /S Fes/1ZOE2MERBh
W3, BEBFAXREY TRM, 30, {Zynq UltraScale+ 2843%
RBEZFM) (UG1085). {(Versal ACAP HARBEFA)
(AMO11) 8¢ (Versal ACAP FEHREEEN) (AM012).

zyngmp

versal

bootimage <filename.bin>

FEEFFITRRBAX 4 ZH Bootgen BIEZMBRITRE,

zynq
zyngmp

versal

bootloader <partition>

EES X NBEEHINEIER (FSBL/PLM), ZBMREEHK
BIF B —iEiEE,

zynq
zyngmp

versal

bootvectors <vector_values>

FEERMMBMIT (XIP) HRER.

zynqmp
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AMD1
XILINX

% 32: Bootgen EBEMiEA (4)

£3E: tIRRDRE

b )

P

ERT

checksum <options>

FEEFBHITREMND K. FRFRFZETSERLNIIEE
(IS HEIEMINE) —EER REMBEZEN:

none: AHITREFIEE,
md5: 1XFR Zynq®-7000 SoC 28k,

sha3: 1¥BR Zynqg® UltraScale+™ MPSoC 231470 Versal
2o

AR Zynq BEFRZETBRINREFHRITREM, TS
PRI STHTY B B N EAE TR IE AR -

Zynq UltraScale+ MPSoC
Versal ACAP

zynq
zyngmp

versal

copy <address>

ZRE S E R R G E R R TR E AR ATE.

versal

core <options>

ZBMERTIEERITOXMZ, Versal® ACAP BEINEIE:

a72-0
a72-1
r5-0
r5-1
psm
aie

r5-lockstep

versal

delay_handoff

ZEM ISR ERRIEEF RS/ K.

versal

delay_load

ZEM SRR MBI T R4/ 5E K.

versal

delay_auth

KRBT EREMBHIITEMNRIE. XBEBTFEIXNEZEHRER
BB =B AR

versal

destination_device <device_type>

BESKBTA PS AR PL, ELT:
ps: DXBIRAPS BRIAME)
pl: FXBRAPL GERFLLEER -

zyngmp
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AMD B3E: REHER

XILINX

% 32: Bootgen EBEMiEA (4)

T B R ERT
destination_cpu <device_core> IBEMNITH X EZ.
zyngmp
a53-0
ab3-1
ab3-2
ab3-3

r5-0 (default)
r5-1
pmu

r5-lockstep

early_handoff HATE TR D KGR EEX VA, &N, K&k
RIRFFEMEBEFRBEDK, ARRERINFRITRE, ©zyngmp

efuse_kek_iv <filename> EERTMENNEZESRN Vo efuse_kek_iv FBHEC
keysrc-efuse_blk_key EHANEIAEN, - versal

efuse_user_kek0_iv <filename> IEEATMEIT A IVo efuse_user_kekO_iv F&EC
keysrc=efuse_user_blk_key0 ERREIAEN, * versal

efuse_user_kek1_iv <filename> IEEATMEINZEAM IVo efuse_user_kekl_iv FBEC
keysrc=efuse_user_blk_keyl fERREIABT, - versal

encryption <option> BEEMENSTX, MBEBER: zynq A AES-CBC, M
zyngmp # Versal MIfERA AES-GCM, - 28
SXIETA

none: ZEXFHITINE,

aes: SXBEMA AES EiEHITIN,

exception_level <options> M EREZNZE R
B! | Aname
versal
el-0
el-1
el-2
el-3
familykey <key file> IEEEE A,
zyngmp
fpga
file <path/to/file> ZEMAIEER TS XX, |
versa
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AMD1
XILINX

% 32: Bootgen EBEMiEA (4)

£3E: tIRRDRE

b )

P

ERT

fsbl_config <options>

EERATREERMRGHNFEL. XEFEMELE:

bh_auth_enable: BENREH RSA BHRIEREFRT
PPK #15#0 SPK ID #1T & IIEHNER TR,

auth_only: BENRHRNER RSA F&. FSBL RRH#{T
R,

opt_key: ERBITERHIT block-0 f#H, REALNH
BBIETEH.

pufhd_bh: PUF EENEFHIEEMEERMAXMGF (B
NMEA efuse) o

M [puf_file] MEIUE PUF ZEENZF U T EE]
Bootgen.

puf4kmode: PUF RN Ak (IEEBERER (FIAMER
12k fiI)

shutter = <value>: 32 i PUF_SHUT &F28{E, A
FECE PUF BB MRS BT BIANRIIF T ET IR, 1EEE, It
RITEXAS PUF FFHERIEE R RITIEME LA,

zyngmp

headersignature <signature_file>

BN ERSAFHEIBER, WRBAAEEZMNE, N
FIfEMII. AP RISIEE R FHIGERE L Bootgen,

zynq
zyngmp

versal

hivec

EERBRBRMNMUEN hivec (BXE) . TRIAEN lovec
(RXRE) . XIUEAT A53 (32 i) # RS 1%,

hivec: REBR{LTF 0xFFFF0000,

lovec: RER{LTF 0x000000000

zynqmp

id <id>

ZRMAETFHENMIERIEEUT ID:
pdi id- fERIMNE/PDIFESA
image id- EEBZIESA
partition id- EHPEIESH

versal

image

EXFREF[F B

versal

init <filename>

UFBEMBEFRENTFHRNNEHLIR, BEBETEE
(int) XHFERIDE, RITFRE 256 Dbt/ B, BEIXH
AEERER.

zynq
zyngmp

versal
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AMDZ1
XILINX

% 32: Bootgen EBEMiEA (4)

£3E: tIRRDRE

b )

P

ERT

keysrc

& Versal ACAP BUIIZMZ AR, IR DX PIMIEE
keysrco

efuse_red_key
efuse_blk_key
bbram_red_key
bbram_blk_key
bh_blk_key
user_keyO
user_keyl
user_key?2
user_key3
user_key4
user_key5
user_keyb
user_key7
efuse_user_key0
efuse_user_blk_keyO
efuse_user_keyl

efuse_user_blk_keyl

versal

keysrc_encryption

EREMBHNERR. BAEE:

efuse_gry_key: eFUSE RIZFEMIIR (&) =5, 1B
B7 TR A ERZE R

bh_gry_key: BEFAXHHEMENIR (RH) B,

bh_blk_key: BEIAXHHEFHENBERN, HSH BE
£A/PUF &4A

efuse_blk_key: eFUSE 7ZfEME R,
kup_key: BrRZH,

efuse_red_key: eFUSE BRFEMAZHE, 15SH 2
;ﬁibo

bbram_red_key: BBRAM FRTEERVZ A,

zynq
zynq

mp

load <address>

NEFERAN D XK EHAE RN ML,

zynq
zynq

mp

versal

metaheader

ZEMATENX meta AXHHNMEMSHIIEREY, FIi0,
B, BIRARS

versal

name <name>

ZEMRHEERE/FREHZT.

versal
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AMD B3E: REHER

XILINX

% 32: Bootgen EBEMiEA (4)

%/ R R ERT
offset <offset> BT ERIRGETRN S XML RZ.
zynq
zyngmp
versal
parent_id ZEMREER PDI HY ID, AFIR5IES PDI SENRF5h

PDI Z[ERX R - versal

partition ZRUERATEX X, XErEREY, BFEK BIF HEHR

. -+ versal

partition_owner #l owner <option> | ARMES XS XWFAEE, HRHEHE:

34F Zynq/Zynq UltraScale+ MPSoC: ©oynq

£sbl: 53X H FSBL fN&. ¢ ayname
uboot: Z3XH U-Boot &, + versal
x4F Versal:
plm: S X PLM In&,
non-plm: PXFHIEH PLM 10E, MEHRETEEE (10
U-Boot) fN&k.
pid <ID> $8E X 1D, PID &% 32 {iif& (0 2 OXFFFFFFFF) .
zyngmp
pmufw_image <image_name> PMU B £ %5H BootROM fN# (TENNE FSBL &) o
zyngmp
ppkfile <key filename> FERA (PPK)e AT EEEPHND KFITHHRIT.

METHREZES, BERA FERSHRIE T ozynq
zyngmp
versal

presign <sig_filename> DEER (.sig) X
zynq
zyngmp
fpga
pskfile <key filename> FFEA (PSK)e AT BRGNS XHTHB I,

METRELER, BEH ERS BRI ©oZynq
zyngmp
versal

puf_file <filename> PUF ESBNIEFEUE . PUF BEC& B ZARIENMNBERIR,

PUF EEETEFEIER 1544 15, HAF 1536 M FEWHATF PUF | - zyngmp

HD + 4 FFH AT HASH + 3 FHATF AUX + 1 FHATITT. versal

UG1283(v2022.2) 2022 £12 B 14 H Send Feedback china.xilinx.com
Bootgen FAF 15/ L\/—] 51


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=51

AMD1
XILINX

% 32: Bootgen EBEMiEA (4)

£3E: tIRRDRE

w /B R ERTF
reserve <size in bytes> REAEF, PXEER.
zynq
zyngmp
versal
spk_select <SPK_ID> ¥EER P eFUSE #1iJ SPK ID,
zyngmp
spkfile <filename> AT BRGNS XHTEHRRIENER, NETHRES
B8, ESHE ERSMNRIE. E=:1
spksignature <signature_file> B SPK EZSANSMRILER, 15 EASMEIE. AF
AREEHZFA PSK A AL, AFPAIUGIRERHIGH zynq
121444 Bootgen,
zyngmp
versal
split <options> RIBRIVERGIRD AZ N D, IRMEMELE:
zynq
Slaveboot: 1% Zynq UltraScale+ MPSoC 3%, &
HHFED: zyngmp
BN + BEHIERE versal
BEM DXL
HeHNK
normal: % zyng. zyngmp # versal 2. WM TA
w:
BEhR M + SFEAXH + PXAXH + BEhNEER
Partition1
Partition2 LAthEHE
FRIF DTSN, WHAENIERTHEEN bin Hneso
AR ETURSEDR normal 5&$1TIEM split 18R, thd<
MEMBEHFER. X Zynq UltraScale+ MPSoC 7 32§ Split
ulaveboot,
sskfile <key filename> EBIFAER (SSK) B FX BRGNP XK FTEMIIE, £5
SARTIHBVBARITEM NI, BMERRATHIXHITSE e
I3,
startup <address> MEHLXE, REHBAMIL, HITRITHNS X BRI,
zynq
zyngmp
versal
trustzone <option> TrustZone &I/
zyngmp
secure versal
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AMD B3E: REHER

XILINX

% 32: Bootgen EBEMiEA (4)

w /B R ERTF
type <options> ZEMRATFIEEIXEE, EHMA:

versal

bootloader
pmcdata
cdo

cfi
cfi-gsc

bootimage

udf_bh <data_file> BESHINEIEXXH SN XHFIEF EXFE (UDF),
UDF @3 +75# 6 F R B8 RIS A X kiR i, UDF HREY ©zynq
FHRECN: zynq =76 FT; zyngmp= 40 FTi,
zyngmp
udf data <data_file> BEER% 56 TTHHIENXXHSANEMNIIBEBNAREX
FE& (UDF)o © zynq
zyngmp
userkeys <filename> EmAFBRXGNEEZ.
versal
xip_mode IETEEM QSPI iXI7FH1T FSBL B9 eXecute In Place (XIP)o
zynq
zyngmp
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AMD 1
XILINX ‘o

& Bootgen GUI

Bootgen BB GUI Mlap<1Ti&Tl, GUI EINFE Vitis™ IDE RLARSAZIUR M, Vitis IDE FRITIEE(N R TR B 5RE
BYRYARER DT /ETNBE. B Bootgen sn TN AR —RELINEER <, UFHENBECHAREEZERXNBIHRR.

JE%h Bootgen GUI

EfE/H IDE QIRBENES, BHRITUTE—EE:

- 7f “Project Navigator” (T i2Sf88) 5 “C/C++ Projects” (C/C++ Ii2) MEIFEFPNEATRR, AGaRE
& “Create Boot Image”

- #HE, BF “Xlinx” — “Create Boot Image” — “Target Device Family” (BRE > QIBE&ER > Binssy
#5) o

SR IFNBRHRTIEIE
Zyng® 1 Zyng® UltraScale+™

Versal®

i&FTF Zynqg-7000 1 Zynq UltraScale+ 234/
Bootgen GUI

73 Zynq® M Zyng UltraScale+™ JZ5h Bootgen GUI f&, TAR$THF “Create Boot Image” (BIER/ZohiRE) SHEE,
BEFEEMFMETE E FXHIENZRINE.
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AMDZ1
XILINX

7: 7 Zynq # Zynq UltraScale+ 834 I B EIE S

45

£/ Bootgen GUI

Create Boot Image

~

Create Boot Image

Creates Zynq MP Boot Image in .bin format from given FSBL elf and partition files in specified output folder.

Architecture: = ZyngMP =
() Create new BIF file (®) Import from existing BIF file

Import BIF file path: | jftmp/jvitis_project/zyngmp_system/_ide/bootimage/zyngmp_system bif

Basic Security

Output BIF file path: | ftmpjvitis_project/zyngmp_system/_ide/bootimage/zyngmp_system.bif

UDF data:

[ split Output format: | BIN -

Output path: ftmpjvitis_project/zyngmp_system/_ide/bootimage/BOOT.bin

Boot image partitions

(bootloader) ftmpfvitis_project/zcul02fexportjzcul02 none none

none none

ftrpjvitis_projectfzyngmp/Debugf/zyngmp.elf

Cancel

(?3' Preview BIF Changes

Browse...

Browse...

Browse...

Browse...

Add

Delete

Edit

Up

Down

Create lmage

HYTRAERIETT “Create Boot Image” BY, TELLITIEIEAIGTIATE FSBL ELF XH4FERR. FMEmEARVELRER (W0

REBMGTREPEELRR) URFMERA ELF X

SRFHAMNAIETT BaIHRG, HERFE BIF X, BATLIMEEPRTUATRE /bif XHFRHE,

1. 7f “Create boot image” MEEFEFZUTEE:

(BRH9) THISEEAEFFRRRIGRM,

(R BIF X)) 5 “Import an existing BIF file”
(Jit BIF XFE81R)

a. M “Architecture”
b. i%&#E “Create a BIF file”
c. TE “Basic” (B EIEH, BZE “Output BIF file path”
d. WNRER, BEE “UDF data”

e. ¥EE “Output path” (F@HEERR) .
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AMD:' % 4 & {FH Bootgen GUI

XILINX

2. £ “Bootimage partitions” (BEIRE&ESX) 1, Bi “Add” (R RHUGFNEESXER.
3. ABHEGINSXEIBRRFEEE. WFEMNSEE (WER) -
BINERT, MEXHREIGERNMENATIRETH /vif XHEX,
4. 7E “Security” (R%) HEIFH, THEEATERRLBEGNEYE, LRLSEMAIREFEVATFEIX.

a. EBAPXBESMHREIE, iH%F “Use Authentication” (ERBMIIE) %W, SAFIEE PPK. SPK. PSK
M SSK B, METHREZEE, B8R FHESMIIE FH,

b. BASXBRAMZE, BEH “Encryption” (%) ME, FARIEPR “Use Encryption” (FERIIZE) £,
METHREZER, BSH EHMZ.

5. B—ASMOXEIEHSA BIF XEEHER, MEIMEEREFR. PXFIRTET BIF XEFHNIXBEEE
B, EPAERXHREZ. MBSEMSHRIFEE, XKETAFNORKHAITRM. Wk, BRNEFHR. &
RANEERANE. SHBRIERKIEMNE, HIEETHCOXBXME, 0 “Load” (HNF) . “Alignment”

(33%) # “Offset” (R#)

79 Versal ACAP & Bootgen GUI iEIN

3 Versal® [B5f Bootgen GUI j&, #Ai=$TH “Create Boot Image” (RIRBHiER) IHEE, HAHAPEOESMFDHET
2 E X IEHI I E,
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AMD:' % 4 & {FH Bootgen GUI

XILINX

8: JEFF Versal ACAP i Bootgen GUI

ﬂ Create Versal Boot Image (SEE S
Create Versal Boot Image |
Create PDI image at the specified location. @
(s Create a new BIF file () Import from existing BIF file

Basic Security Advanced

Bootgen Options

Output BIF file path: | jtmpjvitis_projectfversal_system/_ide/bootimagejversal_syst Browse...

Extra arguments:

[+ simplify paths

Extra BIF attributes:

Output image: Jtmpfvitis_projectfversal_system/ idejbootimage/boot.pdi Browse...
Partitions
Name Details
vck190.pdi type=bootimage Add""
w user_elfs_subsystem 0x 1c000000 Edit
versal .elf
Delete
Up
Down

Move

Mate: For a full PDI, Bootloader is always expected to be the first partition in the boot sequence.

@ Preview BIF Changes Cancel Create Image

1. 7£ “Create bootimage” IHEEFIERIUTEE:
a. & “Createa BIF file” (B BIF 3Xff) 3 “Import an existing BIF file” (S AIIH BIF 3X#)
FR: Vivado® £ REHY BIF AJ7E <design>.runs/impl_1/ BRH#ZE,
b. & “Basic” (EH) EWEH, $EE “Output BIF file path” (i BIF XK R) .
c. #ETE “Outputlmage” (HHHER)
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AMD:' % 4 & {FH Bootgen GUI

XILINX

2. £ “Bootimage partitions” (BEIRE&ESX) 1, Bi “Add” (R RHUGFNEESXER.
3. NEDBEEGPHNIXLIEREE. JNFEMDEE WLER)
BIANBERT, BEXERFRREANFMENEAIZE TN /vir XHFE,

4. 7 “Security” (&£) HEMEH, FEEATURRLEBERNEEEMY, T partition H 8T “Edit” (4RiB)
7, RREBRE “Security” (&%) #EIIKE, BIRIEH “Partition security” (DX ZZE) B4,

MFETREZES, B2 EASMIWIE M EAME.

5. B—ABTHXEIBRHSA BIF XHERE, MEEHIIHEFFIE, HXIIRAET BIF XGHHFHNDKBEE
Bo HPRERXHRE. MERENSHIIERE, WKERTATFNOX#TRM. Mk EENRHEF. &
HEIRERAME. SHBIERREMNE, FEEHESXAEXMNE, 1 “load” (M0F) . “Alignment”

(X43F) 0 “Offset” (IW¥%)

6. “Extra Bif attributes”  (K{fl Bif B14) XHEEFBIRNB UK “Edit partiion” —  “Extra Partition attributes”
(RIESX > RIS XEMY) FRRATEEFEME S BIF X9 X, AP A LUERXLESE KA Bootgen
GUI RZHFMESIE M

<17 LR Bootgen

£ $17 L1587 Bootgen AT, AIEMERANEIULZ T Vitis IDE IEHMIET, 7F Vits M F AN EREEH,
EXBREGSITIE (XSCT) AT BEAREX G THERE BT EIEMA, 7E XSCT &, AJIE{T Bootgen #i<s
XSCT AJifi0] Bootgen AI#AITX M, FER— MR TE, Itk Bootgen AIHAITX MR I %EE, 90 L2 Bootgen R
R, XSCTHEEESLTR, Fit, ZTEPFLIFRERAIIAIE XSCT HiE1T, RZITFA.

MFTREXZIANFE, BSH (Vits RATNREFLRIEXE) (UG1400) FHERBRHSBLITIR, BEH
“XSCT A" &¥5, LUIEFTE XSCT fERA Bootgen ap T HIR B,

GRSk o

TRPFILT Bootgen STl FMEMMEEEEAMFIPRIFEEIR URANTREIEEER. ROBIRATE
TMERZMLHER B!

zyng: Zynq®-7000 SoC 254
zynqmp. Zynq® UltraScale+™ MPSoC 2§
fpga: R 7 RYIFIESRARIZEH

- versal: Versal® ACAP

METREZER, BEHE 105 5%,
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AMD:' % 4 & {FH Bootgen GUI

XILINX

% 33: Bootgen @SR

] R ER ERT
arch <type> BRE EHREE, R N
2yng (BiA) =
zyngmp
fpga
versal
authenticatedjtag <options> BFEReBEERBA JTAG. X581 |
e versa
ecdsa
bif_help TED BIF BN BHE,
28
dual_gspi_mode <configuration> £ 2 MREXA AT QSPIECE:! - zynq
parallel © zyngmp
stacked <size> -+ versal
dual_ospi_mode stacked <size> £/ 2 MadXHRTIHESRE, - versal
dump <options> IRIBIEE MBI () KB bk X o - versal

empty: 573 XEMN THEI M

bh BRI HEAE N ZHEIX

plm: & PLM Bfif ) ZBHIS

pmc_cdo: ¥ PMC CDO #f& R Z# &I tt,
boot_files: FBENAXM. PLM Ml PMC CDO
AR = MR I

slave_pdis: /9 SSIT FAffl¥fEM PDI

BRI M PDI $A1THEME. SNSRFEF 28 IR5T M PDI i
TR A, MR ERZED,

dump_dir BAMREIEEERY. - versal
efuseppkbits <PPK_filename> 4T eFUSE B9 PPK #51o -+ zynq
zyngmp
versal
encrypt <options> SFRIZHERY AES B$R, EIEIE: - zynq
bbram (ERIN) - fpga
efuse
encryption_dump ERINE log BEXH aes_log. txto © zyngmp
versal
fill <hex_byte> EERTERNERZF T, - zynq
zyngmp
versal
generate_hashes E R B SIRFTTRVERSIRY S M -+ zynq
© Zynq 88fF: SHA-2 (& PKCS#1v1.5HBRAE) - zyngmp
Zynq UltraScale+ MPSoC: SHA-3 (& PKCS#1v1.5 | - versal
ERAR)

Versal ACAP: SHA-3 (& PSS HERAE)
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%5 4 &: f#H Bootgen GUI

AMD1
XILINX

% 33: Bootgen F<SMIR (4)

e HERAN TN ERTF
generate_keys <key_type> ERIANIEER, RIMEE: zynq
* pem zyngmp
rsa versal
obfuscatedkey
h #0 help FTENHEBERHE,
28
image <filename(.bif)> REBMEFEGER (. vif) XHE. o
log<level_type> AT TEERM log BENMH, XHETS
THERE: 25
warning (Ejil}\)
info
debug
trace
nonbooting SIEHE B R, zynq
zyngmp
versal
o <filename> IEEMEX . XHEABRTXHET BE. B
BEaE: 28
.bin (ZRIA)
.pdi
overlay_cdo <filename> CD(; BEETURM T AR CDO XHEFHEBITEHM | versal
FiEo
p <partname> IEEERMZZE AN E AN ET, S
padimageheader <option> IEFRRGE, LEREIITT RN XK, EMEE: zynq
-0 zyngmp
1 (BRINE)
om
process_bitstream <option> EELLEIRIEN . bin H . mes RHATRIEH ML, zynq
fFlg: BT BIF XH ROt ERME, B | YITP
BB A B INE IR,
read <options> ﬁ?*ﬁ?&iﬁlﬁiimﬁﬁb%fiﬁk BB XA zyng
° zyngm
bht MEREERIA TARER ARk e
iht: MBEIHREIRBURGA R
ih: MBEREGIEER G
pht: MBENEEIREINS XK
ac! MBIMRGIRINSHIIEIES
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AMD:' % 4 & {FH Bootgen GUI

XILINX

% 33: Bootgen F<SMIR (4)

] R ZER ERT
split <options> BEMREFDAZIDR, ARXHER bin - zynq
F .mes Rt . zyngmp
Bk + REAXME + FXEXH + Fsbl.elf versal
Partitionl.bit
Partition2.elf
spksignature <filename> HERE SPK B R X . - zynq
zyngmp
versal
verify <filename> ZIATA T BRGNS HIIERITIRIE, KRIER - zynq
B R BohREFINE & 08T B#HITRIE,
zyngmp
versal
verify_kdf ZEW A TH#IA Bootgen AT AR AES BEHY “IHHK
231830 KDF” -+ zyngmp
versal
w <option> EEETESMEXH:
o - 25
on (gklk)
off
AR TR -w BN -w ono
zyngmpes| 79 ES1 (1.0) £ /BhiERR. BRIMEFEAZEN ES2 (2.0).
zyngmp
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AMD
XILINX

S
Ll

=LV EIEES

BERDIFEFMERMG LERSMINEIEAERFREL2ER, PILEERREHRMG LEITRERNNOAEHEEAD
B, BRBFEMMERTS, UBERIBELENVIZFAENNGRR. N TRAREGREMIeE, FERNTE

o
B Tlo

Zynq®-7000 SoC R4 PHNRLEXMERLER

HFLeEE, £ PSHMFRETIERG, CPUO BERNMINBEEMNMNE NS, CPU1ETFT WFE KRS, BT
BootROM A, JTAG IR TFREARSURHREZ S, SEMUEE TR, BootROM BTG, MNRBMMEXNIER
212X, WEBHA JTAG,

BootROM HEEikfa S NE FSBL/AF S, 2 BootROM BIUEHRINHLEMEL 1 BY, AFPRAEIARENENRS
BRI HIN, EFHIT BootROM HWM—BRREMIE—RRAE L. FSBL/ARPARBEARNREAN 192KB, TiERE
MEMZULL, HIREIFERFIFREMIMAITIEDL

PS BapiR 2R BooT_MODE IRGFERM (LAS5_EhIsk FHIFBMERRR) wFEiRM, XEERIE _ EBEN (POR) Hial#iT
Fit, REEMETFETE slcr . BOOT_MODE ZH1Fded,

BootROM FZiFEE NN/ BB EMRINERG S IIF AT EHHEENIEREBoIHEG. BootROM ZIFFERATIM
AT (xip_mode) EIMBTEIZM NOR T QSPI HLITHER 1 5%, EXXRTIELEBEIHER. MHBITOERTF NOR
1 QSPI EahiER,

- ERE2BHIEIT, BT BootROM KIBH CPU XY Eaha+ LRIAF PS REGHITREMB I, FHEEFME
OCM &, AREIIEMIZREND o

- FERERIT, B1T BootROM HIBHY CPU AR EE PL ARY AES BTt ARIFIE R BEINEE, ARBE
I7iEm OCM REFEHNESEM (RifREEAMMMAIT (XIP)) PHAFREKRIID .

PS 8% PL VISR EIME RS, EHINIIEFE, EELAIIE BootROM 3. MM 1 REBHE,
FREATRITRENFL2BHMER. UFELeBEXTTRFE—MEKREME, FERERTIFREBHMNE.

Zynq UltraScale+ MPSoC 23R 2

£ Zyng® UltraScale+™ MPSoC 23+, LeRshEER R ERMIHNBEHRTHE, MG EALAIBTMERER
XA HEEX . RMARERTRERRENNARFENAREN. TEEM S HIIENH.

METHREZEE, FIRRILLTEEUSHE (Zyng UltraScale+ 23 ASEFAM) (UG1085) REIHERZAA,

Versal ACAP 214

7E Versal® ACAP £, REBEHRMEIZSFG LNEGHNRAENREE. TEENSHIIENS, SERKE PMC
ROM [B&f, EERAT PLM BEHITH M IEM/JEE, £F PLM RS, PLM BEULR 2N ARLGEHR
B AFRIINERF. LI, MRAFELREER, BAELFIRAHE RN AISEA LI

WRTHRESRER, 5B (Versal ACAP HAZEFA) (AMO11)e HFIEZ (Versal ACAP Z2F ) (UG1508),
TFEMBEM RITREMEX" THEHEI NDA,
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AMDZ\ #58: EHREEe

XILINX

ERME

REBMERNNTHENABS BFREHNLENE, EREMWINEMLORER, ARBATERT. XNTFME, &
REBXFBRINFITAE (AES) BiE AES II%,

AES FIRMNMZAMBRAR GIUMENBRBENR—BAEN)  AIRAERSERUERINEF SR INZEEE,
AES BFIAANTIREN, XRRERILL:

- ZREEEEXHEESE

- ERALBAMERE

- EEEHRENFT BT

iz

Bootgen FILURIER F IR HtB9INZ an < BIF XM RBEhRE D KETINE, AES B—FXIMEAMER
R, EFERAR—NBHARBITNENRE, FRBEFRGESREN, a4 ENEEATHZEMEGHITNENE
1, HEWBEPBNFIRATHRERIE. BE, IWEPFHETT eFUSE 5t BBRAM K, BIREBHHREGIAERNLED BIF B3R
EEFAR, W TEFR.

9: MEHEER

eFUSE
= =
* BBRAM
53— ;‘uEZ.S, EMENSE—
RRE HIE

4T SoC 23fF, BootROM # FSBL REBEEHAAIXS 2 B#1THEE. BootROM &= MIATFIREY FSBL. HITHREZ. 1
HHRZIZITEM, FSBL AT, ESBRERSX. FITHEARMEX LS X, FIM eFUSE 5 BBRAM HZE3Y
HEXHITREPIER AES Bih, BTIREBEMREEPHNBIAXHRINZHRFERAFTMRNEZRRR. 81 ENER
D XESMER AES BB 5| ERHATTRE.
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AMD B5E: EpNERe

XILINX

10: RERIZER

ﬁ eFUSE
B - T %
* BBRAM
E— =  ERENSE—

X21274-043022

X} Zynq-7000 281453 X #1705

Zyng®-7000 SoC 23 4EA R ATV AIRIZIZEE (PL) 8753H BINER (HMAC) F1& %5855 4R 5%1E (CBC) MM S RN
FRvE (AES) 18R,

BIF S {m 4l

AERAMES XSRS, 7E BIF RER aeskeyfile BHISE T AES BEHX . 7 B1F XMEHFIEHMEMENE
PMREEXXHIEE encryption=aes Blo BIF Xff (secure.bif) mEISITAIR:

image:

{
[aeskeyfile] secretkey.nky
[keysrc_encryption] efuse
[bootloader, encryption=aes] fsbl.elf
[encryption=aes] uboot.elf

}
FEL1TH, EAUTHLATEMSEMER £sbl.e1f Muboot . el BIBEIHRK,

bootgen -arch zyng -image secure.bif -w -o BOOT.bin

BREN

Bootgen A4 RY AES-CBC #$H, Bootgen {8 BIF H$EEM AES BRI HFRIT O K FHITIND, MRFAXGENTHE
127, Bootgen 27 BIF X{EHIEEMNXERERTH, NRE BIF RRIEERAXMG, HFAHMNIE—SXEEK
%, BB4 Bootgen &7f BIF FREBRWER—MRHAXYE, HXHRZ N BIF XHFMNBZRINLE  nky I EBE. UTE
T,
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AMDZ\ #58: EHREEe

XILINX

11: BHEXHGEZE

Device xcT1z020c1g484;

Key 0 fB78bB38d8589818e868a828cB8488808
Key StartCBC S5CSDOSECEFECBAIF12RBEB312362C5596
Key HMAC 000011112222333344445555666677777

X} Zynq MPSoC 2893 X#H{TIN%E

Zyng® UltraScale+™ MPSoC 2838 AES-GCM 1%, HFEE 1 1 32 UEFFIEIREO, HER 11 256 (%
Ao AES-GCM IR ZIFMBMEE. ZNBHRURAEEEREERE,

BITEH
RFNEREIES EOERARE RO AHNE AEANER, XAEIEMA Bootgen A AIIETEIHETRSE
Mo

Bootgen ZBIBAMEBENZLAX M, HPEEAFIEEMNEITER (opt _key) UNRBAZINENE ML E X 4R
EVIBHKRE (IV), XHEEIAE234 EAY BBRAM ¢ eFUSE H7ZfERY AES ZEARIERREIZ 384 1N, MMEZE
REERZREMNAIAE, opt_key BURIATIEEEBITRANERAN. BB fsbl_config LIIREVE XA
fsbl_config BMMEEBM opt _key EMEZEE, LUTRE opt_key BYRIERTA,

image:

{
[fsbl_config] opt_key
[keysrc_encryption] bbram_red_key

[bootloader,
destination_cpu
encryption

ab53-0,
aes,

aeskeyfile aes_pl.nkylfsbl.elf
[destination_cpu = ab53-3,
encryption = aes,

aeskeyfile aes_p2.nkylhello.elf

3
AES Z$8 (.nky) XEFRMBAVZITEAR N Key Opt, AT RBIFIR.

12: BITE$H

Device xczubeqg;

Rey O SC42D5RT74B633132P5TC3B1IDSCA4ACTDRFOB25382CDBC455CDA0OBECAG2ZERE11D1SD;
Ivo 42D3B1BAC]1 3SAIES5EDBDS31E;

Fey Opt A6ADEB321FECAT2ESFRBEAFIABRSACDSACDAZTDIFSOT7TTIEZ4BS506TBAIBATSAIREZ ;

Bootgen EI%EMINBERX M. MRS - nky XHEPEMEBITE opt_key, AIRETE BIF XHHEEA
opt_key, WL ERFIRRER.

ETESF—MEBITERERTA, F5R FASTREARFIPA LR PSR,
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AMDZ\ #58: EHREEe

XILINX

T T HREXZINEERVIFE, 1ESI (Zyng UltraScale+ B8 XASEFM) (UG1085)HY “Re” BETTHMZEREIE
Eiba

F AR

AES-GCM XX FrZHRENINEE, HRBMNEREUBNE AES MEBR/BRZ KRBT, S MRIRGEREETRE
AHITINE, YRR REFHEERE LNERES, MEBTESEROBANZF—MERFATNE (HE) . SR
ZEABBENIRRFI A Bootgen f£Rl. BIF B1% blocks RITEEE SIS MRU/NEIRLUE MBS PR A BIIR T,

image:
{

[keysrc_encryption] bbram_red_key

[

bootloader,

destination_cpu = a53-0,

encryption = aes,

aeskeyfile = aes_pl.nky,

blocks = 1024(2);2048;4096(2):;8192(2);4096;2048;1024
] fsbl.elf

ab53-3,
aes,

destination_cpu
encryption

aeskeyfile aes_p2.nky,
blocks 4096(1) ;1024
] hello.elf
}
AR

BN AR EIRA S ENMBNIREEE,
NRZAEE DT ENZAIRE, B4 Bootgen ZR[EIFHIR,
o MRBHBMELTEMERRE, B4 Bootgen R (RIREY) ZMIMNIEEHH,
MNEBIEES D Key/IV 3F, WIEFE no. of blocks + 13Xt
o ERIMY Key/IV ITEAFMBR S KX Mo
o B—bif PRENER aes BIAXEFRFNEFEEEN Key/IV XS (Key0 # IVO BRSM) -

TR 3R [ R A

BRZRERRASGEZBENREAHITNE. EERHI Zyng® UltraScale+™ MPSoC RRIFRA 2R ERER, H
A MBS RBITAIRME R, EMEAREEELEI B MHIIERB RIS HEL eFUSE H,

image:
{

[keysrc_encryption] efuse_gry_key
[bh_key_iv] bhiv.txt
[

bootloader,

destination_cpu = a53-0,

encryption = aes,

aeskeyfile = aes_pl.nky
] fsbl.elf
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AMDZ1
XILINX

F5E: BaNERe

r5-0,
aes,
aes_p2.nky

destination_cpu
encryption
aeskeyfile

] hello.elf

}
Bootgen I ZHEZRIFHITIUTIRIE:

1. HKH bhiv.txt IV EFBEshLXHHR BH IV FEH,
2. FKRH aes.nky B IVOBETFBEXXHEFFH “Secure Header IV” FEEH,
3. {EA¥H aes.nky BY Key0 1 IVO X343 X #7005,

£ % 8 & AHISTA PR T ERRER/HEERANSZ— 16l
MFTREXRILINENEZFE, BSIH (Zyng UltraScale+ SRS E FH) (UG1085),

AL

Bootgen EH4ERL AES-GCM ZARIINAE. EfEMAL NIST #ZERI TS ET KDF, H{EA CMAC {EAEPARENLER
#, Bootgen EJfEAMFENIN, UMAFRRAZPRDIMBEZMMFITESNER. NREEMHF, WRERAMFLT
EHER. MRKRIEEMTF, WEET Key0 RITERR. MRIEENTAXMGNZ, B4 Bootgen REAETHIEIAY

BENLE (3F KDF) RERTHF, FHREEANRALUE KDF BFERAETE Key/IV 3T,

AR

© MBEE—NBAXGEHERECEAXM, B4 Bootgen AIHRIFGE M2 XAIMNE X HMBY Key0/IVO Xt FFFR
ERNER. Hl0, WTFEBESHES, F-—TMDXEBHMBERF,

© RN ENDKER—MIIBEX G HERNEEE—DKIEER Key0/IVO REMEEINZEXH, M Bootgen ¥
IBHHIREIEIR, FERERR Key0/IVO SYARIEH.

RRER

UTERT BAXMHEFA

Device
Key 0
IV O
Key 1
Iv 1
Eey 2
IV 2
Key Opt

13 BEAXHHE

xczudegq;

ADOOC023E238AC9039EA984D49AABCA19456A98C1 24AEB90ACEF002100128932;
11198912D243EFOAFEACES70;
C023E238AC903111DEFOAABBSSC1CCDDEEFF021001289011198C1E238AC34012;
111DEFOAABBCCDDEEFF00112;
11456A5B87c4DEL111444C023E238A%8C1CCC9031177112E0128%011198CFFO10;
9C64778CBAF48DEDDEL37498;
229C9593D1310DD27BE6T137T49BeD0O7FCFED3DCAOLIECSCEe4 T T8CBAF4STDEL I508F;
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AMD B5E: EpNERe

XILINX

SRR

Bootgen AJ{EAIEZ AN AP ZEL IV RIAZHHAITINE, UERIEHZEH. KREHHEIR /AR H. 0%
THREZER, 158 familykey, NEMIEHIZEE, Bootgen &M BIF XHIZEXLA T N0

obf_key:

{
[aeskeyfile] aes.nky
[familykey] familyKey.cfg
[bh_key_iv] bhiv.txt

}

BT EmMRIZ A<

bootgen -arch zynqmp -image all.bif -generate_keys obfuscatedkey

EEZA/PUF BHH

REAFERRARERANZRERSHNZAINEZ (KEK) (MK PUF£RK) RINEZERAFZH. BE, ERNEBEH
BJ7FE7E eFUSE ARE B STEET B NIIERNBEIAXHFR.

[puf_file] pufdata.txt

[bh_key_div] black_div.txt

[bh_keyfile] black_key.txt

[fsbl_config] puf4kmode, shutter=0x0100005E, pufhd_bh
[keysrc_encryption] bh_blk_key

bootloader,
destination_cpu = a53-0,
encryption = aes,

aeskeyfile
] fsbl.elf

aes_pl.nky

destination_cpu = r5-0,

encryption = aes,

aeskeyfile = aes_p2.nky
] hello.elf

3

EEEZ T REBACATH, 53R F 8 E: ARISTA.

ZNMBRAXH

FeHIhRZSHY Bootgen STFHEI EA R —MERAN ST D KHAITTNERLIZBHHER. HHNEMNDKEEFRERE
Ho XB—IMR2FE, FTHEEERILS %, RERPSTBEHANER—R.

Bootgen X#FH M E NI KERIMIMMERR. MREFESIEBAXG, FHES M MERBRXAEERER
KeyO (B8fF&A) . IVO MiziTEH. RS MMEBERAXFF LREATE, A Bootgen FAAVFEIRBENIR
B BUTHEES TMERAXM, HNREPFENDKIEE—TMEAX S ERHNDKIEERNZE RN 2 EKHITM

=2
o

%ﬁ:m%ﬁﬁ%%ﬂMﬁ%,@ﬂ%ﬁ?ﬁ&ﬂ@?%%ﬁiﬁ,HE%E%E?%W%%Y#E%W%@%Y#%
Bm.1. .2 .n5
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XILINX

UTRBERERETRT 1 MIBEBX R

all:

{
[keysrc_encryption] bbram_red_key
// FSBL (Partition-0)
[

bootloader,
destination_cpu = ab53-0,
encryption = aes,
aeskeyfile = key_pO.nky

]fsblab3.elf

// application (Partition-1)
[

destination_cpu = a53-0,
encryption = aes,
aeskeyfile = key_pl.nky

Jhello.elf

fsbla53.elf PXBMEAKE key_po0.nky XEMZEHFITINEN,

R hello.elf EA 3NMHKX, AATESE 3 NAMET, Mhello.elf.0 PXEMFEARE test2. nky X
MZERINZEN,

IEIh, hello.elf.1 PXEMEARE test2.1.nky WEPINZM,
hello.elf.2 PXEFEAKE test2.2 .nky R INZEMY,

Xt Versal 28453 XK #170%

Versal® 23+ AES-GCM 1%, %1%32#F 256 UER, QIEL2REN, TEENBEHREFHNES MO KEITINE,
AR aes BIAXMA FINZEBLFHN.

R T Versal ACAP, BRMEE, HAIEEE NI XM AES ZIAXGNZHER, RIBEAMNZEFAR, £8Ms
EH aes ZEXHFHRERERD Key0, RZ7FR.

BREE

RIFHNZIAERS ZEERARE RO MANE AERNER. XTBEIERMDREANTESDXKEEAAE Key/IV
XRILIM, XAFRENEIFER1F LAY BBRAM 5 eFUSE 7FHERY AES ZEIARVEAIRGIZE 384 (IR, MMEZEFREER
E IR AT AT BEo

all: {
image
{
{type=bootloader, encryption=aes, keysrc=bbram_red_key,
aeskeyfile=plm.nky, dpacm_enable, file=plm.elf}
{type=pmcdata, 1oad=0xf2000000, aeskeyfile = pmc_data.nky,
file=pmc_data.cdo}
{core=psm, file=psm.elf}
{type=cdo, encryption=aes, keysrc=bbram_red_key,
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aeskeyfile=ps_data.nky, file=ps_data.cdo}
{type=cdo, file=subsystem.cdo}
{core=a72-0, exception_level = el-3, file=aT72-app.elfl
}
}

BHRE

AES-GCM X5 HARTIINAE, HABEMNIZRE BN AES INEZR/BIRTZARET. S MIRIERHETRAR
ABITINR, YRR REFEERGE LNERED, M8 NESERNZANZA—MERPHITNE BWE) . GakE
Fd Bootgen, B ERRMELEMBIFER. BIF B blocks FIEETE IR LNV \AIER LU AN ZE BY A R FR RIS o

AR WTF Versal ACAP, FRIAEIARENLL 32 KB BIENRAIKMNIT, Eilid blocks BIEFMENZRRDRLATE
N 32 KB BKIRA, XBXIFREMBYERTITS AR 78, WIREFA DPA BIRREIXI NN, WEFMEEEE, FHEHRE
B EfEEH B FEIERU T T E S .

all:

{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2

metaheader

{
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = efuse_red_metaheader_key.nky,
dpacm_enable
}
image
{
name = pmc_subsys, id = 0x1c000001
partition
{
id = 0x01, type = bootloader,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = bbram_red_key.nky,
dpacm_enable,
blocks = 4096(2);1024;2048(2):;4096(*),
file = plm.elf
}
partition
{
id = 0x09, type = pmcdata, load = 0xf2000000,
aeskeyfile = pmcdata.nky,
file = pmc_data.cdo
}
}
image
{

name = 1lpd, id = 0x4210002

partition

{
id = 0x0C, type = cdo,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyl.nky,
dpacm_enable,
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blocks = 8192(20);4096(*),
file = lpd_data.cdo

}

partition

{
id = 0x0B, core = psm,
encryption = aes,

keysrc = bbram_red_key,

aeskeyfile = key2.nky,

dpacm_enable,

blocks = 4096(2);1024;2048(2);4096(*),
file = psm_fw.elf

}

image
{
name = fpd, id = 0x420c003
partition
{
id = 0x08, type = cdo,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyb5.nky,
dpacm_enable,
blocks = 8192(20);4096(*),
file = fpd_data.cdo

}

AR

- BIEXERHNZARERKRSEMBIREEE,

- NRFAREDTEMZBLBRE, A Bootgen KiR[EIFHIR,

- MRFPREZSTEMZLIRE, A Bootgen £ Z2BEIMIMNIZH,

AR

Bootgen A& R AES-GCM E$B, EFERL NIST AT Ek231E 0 KDF, HER CMAC 1R IR R EK,

Bootgen RIfERMFIENIN, UMRZHRDMEEMMFITESZNZH. NRIEEWHF, WRERMHFITELS

o WMRFKIBEMTF, MIEET Key0 RITERH, NRIBENBHXHAZT, A Bootgen =FERE T EIRIFENLIL
(dE KDF) REmMF, HEEHENBAUE KDF BTFERETE Key/IV 3, ERTHIEML,

© MREE—NBAXEHLERECERAXM, B4 Bootgen AIHRIFGE M2 XHIME XM Key0/IVO Xt FFFR
ERMBIER.

© RN ENDKER—MIIBEX G HERNEEE—DKIEER Key0/IVO REMETINEX M, M Bootgen ¥
IBHHIREIFEIR, FERERR Key0/IVO S¥ AR IEH,

© MRKEBEFBRXHEHASXIEEBEEME, BABRINERT Bootgen R4 aes BN, HBMSHXAF
t8[El, X#¥ Bootgen BIAIHARIH NI EB N XMEHARER aeskeyfileo

* Bootgen XFHMEFES T AIMBTMEZNES NI XERTAEIAXN, HEARRIV/ERBANXGSR, HiE
PEXEZBNERXHEBERANEAXMAREM “17 ¢ “27 .. “n"
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ZR4$A/PUF F5A

REAEFERRARERNZRERSHNZAINEZ (KEK) (M PUF£RK) RINERFRZH. BE, ERNEBEH
FI7FE7E eFUSE FRE B STEET B NINENBEIAXHER. =l

test:
{
bh_kek_iv = black_iv.txt
bh_keyfile = black_key.txt
puf_file = pufdata.txt
boot_config {pufdkmode}
image
{
{type=bootloader, encryption = aes, keysrc=bh_blk_key, pufhd_bh,
aeskeyfile = red_grey.nky, file=plm.elf}
{type=pmcdata,load=0xf2000000, aeskeyfile = pmcdata.nky,
file=pmc_data.cdo}l
{core=psm, file=psm.elf}
{type=cdo, file=ps_data.cdo}
{type=cdo, file=subsystem.cdo}
{core=a72-0, exception_level = el-3, file=hello_world.elf}
}
}

Meta kXM

X+F Versal ACAP, Bootgen =7E “metaheader” B TFERIE RINZRIXT meta Sk HFFHITINE, T1E vif PER
“metaheader” THIBSEIEEFTERAY aeskeyfiles FERERIN TR

AR Meta AXHMFEERR “REKMHR" ZIMNIFRE L.

metaheader

{
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = headerkey.nky,
}
SR TR
- WNREHFT meta KXHFRIEERK aeskeyfile, B4 Bootgen REM BN neta_header.nky BIXMH, FHIEM
ZHREE A b X 1o

- WNERTE vir PEFERNEER, BAXTMBBENMEFIZFEAEENZE meta kX, WFEF9 PDI, SFMNE
meta 3K AT IEIR1E,

- X Meta SkXH#1TINERY, #8450 PDI AI{EALT B HIIEREIMNMERAM, BTFHRERBEAXGRERTIR.

ERSRINIE

AES NZRBFEXNERNBIRIEE %, BEMENZRSERTNRAER. KZEALTMURE, BAEBTFL
A (ALFEERNREATERN)  FES I MHIIEEN, BI RSA (Rivest-Shamir-Adleman) 83, RSA BIEXIHR
Bi%, IERIINZRSATERNEARR. BEHTIHIIE, FWER.

- R/ ERERRRTE
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- WIERERARTEMB
EAREFRRF, HEALHEHFEReFMTE. SMEANSHIIETEGNE—ERATHERELENREE. RSA
IS BME D KEARME DK —EER.

RSA RMUABERAANMNE, MEAERELERIEEHRENNE. RSA QIBRIBFTILTTFHETE eFUSE 1, FERE SoC
BH RN D KEEHITEHRIE, AEBRERIXE AES BR5|%, A AR TEDTNBRESIZEETRE
BXE, RANERAHRENTEAERREN, 2KEEEEIWIE,

ERERE SoC B, AN AANTAI - ERBEMABURMEQBMMAE. TAR/FBNHINEERFIHEQ
TA/FAAXTHITE M, HEBIRANINEEREE /RIS K.

BFHERAZANEFEERENE— 1N FEH P RTE (primary) Z3H) S (FRTHB (secondary) Z) - BTH
REANEFHEEANE-NFER P (RTQH (public) S (FRTFAA (secret) o TF7E 4 MATRENIEA:

- PPK=ER%A

- PSK = £FA$A

- SPK = HHBIA$A

- SSK = @BhFAA

Bootgen Al@d 2 A SIS PIIEIES:

- 3R PSK #1 SSK, SPK FRFAX 2 WA ARSI E,
- 12 PPK #1 SSK, FiEft SPK ERZ{ENHN. £ PSK REMIER T, AIERILLSE.

FEARBBIILHEFETE eFUSE o LTS FSBL FRETERMREPHNERANBIIHAITLLNY, BIEMRM Vitis
RAFEFIRI XN ULEFIT N PS eFUSE R,

U2 BIF XHRf:

image:

{
[pskfile]lprimarykey.pem
[sskfile]lsecondarykey.pem
[bootloader,authentication=rsal] fsbl.elf
[authentication=rsa]uboot.elf

}
MFTREETRENEHRIEES, FESH:

© Zyng-7000 S 3IEIEH
- Zynq UltraScale+ MPSoC S{438iEIEH
- Versal ACAP B{4303IEIEF

8
TEETRTZXE RSA R, Bootgen BI LM ITAREAMBW D RHATER, ERIBMUTHRA:

1. PPK #1 SPK 7Z&7E &9 I0IEE (AC) H,
2. SPK{EF PSK %%, LUFKESPK £4; HBENZSZREFEMEE AC H,
3. DX SSKXKER, UHRRSXER, WERZEFES AC H,
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AMD1
XILINX

$F55: BNERE

4. AC BMIINELEPRITENEIENES MR ZAEZE BEME) -
5. PPKIFEFIHFETE eFUSE Ho

14: RSA PX%EH

1 eFUSE
> L e]] BRI
SRS R
PPK |
E{E _I > PPK
H PSK SHIIEER
/] > SPK
I
SPK nkx
x&
SPK | y
= ] B [ P,
% HREE >  DEBBEEEH
B ssk
A
I
A
X » | #%I+RSA
X21278-043022
TRETRT BHEIEET,
& 34: BHBIERHAZISHXEER
& 2 ik RIS
PPK Primary Public Key ZEARTNOXEITEHIIE, * pem
XF 53 BT B IR AR I8 E Z . * pub
PSK Primary Secret Key ZEARTR S XHITHB I, *.pem
3F 9 BOHIT B IR RIS E X F .
SPK Secondary Public Key | AIEEZZE AR T390 XK#HTH BRI, * pem
*.pub
SSK Secondary Secret Key | Bl#EEZEHRA T2 KETH R EIE, * pem
pub
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AMDZ1
XILINX

G IE

F5E: BaNERe

7E2(£H, BootROM AII&IEF FSBL, M FSBL 2 U-Boot M HEAARIEGEE DX,
1. ISIE PPK: WHBRTFHETTHANESNE, TRFRTHEBBHHRITEMNEIL.

a. PPKETMEENREH AC HIEEY

b. 4Rk PPK &7l

c.  BFML PPK 5 M eFUSE 1R EIMY PPK #1TLERT
d. WMRHEEHER, WEZHAE, TURLBHEK

2. WIFMBIE. WP BRATHEMBZANELY, BYEHRBTYIR#ITEHRIL

a. SPK AIMBEhEEERI AC FRiEEY
b. 4R SPK 85I
c. fEF PPKIEETINIE AC F7FAERY SPK & KIREY SPK #4%!
d. BHE (b) TR (o) PRYBRFIHITELXS
e. WMRFEER, WHBIHHPAE, BURLBHNEK.
3. WEHK: FPBATFHEERNS XIWELMY,
a. HDXAIMBEEHERIE.
b. HEMAXEG.
c. fER SPKIBITIIE AC TFER 7 X % 2 SRIREND X E T,
d. B (b) LR (o) PRYBRFIHITELXS
e. WMRFHFEER, WHKXANE, EVWLLBHERK

15: WiEREESR

24

Rahskrt
AR | semiEskst
SHRIEES ) PPK
V4 sPK
HE
SPK
5%
SR SHIRIETES <i\ HREE
\

|| el ||

y
RSA 81E
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Bootgen Al 2 #A BN S HIIEIES:

1Rfit PSK # SSKo SPK ERAEMAX 2 B AREIEITE,
1Rt PPK A SSK, FHiRff SPK R ENMMN. TE PSK RAWERT, BRI E.

Zynq UltraScale+ MPSoC B{3I8iFX %

Zyng® UltraScale+™ MPSoC 23/ RSA-4096 B{HI8IE, XFRREZHMIEEIZIAK/INNIGHN 4096 (i,

NIST SHA-3 ¥

AR WTF SHA-3 BHBRIE, 1EFREER Keccak SHA-3 RITEBIAX . PPK 85IF1BENR4& LAY, NIST-
SHA3 & F ROM RMBIFAEHE R X

ERMNEZERAET TRM Keccak-SHA3 5¢ NIST-SHA3:

* 35: BHRIEESZ

FRRAS M IIEIES (AC) e SHA B3 SPK eFUSE AFERZZIFAH
SR AC (I FSBL/FW | SPK & & WNZ{EF SPKID eFUSE, MfE [ PSK
IE=9) F Keccak; WNRERAAF
eFUSE, MIEA NIST
BH &3 FALE A Keccak SSKheader
IXHER FALR{ER Nist SSKheader
BootLoader (FSBL) AC (H SPK &4 AR Keccak; $3T SPK PSK
ROM 10#) YALR{ER SPKID eFUSE
BH &#& RERMEH Keccak SSKgootloader
FSBL &3 YELfE R Keccak SSKgootloader
HESXAC (BRFSBLFW N | SPK &R ISR {EF SPKID eFUSE, MIfE | PSK
#) F3 Keccak; WNREARFA
eFUSE, MIfEA NIST
BH && FAL(E R Keccak 7 SSKpartition
ﬁlzﬁ% yﬁ%ﬁﬁﬁ NIST ﬁ?ﬁ SSKPartition

il

mfF 10 BT BIF XHFI B —AZAX M3 7 X# 1T B 30IE

image:
{
[fsbl_config] bh_auth_enable
[auth_params] ppk_select=0; spk_id=0x00000000
[pskfile] primary_4096.pem
[sskfile] secondary_4096.pem
[pmufw_image] pmufw.elf
[bootloader, authentication=rsa, destination_cpu=a53-0] fsbl.elf
[authenication=rsa, destination_cpu=r5-0] hello.elf
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A 20 LUF BIF X380 KER—MRIIAEBIZAX 5 K#H T H HIIE:

image:

{
[auth_params] ppk_select=1
[pskfile] primary_4096.pem
[sskfile] secondary_4096.pem

// FSBL (Partition-0)
[

bootloader,
destination_cpu = a53-0,
authentication = rsa,
spk_id = 0x01,

sskfile = secondary_pl.pem

] fsblab3.elf

// ATF (Partition-1)
[

destination_cpu = a53-0,

authentication = rsa,

exception_level = el-3,

trustzone = secure,

spk_id = 0x02,

sskfile = secondary_p2.pem
] bl3l.elf

// UBOOT (Partition-2)
[

destination_cpu = a53-0,
authentication = rsa,
exception_level = el-2,
spk_id = 0x03,

sskfile = secondary_p3.pem

] u-boot.elf

ERIMRF SR AT R R S 730

RN S HIRIEARRTHE DX, FSBLAZEEETE OCM N, MMESRAREHITIHIIEMAR. ST
i, AFXHERNIKR, TEERASESRMNRN, SAERINIEFMHES. ERINIFHEBRIEAEMERT2ME, BN
WEE AT RERROARILL SNBSS, BRI LRI TR M IIER, Bootgen FENMLIFARDEINZ 1 8MB IR, F#
ABMREHB MBI, WMRIFRARNFFIE 8MB HIEH, BAKE—TMRESTRILRSE. RANEASH
FIERNINEEY, BRELRR ERITINE, AfS Bootgen SR EMENIIESEINZ MR, HASMRRESHINIE
i.l—.E:E;O
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AMDZ\ #58: EHREEe
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16: FERSMBEFESRAMITIIT RS AIIE

Bitstream

1** block AC
2™ block AC

n* block AC

B1ERE RSA BIABBEII AR eFUSE ¥

15 RSA BRI

RSA ZIAZFRHENHIEFTE 5 XAVHBN 2 SRRV AR THEE — 2 KaViHBI =R,
AR FTAS KM EZAMRAER.

X2EAE BIF 2% spk_select B USER_FUSEO 2 USER_FUSE7 eFUSE LAY,
AR RZHEE 256 MR (2BERFEA) o

LA BIF X F A ER TS8P eFUSE #iH. SRS FSBLEE LA BIF MINREARE SSK HKi#H1TH 7
I (95UEFR sskl.pem M ssk2 .pem) °

the_ROM_image:

{
[auth_params]ppk_select = 0
[pskfile]lpsk.pem
[sskfile]sskl.pem
[

bootloader,
authentication = rsa,
spk_select = spk-efuse,
spk_id = 0x8,
sskfile = ssk2.pem

] zyngmp_fsbl.elf

destination_cpu = a53-0,
authentication = rsa,
spk_select = user-efuse,

spk_id = 0x100,
sskfile = ssk3.pem
] application.elf

destination_cpu = a53-0,
authentication = rsa,
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AMDZ\ #58: EHREEe

XILINX

spk_select = user-efuse,
spk_id = 0x8,
sskfile = ssk4.pem

] application2.elf

spk_select = spk-efuse IBREHITZPXER spk_id eFUSE,
spk_select = user-efuse JERFXTIZDXIEFEHEREF eFUSE,

E CSU ROM MM D XIFIRLLER spk_efuseo

%R FSBL BYEEBYZEAS application2 BVEEENZ AR 25ER, ERAEHPZ—FETF SPK_ID efuse RKFITHEM, F
—MNUZETF user efuse FHITIRERN,

AR spk_id eFUSE FIEEBMHVETA. Flt, ROM ZIRHE SPK ID 12 spk_id eFUSE WEMFEL, LIBREAL
X ILEC,

FAF eFUSE AIfEEL (EHHE) K& ID. Eit, Elff (3F ROM) SHERT SPKID WATEMF eFUSE BB E
Rizo

AR UL ERBIF, FSBL S application2 {ERAMERIM spk_ide BXFRMNRATTNIAEAR, RAEG—SETF
SPK_ID eFUSE R#ITIER, S—MUIEETF User eFUSE RFHITIRER,

ZERER
Bootgen X#F4 R RSA ZH, TE, EAIERAIMBITA (%0 OpenSSL) RKeIiEZEH, Bootgen BITE BIF XIS ERIER
ZHEIEESH,

TEETRT RSA TRAEAXHFER,
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AMDZ\ B58: mHNEnEe

XILINX

17: RSA TREHAXHHE

-=--——BEGIN RSA PFRIVATE FEY--———

MIIJEAIBAARCAgEAdppimme 6TvETE+IJBICGNOLUSAYStbnEr2 1ETu+IpRYHISPLg
EEbOCcFuVEqQIERVISPIsMSOyHPVE/ 11 /uTP2yUTE6 ImSgoMyaskz0PSIxTHuYoSDba
¥D50Z1piSxBreswlvysEYeIbLThk2+o8600Re/ sdOr LROpbsLiuBFoRMESRL SR12k
EL16OMITIhSRSpEOzm) TyewlRmE S5 TOqopEsulVidgdr I S8 +MoOxeETeHCN+zugd
drlUstUgX 3msVb Iz 0rRw¥rBVEtSksWrSd+xj+cAUpL PjeMcREglOLEQEGCEPT ngats
YTFCoCFcBLY TknHFE / yMy V7 f6whixt kFbme+Fuove s/ pOVEEGELkQ 9k jweB£5cBVmk
bBl3iNv k:LDﬂKYLH-prﬂuY.I' PGj tZzEBRENSE4LOCET+TRAOL {FGot Yz k2 XmJc ODOS5SdYH
LwSAIOTIzAYWAC/ 98bUDGY PELTS+YqprerlmZUS SEWI0PPod jHY L hImB] Lpvmudg
oZ9TXIPch/uRk/tv3e53P2 ThtEwdb 7 2FUL DhEgQS kCWWAF £ TwCVFwATett2Glhez4
WwIeBAQL SfFbgr 6YERWXOOLopaRQi ZPac/ 8XGEulbTE IMdve JE/ I I0AGVNT1TDES
QEzTZapi+Iwx/vuaWAild0gYCORERml GGz SbOhEgRnk0I/ IpORI1PRLEwWHOCAWER
AQKCRAgAIghscuONgZglaYEkyeyET1G4pgUkes0PSE TR IqgiMl TFveToO/ o PTHUY g2
FPpaXmRHCONsH+GWChMOEgDUEpEWeJKONE FWRO P20 lyTpkEVDAC/HERI+ LUEZSE
1ZkbOgHb+4 Ig6kvYz02 /gRIzatRnlshlilgi FAmMYRVYXENONmMI / Doa2ph LANAGK
roltbnvyYoSvppHYnX IKUTUTHMUt PRIsdhpur iMX JnOuNREL z b POimr Az fUIFATY
al+ryghklekJpLITETzgZ Imh B SARFOYrQfPENZL S EAOR INFEapclxHpGORR2WoEY
DZ/vekYogqnlOGRlegt kDVgrStEaX1XGicOPBNgSac L kpNZ OROWOGE L CusH VAT TS
RaMgTe7220Yhi S2RgS i PIalneGenhGOTEBGYCG] PXAN2YEEL/ T1eDe OBV S 3250
IVEAEplAPIgZlhMnxdCE0RPhEdhXRROT a3+ 15y eI TRAGZEOUeHHIIp2z200kzTg
CYTRUSEDShéwiuDbheludnz ZDEWeKgizeAzXGZhInlzcupWvES4uHTHNNGBEFJ2S
Z5T8sg4aYiZCin/ PrgiggivBygRcEtr 3/ LeAmd r Ipl SmHk 1 55500Ndpk+ba+3GLD
bEy088 SRwCyPEINYSplEVHgLyexe/ TofMDCHOARAZWLANN ] s 00RCACEASOnNE 3su
CYNS0cZ 2owim/MAGTEMFiSLpRLGY INDCADDS 25 T JO4 124 6J01IMpi 0l 0IpNbVUbT
sWOFUKTsVoOXINE1+Eps2Dql2 1+ ThY 6+ MGALE Ppgin2 Tz 91 £CyVHERqvSSiMvETe
6/ jurEsKiwhztYFiTJR4GERdcCHYAWMTdgm3pODDHS SVpd 36k 1vkd IMy jeQaIpo/
FzkiklfrNEd4jSjveagoMkifzaickiOG8sdciodsIDEQGECixlhDkIsSUFFk1PfwsT
gYneT TXIwoTCReEvOll IEpSfLEUhSReIOVEZuddIPfcUIxRgey INSGx ORESVESRKOY
vosJPVsFIXESEQRCACEATnFNE SgbPRAONXETeM1 ZMHp 95/ Yqhxpi Siroimz F54cn
SZPPG/dvbIBXILAdSheSY JWEFNY SehThLY IGzEVavFrBSAvuZ FyI sMNOdSwUVEIG
S5 TxXIR0I0uSzaXIVimV/ Sxumbnynwx2 Zwgxsl SAYoNy+EsoviZilXQxizelachaM
VVuLlHdRzECGafreFsnfugIDl 72MbIdt 2cRTETek /i YAVFSbEOTEupk PmWu4 VIYFT
of90FkqiqBRthEpvakNTObpUSTE zaxUH I YXVRAZQREXETJdeVVFY S LE45C4 Smxe
GPp3TpYetPBXVIUesuEvOT0Iec i CORXFGC 9T P WEQKCACERSDICOPDADH TR VD
adFEXZR+Tring EAdviqohlzAREnt ihyzeRpgIhTigFiai YhRnppVrIpdsD+E6DIGh
UTV+a+ fcuMnBVEqE/ 3+2YhvER2z/ rqlylhu s FXDxWYROANZ 1GY SseKDC 2 fhGEgOdY
DIgEXV5SsGvesullyj+HEORoSdPlCxe Y EyNEWNEGYOkzxg 64g lmvXZPbe/ fFIEINe
GB0Llkye3dlLEI2wIIVipde(BnvE4 1 75K /9 2CTgDeRetmT S Q0quoMrey T fHAYY
UnLPOBdlAcgfdIkApRIcEvyR Tol LGOUMWRagE s TS LFpPARY I4TpFwiZaXhgladwd
GAdEVsORCAQBHEno LoFT /mxul sBY D1 kDERvEBOUEge BUPC IzNmewyy2 SnvB D/ opp
iLgxjdiMkuieJTa) luwgBGbQSiLicEfrs8yRIL/ SGOHCESoQjRDZzAuUHDO I VHNUAS
CoS2dsednv2ézinlos2BvmHvvul 3/ BVEIFrEr Ve SAMT/KZ3jabDEnkEkhGX +m25c
JhvLhnAtpMOblMIMzREu S SvH/ FVCoEgxwlIRI zshy6BLRUgChN IacOgsCvifitcImy
cc+Flmvld/ cBINEGHISZH+ 98 /UDKESKFIwASgLl T 1gYESDL/ £D14bb7G I+ £REVCHE
ZPO1bCtiMFSxoxVu2 s fdx9r TTexhdLEVAC IBADRGY ExvgEqQhALGAWZOmt RAN L WO
yO/REEDTdNENSoSviBChrovV/tQ3DdbbTalkwolNFe I xRTKI ki S8SkENOELCTpREC
+ccesERASTZCPH/ nGGY lbrOAmSFOG2qScX6kDE1hgHe+ 1UYm/ Ida+2wN0/CwhAh THH
gECABTgx %0CD/ DJII+nSocr Yk SRsOTrenwo PALEX 2 4dRiMiRMI s B4V SuyyRLOTWV/
K3TOIRgLSeRKbCVWY T cBimaGDW M/ e VL IOW+wWEa IwY+TdEUh1 YvgsGSyij khCAEe
S HAz0wSZulvnlb) SeXKiULNISlOsDCBE JepulNHOURBWsGzFb T 2K pR2XK1M=
=====END RSA PRIVATE REY-=-=-=--

AR ARSMEEUT RBE pub K3 A, XAMNEEL2RSBSNERBINERAEATIRN. TRAEBHEERBYT
BE .pemoe BERNTAZES, EMEH ppkfile/spkfile K& LA_ETRFICRA pskfile/sskfiles

BIF 7=f5l

BIF X417 generate_pem.bif S FFAR:

generate_pem:

{
[pskfile] pskO.pem
[sskfile] sskO.pem
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AMDZ\ #58: EHREEe

XILINX

ae
BTFERERNG LN TR

bootgen -generate_keys pem -arch zyngmp -image generate_pem.bif

iEFHBF eFUSE B PPK &5l

Bootgen FIE X PPK &5 H R EFfE7E eFUSE FRLUE PPK BI{S1E, XIRE eFUSE #RTURY RSA BHIRIEA FHITILD
B, HXIXR Zyng® UltraScale+™ MPSoC 23148 RSA BEIk XA SR IIERI PSP BB, KE efuseppksha. txt
HER4RIZE] eFUSE H1, LUERER eFUSE RILHTT RSA BRI,

WFE T R % BBRAM 1 eFUSE RIZHNEZEL, 15815 (BBRAM Fll eFUSE &1E) (XAPP1319),

BIF X4

UTFR—MEEM BIF X4 . generate_hash_ppk.bifo

generate_hash_ppk:

{
[pskfile] pskO.pem
[sskfile] sskO.pem
[bootloader, destination_cpu=a53-0, authentication=rsal fsbl_ab53.elf

}

me
FFER PPK 885 LU#1T eFUSE 4RIZBIER LI TR

bootgen —image generate_hash_ppk.bif —-arch zynqmp -w -o /
test.bin —-efuseppkbits efuseppksha.txt

Versal B 1RIEZFF

Bootgen Z3F{FEMA RSA-4096. ECDSA P384 B4k P521 Bh4k3RINTT Versal ACAP B8, NIST SHA-3 BFitHE
FrE DX/ EHET), 85 EitEFREEZET PDI /.

AR RETF Zyng 2884F Zyng UltraScale+ MPSoC, X3F Versal ACAP, SMIIIBEREFHKZH. AXZHFER

ECDSA P521 & XTBEINEHZF 2 X (PLM) #HITH B IEIE, EH BootROM {XZ#F RSA-4096 5f ECDSA-P384 14
IR, B2, AfEA P521 IMEAEE S X#HITE DRI,

Meta kX145 43 383E

X3F Versal ACAP, Bootgen RI1RYE bif B “metaheader” THISEXT meta SkXHFHITE MBI, AR BRI
o

metaheader

{

authentication = rsa,
pskfile = psk.pem,
sskfile = ssk.pem
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AMDZ\ #58: EHREEe
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JEFAF eFUSE 1Y PPK E151l
Bootgen BI4E A PPK 885315 B 7787 eFUSE I LUfE PPK A]{51E, 1X[E& eFUSE MBS HIGIEA BHITIHS B,

HITB X E SR BT b P 8, K H efuseppksha. txt FIERIZRIZE) eFUSE 1, LUE{EA eFUSE ##1 3k
HITEPIIE,

BIF X {4l
LI 2—ME8R BIF X1 : generate_hash_ppk.bifo

generate_hash_ppk:
{

pskfile = primaryO.pem
sskfile = secondaryO.pem
image

{
name = pmc_ss, id = 0x1c000001
{ type=bootloader, authentication=rsa, file=plm.elf}
{ type=pmcdata, 1lo0ad=0xf2000000, file=pmc_cdo.bin}

g
BT 4R PPK 815 LL#1T eFUSE 4RIZEMIS S W FFRR:

bootgen —image generate_hash_ppk.bif —-arch versal -w —-o test.bin -
efuseppkbits efuseppksha.txt

F3F Versal ACAP R R 2B HEE
* 36: BRBohEE

BRE
Bahs W InEs &
SBEIE = SEEM (KISNRIF)
E| 3 =] A5 A5 T4 x
EXIFRBE S ER (A- T (WE) T T RSA/ECDSA (&
HWRoT) SHA3)
SHFREEHS TR (S- T4 T (WER PLM F T4 AES-GCM
HWRoT) (GaflfER Meta KX R fE
eFUSE Z#$A% PDI # eFUSE KEK 3&1n2%)
TR
A-HWRoT + S-HWRoT T (WH) T (WH) AZH RSA/ECDSA (& SHA3
F1 AES-GCM)
3% PDI #1TEAPIIE + L T (BHEATR T4 RSA/ECDSA (& SHA3
R BBRAM &§ eFUSE) #1 AES-GCM)
fRE (FRAPMEE A S ¥ AES-GCM
$H. BEERTRUTE
B¥A, 41 BBRAM/
BHDR, BEERE
eFUSE)
RILFNIRIE REH A L SHA3
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AMDZ\ #58: EHREEe
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Versal 1552

Versal® 5INT &5 AR, EEAITHIXEMINIENRATAESEE PLM BB RIR BIH B/ & pEE=iE. ZHFIAER

FERORELIBIERPES T M IEROET) UTERRE) . SENATRERE-—EZATENEMFLE
ENXXD, BEIGERT PLIM A RMHNEHEHTIER. A ERTHREMNHEZEFIMNMIFAEIX. HEIEREX
BEEIL, ERMARERKR, T Versal, HEEKIRK/NA 32KB,

HERTI AR TRFAR:

®37. PERRUSDHR

DRI AXXHRNSHR pu >

CHUNK 0 [ Authentication Certificate - Partition | ItEIBESINUESIK, HEER, EER
Sign Field + SECURE HEADER + GCM BF ACH “Partition Signature” (5
TAG + SECURE_CHUNK_SIZE + HASH OF | K& &) FBR
CHUNK 1]

CHUNK 1 SECURE_CHUNK_SIZE + HASH OF
CHUNK 2 ]

CHUNK 2 SECURE_CHUNK_SIZE + HASH OF
CHUNK 3]

CHUNK n-1 SECURE_CHUNK_SIZE + HASH OF
CHUNK n]

CHUNK N [ REMAINING LENGTH ]

IEATF Versal® #§ SECURE_CHUNK_SIZE 73 32KB,

5 HSM &,

EYRIMERAR, MEEEHIQH, ERFRIFEARZR/APAMEREXEE. BHFRT2ER (HSM) 2E AINELHE
&, TARPNEZREGBEMGITHETRARALEZ2M, AANENREAAEES Bootgen, MAEE
TRER/MSR. i, SRR TIVERN, KEXTHEEEN,

FRERISD, HEERRERIARRENRANTRNET LT, ERREATAER HMITHFER, HER
MR ERSFFHITNE, HM ML 2RSB[BEFEEELEXEN. HSM BREMNER/EREMBEF, FIEMN
. ERZAMBNIXHTESR, HiF RSA BIRNLRAIMIIRML Bootgen, TRERNIEEE HSM A,

HSM 1#%3{ B Bootgen {XfEF RSA R AFNE HSM BIIVE R REMB RN E. HSM 2 H Bootgen MBI XX
FIE, FHIRFEERTIF RSA FATRIREIZE R IR,

MAEEF HSM R, #RAEETUTBY Bootgen f£F8 AES MNEZFAMIET BIF XFRHEY RSA FATAR D IR IREFRH DX
HITMEMSHEIE, WHAZIMENSHIIENE—BIRR. NFEHRIE, BRATREAENLTBER/
AN S. TRER/FAAM Bootgen ATFEBNRKHOREER, REFLS5QRA—ERAREBDHRR,

MFETREXEMT FPGA I HSM BXMEZER, 155 HSM &R,

ERAEAEREERER

5L ATPERBKRIATEN ppk. pub M spk. pubo HSM $EH Bootgen £ XEFIE, FHAREHRFIFFATHIRE
FRR
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AR FZRHEA HSM RIERHIT mes BRBEIREEM.

£ HSM IR BEhRE: PSK RHE
FERFTEA HSM EREIHER 0 MR 2 BEk. SEINE SSKUALSERE,

IEEER Zyng® UltraScale+™ MPSoC 28 E TR E M ERo

18: iBA 3 iRERE

BOOTGEN
SPK
> Kk SPK
5 sekiD ™ foae | SPKEIS
§§ AC k3
SPK &5l R SPK SPKZ&
- S
& PSK
(é
=
BOOTGEN SPK ;‘ &
—PPK #1 SSK—p»]
HE—- | R
o ey EREHFE | — oz P
& ——NKY Z4—p

X21359-043022

BERE
fEMA HSM IR eI BB R & S ERNEREF ALLT BIF XS B aREEM].

all:

{
[auth_params] ppk_select=1;spk_id=0x8
[keysrc_encryption]bbram_red_key
[pskfile]lprimary.pem
[sskfile]lsecondary.pem

[

bootloader,

encryption=aes,

aeskeyfile=aes.nky,

authentication=rsa
]fsbl.elf
[destination_cpu=ab53-0,authentication=rsalhello_ab53_0_64.elf
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AMD B5E: EpNERe

XILINX

BBk 0: £ HSM R BIRBEIHRE

AEARFEREMACNE SPK &2, SPK ZEZMNTEPEILERLXE. SPKF SPKID £o BXN ERIFRAERE
5, EEAUT BIF XHERBA .

stage O:

{
[auth_params] ppk_select=1;spk_id=0x3
[spkfilelkeys/secondary.pub

}

LI 2 Bootgen #5<:
bootgen -arch zyngmp -image stageO.bif -generate_hashes

e SR A secondary.pub.sha384¢

BBt 1: 3K SPKEH
AEARBALENS % SPK EH&o.

openssl rsautl -raw -sign -inkey keys/primary0O.pem -in secondary.pub.sha384
> secondary.pub.sha384.sig

SN secondary.pub.sha384.sig

MEX 2: 7 FSBL HfER AES 1T
T & HIR\EF Bootgen S EFF B EMEEIHRG. FAFBAER:

EBEREARM SPK &2,
HEBNFAEA (SSK). SPK # SPKID

Stage?2:
{
[keysrc_encryption]bbram_red_key
[auth_params] ppk_select=1;spk_id=0x3
[ppkfilelkeys/primary.pub
[sskfilelkeys/secondary0.pem
[spksignature]secondary.pub.sha384.sig
[bootloader,destination_cpu=a53-0, encryption=aes, aeskeyfile=aesO.nky,
authentication=rsal fsbl.elf
[destination_cpu=ab53-0, authentication=rsal] hello_a53_0_64.elf

}
Bootgen &<

bootgen -arch zyngmp -image stageZ2.bif -o final.bin

£/ HSM #EZV I Zyng-7000 SoC 2 E S EhEG

TEHRMHT Zyng®-7000 SoC 2K HSM IR BMREGEET. EHMEETERHETBTZLBHRENT R,
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AMDZ\ B58: mHNEnEe

XILINX

19: EEIRIEMEL 0 3 8

BOOTGEN
SPK
— T
° SPKID 751 | SPREEN
& AC skttt
HSM
a2 SPK BOOTGEN
b oK EBHHR : .
s o PR msksrern | s
e w3 w3
v &
BOOTGEN |
FSBL = [Syik3:0] +
— | MNEFSBL
g nky B9 —ESBL HSM
% i 3 SERCEER ST
= ~ o] =z
55
&b | £
SPKE#& - t
BOOTGEN + ] BOOTGEN i 75:##%%;‘%
5 IE
™ EPLFSBL | FSBLS) PREBEAR .
mgsa | T FeEL™ 4 o R . My e
[ mezan |
\
FSBL #7 oy FSBL
SsK rspL 22 [EE
g
®
&
[ #eEan |
BOOTGEN FSBL fz SPK %%
PPK & SPK
3 EMEH FsErEE ™
& “FSBL™] =
[ meso |

X21416-043022
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AMDZ\ #58: EHREEe

XILINX

fEF HSM 18I0 Zyng®-7000 SoC 23+ SR Bah R KT IE SRR ERIZF A LT BIF X I BohREGRIZESE
Bho XLETBIIRTRBEER OpenSSL 2R RE BB FI H,

all:

{
[aeskeyfile]lmy_efuse.nky
[pskfile]lprimary.pem
[sskfile]secondary.pem
[bootloader,encryption=aes,authentication=rsal] zynq_fsbl_0.elf
[authentication=rsalsystem.bit

}

BYER 0: 79 SPK LERRERT!
LR ERRTAE B SPK Z2$RRTER S,

stage0:

{
[ppkfile] primary.pub
[spkfile] secondary.pub
}

LIF 2 Bootgen #1%s

bootgen -image stageO.bif —-w -generate_hashes

MER 1. SEM SPK 85!
MM EEABIT B E SPK #1FIRBIESZ

xil_rsa_sign.exe -gensig -sk primary.pem -data secondary.pub.sha256 -out
secondary.pub.sha256.sig

FHE@IFERLLT OpenSSL IZERAIEEZ,

#Swap the bytes in SPK hash
objcopy -I binary -O binary --reverse-bytes=256 secondary.pub.sha256

#Generate SPK signature using OpenSSL
openssl rsautl -raw -sign -inkey primary.pem -in secondary.pub.sha256 >
secondary.pub.sha256.sig

#Swap the bytes in SPK signature
objcopy -I binary -O binary --reverse-bytes=256 secondary.pub.sha256.sig

BYER 2: {5 AES #{TINER

LERER RIS S BGHITINE e stage2.bif Y1 TFFIR.

stage?2:
{
[aeskeyfile] my_efuse.nky
[bootloader, encryption=aes] zyngq_fsbl 0.elf

UG1283(v2022.2) 2022 £12 B 14 H Send Feedback china.xilinx.com
Bootgen 5 (Lssnd Feedback | 7


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=87

AMDZ\ #58: EHREEe

XILINX

Bootgen S FFIR.
bootgen -image stage2.bif -w -o fsbl_e.bin -encrypt efuse

HENEMZEM £sbl_e.bin X

MYER 3: RS XTI

LR ER AT 4 B R R 53 X B9 B8
BYER 3a: 4ERY FSBL #%

BIF X440 TR

stage3a:
{
[ppkfile] primary.pub
[spkfile] secondary.pub
[spksignature] secondary.pub.sha256.sig
[bootimage, authentication=rsal fsbl_e.bin

}
Bootgen a5 Y1 T FIRo
bootgen -image stage3a.bif -w -generate_hashes

RIS zyng_fsbl_0.elf.0.sha2560
FYER 3b: £ RELAETRELD
FYER 3b BIF X0 FFA7R:

stage3b:
{
[ppkfile] primary.pub
[spkfile] secondary.pub
[spksignature] secondary.pub.sha256.sig
[authentication=rsal system.bit

}
Bootgen S LW FATo
bootgen -image stage3b.bif -w -generate_hashes
R ABFIX MG system.bit.0.sha2560
MER 4: EEHT
LERTER = MEIRRRY D KRR DI SCfF B -2 R 2o
BiiER 4a: % FSBL 53X #F!

xil_rsa_sign.exe -gensig -sk secondary.pem -data zyngq_fsbl_0.elf.0.sha256 -
out zynq_fsbl_0.elf.0.sha256.sig
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AMDZ\ #58: EHREEe

XILINX

s E I EALLT OpenSSL I2FREIEER,

#Swap the bytes in FSBL hash
objcopy -I binary -O binary --reverse-bytes=256 zynq_fsbl_0.elf.0.sha256

#Generate FSBL signature using OpenSSL
openssl rsautl -raw -sign -inkey secondary.pem -in zyng_fsbl_0.elf.0.sha256

> zynq_fsbl_0.elf.0.sha256.sig

#Swap the bytes in FSBL signature
objcopy -I binary -O binary --reverse-bytes=256 zynq_fsbl_0.elf.0.sha256.sig

MHEANERZXMH 2yng_fsbl_0.elf.0.sha256.sigo

FEX 4b: TELLFIRET!

xil_rsa_sign.exe -gensig -sk secondary.pem -data system.bit.0.sha256 -out
system.bit.0.sha256.sig

HEZBIFEHLLT OpenSSL 2R EIEESE,

#Swap the bytes in bitstream hash
objcopy -I binary -O binary --reverse-bytes=256 system.bit.0.sha256

#Generate bitstream signature using OpenSSL
openssl rsautl -raw -sign -inkey secondary.pem -in system.bit.O0.sha256 >
system.bit.0.sha256.sig

#Swap the bytes in bitstream signature
objcopy -I binary -O binary --reverse-bytes=256 system.bit.0.sha256.sig

W NSRS system.bit.0.sha256.sigo

MER5: BAADPXSH
BULSIEMN Y XEZERFBEANEHDEIBTES.
MYER 5a: 3N FSBL &5

stageba.bif W FFAT.

stageba:

{

ppkfile] primary.pub

spkfile] secondary.pub

spksignature] secondary.pub.sha256.sig

bootimage, authentication=rsa, presign=zynq_fsbl _0.elf.0.sha256.sig]
fsbl_e.bin

}

[
[
[
[

Bootgen f5 < I0 FFIRo

bootgen -image stageba.bif -w -o fsbl_e_ac.bin -efuseppkbits
efuseppkbits.txt -nonbooting

232 BRI HIEXHN £sbl_e_ac.bin Hl efuseppkbits.txto
FYEZ 5b: HEALLRESR
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AMDZ\ #58: EHREEe

XILINX

stage5b.bif T

stagebb:
{
[ppkfile] primary.pub
[spkfile] secondary.pub
[spksignature] secondary.pub.sha256.sig
[authentication=rsa, presign=system.bit.0.sha256.sig] system.bit

}
Bootgen s Ao
bootgen -image stagebb.bif -o system_e_ac.bin —-nonbooting

2235 BRI X H R system_e_ac.bino

BrER 6: HERISKSH-RELT
IEE R B BT A AR K X AR R BT R o

stageb.bif TR

stageb:
{

[bootimage] fsbl_e_ac.bin
[bootimage] system_e_ac.bin

}
Bootgen fr LW Ao
bootgen -image stageb.bif -generate_hashes

W ET I X H A ImageHeaderTable.sha2560

MR 7. ERAXHERES
HERER P AE A A X R R

xil_rsa_sign.exe -gensig -sk secondary.pem -data ImageHeaderTable.sha256 -
out ImageHeaderTable.sha256.sig

FEBIFER LT OpenSSL 2R RERER:

#Swap the bytes in header table hash
objcopy -I binary -O binary --reverse-bytes=256 ImageHeaderTable.sha256

#Generate header table signature using OpenSSL
openssl rsautl -raw -sign -inkey secondary.pem -in ImageHeaderTable.sha256

> ImageHeaderTable.sha2b56.sig

#Swap the bytes in header table signature
objcopy -I binary -O binary --reverse-bytes=256 ImageHeaderTable.sha256.sig

WA AER XX ImageHeaderTable.sha256.sigo
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AMD B5E: EpNERe

XILINX

ek 8: BOKMUAASHBNRHRER

stage8.bif WA

stage8:

{
[headersignature] ImageHeaderTable.sha256.sig

[bootimage] fsbl_e_ac.bin
[bootimage] system_e_ac.bin

}
Bootgen SN T A/ :
bootgen -image stage8.bif -w -o final.bin

B ABMREEXM final . bine

£/ HSM #ERX 812 Zynq UltraScale+ MPSoC 23 B hiE &

TERMT HSM EXBRENER.
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AMDZ1
XILINX

20: RshiiERFTER 0 ZIFTER 10

F5E: BaNERe

BOOTGEN

SPK
SPKID 4R SPK | SPK #3)
b —>  #5 '
& AC k3Tt
HSM
o g
&
BOOTGEN
FSBL,
= = [, E Mt
2 FSBL
g nky B4, | ME [FsBL ™
@

FrEg b

v

BOOTGEN

MER 3

SPK§%+ BN FSBL

PPK & SPK

> BH #%1

4R BH  |[2LRXIY

A5

v

SPK ﬁf BH Z&*
BOOTGEN / |
PPK & SPK,
< EmEH, B F;BL L,
2 FSBL = & BHIIEES
= #) FSBL
W7o |
1 BEE7c |
BOOTGEN
sapmitn [ oo o | SIHEMS)
& 5=t e
(é
Sk HERRAE
EEETERY I BRES
v B EE
° L
> —> R ™
B SHNIIER
= WEBHHE

ER 4

BH #51
R BH BH
——SSkK %A Eox

v

BOOTGEN

ER 5

SPK f‘i’% BH %%

PPK & SPK,
SIE A

___gﬁ,,imﬁﬁﬁﬂ'gﬁr——P

MER 6

S o — >
PG

X21547-043022

3% Zyng® UltraScale+™ MPSoC 284 1E B HSM R eI BB G R SERMERIEF B LT BIF X4 EEh
FEIEIEIR M, XLERFIZFMER OpenSSL 2K E BT 4,

all:

{
[fsbl_c
[keysrc
[pskfil
[

sskfil

onfig] bh_auth_enable
_encryption]
e] primaryO.pem

e] secondary0O.pem
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AMDZ\ #58: EHREEe

XILINX

bootloader,
destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aesO.nky,
authentication=rsa

] fsbl.elf

destination_device=pl,
encryption=aes,
aeskeyfile=aesl.nky,
authentication=rsa

] system.bit

destination_cpu=a53-0,
authentication=rsa,
exception_level=el-3,
trustzone=secure

] bl3l.elf

destination_cpu=a53-0,
authentication=rsa,
exception_level=el-2
] u-boot.elf
}

AR BTE HSM RIZRFEA pmufw_image, 15 [pmufw_image] pmufw.elf FHINEILE bif X, FHEUML
1997k, RITE stage2abif (FEELARXT FSBL#EHITINE) FHRMLX . REERIOER,

BYER 0: 79 SPK LERRERF!
W23 E BIF XA .

stageO:

{
[ppkfilelprimary.pub
[spkfile]lsecondary.pub
}

L2 Bootgen #3<:

bootgen -arch zyngmp -image stageO.bif -generate_hashes -w on -log error
FEX 1: FE SPKHEGI (RHK#FTINE)

AT =R OpenSSL ZERY SPK B8 5IRIIE FH ER

openssl rsautl -raw -sign -inkey primaryO.pem -in secondary.pub.sha384 >
secondary.pub.sha384.sig

Lthen S a9 secondary.pub.sha384.sigo
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AMDZ\ #58: EHREEe

XILINX

MER 2a: ¥ FSBL #{ThNE?
7E BIF X ER U TRBFEEST FSBL #1T%,

Stage 2a:
{

[keysrc_encryption] bbram_red_key

[
bootloader,destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aesO.nky
] fsbl.elf
}

Bootgen 855
bootgen -arch zyngqmp -image stageZa.bif -o fsbl_e.bin -w on -log error

BiER 2b: XTLEEERETTING

R BIF XH&B:
stage?b:
{

[
encryption=aes,
aeskeyfile=aesl.nky,
destination_device=pl,
pid=1
] system.bit
}

Bootgen 5< 4 :
bootgen -arch zynqmp -image stageZ2b.bif -o system_e.bin -w on -log error

BrER 3: EMBEIKXXHEE
ERLLT BIF XHFERB IR

[fsbl_config] bh_auth_enable

[ppkfile] primary.pub

[spkfile] secondary.pub
[spksignature]secondary.pub.sha384.sig
[bootimage,authentication=rsalfsbl_e.bin

1
Bootgen 885

bootgen -arch zyngmp -image stage3.bif -generate_hashes -w on -log error
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AMDZ\ #58: EHREEe

XILINX

MER 4: XNBEILXHRTIHITER
EALLT OpenSSL % 4B ohL X A5

openssl rsautl -raw -sign -inkey secondaryO.pem -in bootheader.sha384 >
bootheader.sha384.sig

BBk 5. FREXSXEKT!
7£ BIF XA T e LRI K5

stageb:

{
[ppkfile]lprimary.pub
[spkfile]lsecondary.pub
[spksignature]secondary.pub.sha384.sig
[bhsignature]bootheader.sha384.sig
[bootimage,authentication=rsalfsbl_e.bin
[bootimage,authentication=rsalsystem_e.bin

[
destination_cpu=a53-0,
authentication=rsa,
exception_level=el-3,
trustzone=secure

] bl3l.elf

destination_cpu=a53-0,
authentication=rsa,
exception_level=el-2
] u-boot.elf
}

Bootgen 87 <
bootgen -arch zynqmp -image stageb.bif -generate_hashes -w on -log error
HOENMUERD ERERSIHT. RAFE, 55N ERAINIEFMESIITI RS AT,

BENSKX AR RN ER 5 RERL; ERRTHER 3 REMBIERT, ENTEMER 5 AR bh_auth_enable
2. WRFE, FJEMER 5 FRMZSH, EXHLKERERM, FEAERMEK 3 EMBIBEKXABTIEEN R
4R, ERRRIE HSM EIURIERER,

MER 6: WRXEFIHITER
fEF OpenSSL AR AT 14 :

openssl rsautl -raw -sign -inkey secondaryO.pem -in fsbl.elf.0.sha384 >
fsbl.elf.0.sha384.sig

openssl rsautl -raw -sign -inkey secondaryO.pem -in system.bit.0.sha384 >
system.bit.0.sha384.sig

openssl rsautl -raw -sign -inkey secondary0O.pem -in system.bit.l.sha384 >
system.bit.1l.sha384.sig

openssl rsautl -raw -sign -inkey secondaryO.pem -in system.bit.2.sha384 >
system.bit.2.sha384.sig

openssl rsautl -raw -sign -inkey secondary0O.pem -in system.bit.3.sha384 >
system.bit.3.sha384.sig

openssl rsautl -raw -sign -inkey secondary0O.pem -in u-boot.elf.0.sha384 > u-
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AMDZ\ #58: EHREEe

XILINX

boot.elf.0.sha384.sig
openssl rsautl -raw -sign -inkey secondaryO.pem -in bl31.elf.0.sha384 >
bl31.elf.0.sha384.sig
openssl rsautl -raw -sign -inkey secondaryO.pem -in bl31l.elf.1.sha384 >
bl31l.elf.1.sha384.sig

MER 7: BORERIENFHDIEEIES
MiER 7a: 7E BIF XEHRMUA TR LUEN FSBLER :

StageTa:

{
[fsbl_config] bh_auth_enable
[ppkfile] primary.pub
[spkfile] secondary.pub
[spksignature]secondary.pub.sha384.sig
[bhsignature]bootheader.sha384.sig
[bootimage,authentication=rsa,presign=fsbl.elf.0.sha384.siglfsbl_e.bin

}
Bootgen tr LW A :

bootgen -arch zyngmp -image stageT7a.bif -o fsbl_e_ac.bin -efuseppkbits
efuseppkbits.txt -nonbooting -w on -log error

BrEZ 7b: 7E BIF XXM AR LB N EERRE R

stageTb:

{
[ppkfilelprimary.pub
[spkfile]lsecondary.pub
[spksignature]secondary.pub.sha384.sig
[bhsignaturelbootheader.sha384.sig
[

bootimage,

authentication=rsa,

presign=system.bit.0.sha384.sig
] system_e.bin

3
Bootgen S <A

bootgen -arch zyngmp -image stage7b.bif -o system_e_ac.bin -nonbooting -w
on -log error

BYER 7c: 1% BIF XA FRMU TR LUEN U-Boot B2 :

stageTc:

{
[ppkfile] primary.pub
[spkfile] secondary.pub
[spksignature]secondary.pub.sha384.sig
[bhsignature]bootheader.sha384.sig
[

destination_cpu=a53-0,
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AMDZ\ #58: EHREEe

XILINX

authentication=rsa,
exception_level=el-2,
presign=u-boot.elf.0.sha384.sig
] u-boot.elf
}

Bootgen ®< A :

bootgen -arch zyngmp -image stage7c.bif -o u-boot_ac.bin -nonbooting -w on -
log error

FrER 7d: 7E BIF AR FREBLUEN ATF &

stageT7d:

{
[ppkfile] primary.pub
[spkfile] secondary.pub
[spksignature]secondary.pub.sha384.sig
[bhsignature]lbootheader.sha384.sig
[

destination_cpu=a53-0,
authentication=rsa,
exception_level=el-3,
trustzone=secure,
presign=bl31.elf.0.sha384.sig
] bl3l.elf
}

Bootgen 85 $

bootgen -arch zyngmp -image stage7d.bif -o bl31l_ac.bin -nonbooting -w on -
log error

FiER 8: o KUASHIREKX4HRET!
7£ BIF XA LLTRED:

stage8:
{

bootimage] fsbl_e_ac.bin
bootimage]system_e_ac.bin
bootimagelbl31l_ac.bin
bootimage]u-boot_ac.bin

[
[
[
[
}
Bootgen &8 < /9

bootgen -arch zyngmp -image stage8.bif -generate_hashes -o stage8.bin -w on
-log error

MIER 9: BB NHRET
5 OpenSSL &R AT 14 :

openssl rsautl -raw -sign -inkey secondaryO.pem -in ImageHeaderTable.sha384
> ImageHeaderTable.sha384.sig
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AMDZ\ #58: EHREEe

XILINX

MER 10: BFAXMUAEHIENLIXERER
£ BIF XHEHBMAN L TR

stagelO:

{
headersignature] ImageHeaderTable.sha384.sig

[
[bootimage]l fsbl_e_ac.bin
[bootimage]system_e_ac.bin
[bootimagelbl3l_ac.bin
[bootimagelu-boot_ac.bin

}
Bootgen &<
bootgen -arch zyngmp -image stagelO.bif -o final.bin -w on -log error

AR HAITE Versal 23 EARZHF HSM &R,

58 HSM BIZ Versal 24 EhHR G

TEHRMHT Versal 238 HSM R B EHREE R,
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AMDZ\ B58: mHNEnEe

XILINX

21: BEIFRERNME 0 BIMEL 12

— 0OTOEN SPK ﬁf BHZE® |
SPK
e PPK & SPK
s SPKID AR SPK | SPKHBI » o “EmEmT| BAPMC |
b — & PLM™ | FREER | 5apmimram
& AC skt = PMC F5%
Bob | ME7b |
[ #Eoc | ME7c | +
HSM BOOTGEN
SPK %% Eig
K SPK — T
SPK 331 2 SPK PPK & SPK | Rk | Skt
s %% £ © o] XtEE [ & T
ti( & — = it
Stage-1b *
[ Sge-Tc |
v
BOOTGEN SPK % IHT %%
B KER] 4 .
- PMC F&% P PMC F&% ;% IHT #%1 IHT gg
ey B i . = >
M e g =
&
yis
I 1” TOC | BOOTGEN
2 NE# PMC ° 4% Meta
BOOTGEN * FEG = ST
PPK&SPK [ wmpppy | BH#GY =
= —> um
&
Meta Meta
1) ST K pEs
= % Meta %—>
HSM = SKXHES
BH &% =
- 379 BH
x ——SSK: ok o1 *
&
BOOTGEN SPK %% Meta Sk & &
I SPK %:g BH %% _HTEE
1A B
PP & SPK ESHRIER B
SX N SR A BENEE
o E_@%I ERARH > by MERAL | P S
& = nky B4
p PPK & SPK
HSM
o ——SSK—p» praes SREZ
& |— e E
& SXEF

X21547-043022

AR PMC FEAES PLM # PMC_CDO,
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4 B¢ PDI

fEFMLE BIF 5% PDIo

command : bootgen -arch versal -image all.bif -w on -o final_r
error

all:

{

id_code = 0x04ca8093
extended_id_code = 0x01

id = 0x2

boot_config {bh_auth_enable}

metaheader
{
authentication = rsa,
pskfile = rsa-keys/PSK2.pem,
sskfile = rsa-keys/SSK2Z.pem
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = enc_keys/efuse_red_metaheader_key.nky,
dpacm_enable

}

image
{
name = pmc_subsys, id = 0x1c000001
partition
{
id = 0x01, type = bootloader,
authentication = rsa,
pskfile = rsa-keys/PSKl.pemn,
sskfile = rsa-keys/SSKl.pem,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = encr_keys/bbram_red_key.nky,
dpacm_enable,
file = images/gen_files/plm.elf
}
partition
{
id = 0x09, type = pmcdata, load = 0x£f2000000,
aeskeyfile = gen_keys/pmcdata.nky,
file = images/gen_files/pmc_data.cdo
}
}

image

{

name = 1lpd, id = 0x4210002
partition

{
id = 0x0C, type = cdo,
authentication = rsa,
pskfile = rsa-keys/PSK3.pemn,
sskfile = rsa-keys/SSK3.pem,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = gen_keys/keyl.nky,
dpacm_enable,

UG1283(v2022.2) 2022 £12 B 14 H
Bootgen FAFER l Send Feedback l

$F55: BNERE

ef.bin -log

china.xilinx.com
100


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=100

AMDZ\ #58: EHREEe

XILINX

file = images/gen_files/lpd_data.cdo

}

partition

{
id = 0x0B, core = psm,
authentication = rsa,

pskfile = rsa-keys/PSKl.pem,
sskfile = rsa-keys/SSKl.pem,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = gen_keys/key2.nky,
dpacm_enable,
blocks = 8192(20);4096(*),
file = images/static_files/psm_fw.elf
}
}

image

{

name = fpd, id = 0x420c003
partition

{
id = 0x08, type = cdo,
authentication = rsa,
pskfile = rsa-keys/PSK3.pemn,
sskfile = rsa-keys/SSK3.pem,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = gen_keys/key5.nky,
dpacm_enable,
file = images/gen_files/fpd_data.cdo
}

}

image
{
name = ss, id = 0x1c000033
partition
{
id = 0x0D, type = cdo,
authentication = rsa,
pskfile = rsa-keys/PSK2.pemn,
sskfile = rsa-keys/SSK2.pem,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = gen_keys/keyb6.nky,
dpacm_enable,
file = images/gen_files/subsystem.cdo
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AMDZ\ #58: EHREEe
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HSM AP R

MYER 0: & RR SPK #5!
4 RE SSK1 B9EL51

command : bootgen -arch versal -image stage0O-SSKl.bif -generate_hashes -w
on -log error

stage0-SSK1:

{
spkfile = rsa-keys/SSK1l.pub
}
4R SSK2 HIERF:
command : bootgen -arch versal -image stage0-SSK2.bif -generate_hashes -w

on -log error

stage0-SSK2:

{
spkfile = rsa-keys/SSKZ2.pub
}
4 A% SSK3 BIERSY:
command : bootgen -arch versal -image stage0-SSK3.bif -generate_hashes -w

on -log error

stage0-SSK3:
{

}

spkfile = rsa-keys/SSK3.pub

FER 1: Xt SPK Bi5I#{1T8Z
N EEMETIHITER:

openssl rsautl -raw -sign -inkey rsa-keys/PSKl.pem -in SSK1l.pub.sha384 >
SSK1.pub.sha384.sig
openssl rsautl -raw -sign -inkey rsa-keys/PSK2.pem -in SSK2.pub.sha384 >
SSK2.pub.sha384.sig

openssl rsautl -raw -sign -inkey rsa-keys/PSK3.pem -in SSK3.pub.sha384 >
SSK3 .pub.sha384.sig

MiER 2: REHEHTINE

mESK 1:

command : bootgen -arch versal -image stageZa.bif -o pmc_subsys_e.bin -w on

-log error

stageZa:
{

image

{

name = pmc_subsys, id = 0x1c000001

partition
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id = 0x01, type = bootloader,
encryption=aes,
keysrc = bbram_red_key,
aeskeyfile = encr_keys/bbram_red_key.nky,
dpacm_enable,
file = images/gen_files/plm.elf

}

partition

{
id = 0x09, type = pmcdata,
load = 0x£2000000,
aeskeyfile = encr_keys/pmcdata.nky,
file = images/gen_files/pmc_data.cdo
}

}

}

mEHX 2:

command : bootgen -arch versal -image stageZ2b-1.bif -o lpd_lpd_data_e.bin -
w on -log error

stage2Z2b-1:
{
image
{
name = 1pd, id = 0x4210002
partition
{
id = 0x0C, type = cdo,
encryption=aes, delay_auth,
keysrc = bbram_red_key,
aeskeyfile = encr_keys/keyl.nky,
dpacm_enable,
file = images/gen_files/lpd_data.cdo
}
}
}

mEHX 3:

command : bootgen -arch versal -image stageZ2b-2.bif -o lpd_psm_fw_e.bin -w
on -log error

stage2b-2:
{
image
{
name = 1pd, id = 0x4210002
partition
{
id = 0x0B, core = psm,
encryption = aes, delay_auth,
keysrc = bbram_red_key,
aeskeyfile = encr_keys/key2.nky,
dpacm_enable,
file = images/static_files/psm_fw.elf
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XILINX

NERKX 4:

command : bootgen -arch versal -image stage2c

error

stage2c:
{
image
{
name = fpd, id = 0x420c003
partition
{
id = 0x08, type = cdo,
encryption=aes, delay_auth,
keysrc = bbram_red_key,
aeskeyfile = encr_keys/keyb5.nky,
dpacm_enable,

file = images/gen_files/fpd_data.cdo

BER 3: ERERDASIHET!

command : bootgen -arch versal -image stage3.bif

log error

stage3:

{
image_config {bh_auth_enable}
image

{
{

name = pmc_subsys, id = 0x1c000001

type = bootimage,
authentication=rsa,

ppkfile = rsa-keys/PSK1l.pub,
spkfile = rsa-keys/SSK1l.pub,

spksignature = SSK1l.pub.sha384.sig,

file = pmc_subsys_e.bin

FiER 4. BRI HHIIHITER
S EEMBETIHITES:

openssl rsautl -raw -sign -inkey rsa-keys/SSK1l.pem

bootheader.sha384.sig

BBk 5. EMS KT

command : bootgen -arch versal -image stage5.bif

log error

stageb:
{

bhsignature = bootheader.sha384.sig
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image
{

name =

{

pmc_subsys, id =

type = bootimage,
authentication=rsa,
ppkfile = rsa-keys/PSK1
spkfile = rsa-keys/SSK1
spksignature = SSK1.pub
file = pmc_subsys_e.bin

}

image

{

name = 1lpd,
partition

{
type = bootimage,
authentication =
ppkfile =
spkfile =
spksignature =
file =
}
partition

{
type = bootimage,
authentication = rsa,
ppkfile = rsa-keys/PSKI1.
spkfile = rsa-keys/SSKI1.
spksignature = SSK1.pub.
file = lpd_psm_fw_e.bin
}

}

id = 0x4210002

rsa,

lpd_lpd_data_e.bin

image
{
id =
{

0x1c000000, name =
type = bootimage,
authentication=rsa,
ppkfile = rsa-keys/PSK3
spkfile = rsa-keys/SSK3
spksignature = SSK3.pub
file = fpd_e.bin

0x1c000033, name = ss
type = bootimage,
authentication =
ppkfile =
spkfile =
spksignature =
file =

rsa,

subsystem_e.bin
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0x1c000001

.pub,
.pub,
.sha384.sig,

rsa-keys/PSK3.pub,
rsa-keys/SSK3.pub,
SSK3.pub.sha384.sig,

pub,
pub,
sha384.sig,

.pub,
.pub,
.sha384.sig,

rsa-keys/PSK2.pub,
rsa-keys/SSK2.pub,
SSK2 .pub.sha384.sig,
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MiER 6: ROXBIIHITER

openssl rsautl

-raw -sign -inke

y rsa-keys/SSKl.pem

pmc_subsys_1.0.sha384 > pmc_subsys.0.sha384.sig

openssl rsautl

lpd.0.sha384.sig

openssl rsautl

psm.0.sha384.sig

openssl rsautl

psm.l.sha384.sig

openssl rsautl

psm.2.sha384.sig

openssl rsautl

psm.3.sha384.sig

openssl rsautl

psm.4.sha384.sig

openssl rsautl
fpd_data.cdo.O.
openssl rsautl

ss.0.sha384.sig

-raw -sign -inkey rsa-keys/SSK3.pem
-raw -sign -inkey rsa-keys/SSKl.pem
-raw -sign -inkey rsa-keys/SSKl.pem
-raw -sign -inkey rsa-keys/SSKl.pem
-raw -sign -inkey rsa-keys/SSKl.pem
-raw -sign -inkey rsa-keys/SSKl.pem
-raw -sign -inkey rsa-keys/SSK3.pem
sha384.sig

-raw -sign -inkey rsa-keys/SSKZ.pem

MR 7: BOREZBASHEIEIES

BASK1EH:

command
on -log error

stageTa:

{

bhsignature

bootgen

-arch versal

= bootheader.sh

-image stageT7a.bif

a384.sig

image_config {bh_auth_enable}

image
{
name =
{
type =
authent
ppkfile
spkfile
spksign
presign
file =

}
BAPK2%8:

command bootg
lpd_lpd_data_e_

stage7b-1:
{
image
{
name = 1lpd
partition

UG1283 (v2022.2) 2022 £ 12 A
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pmc_subsys,

id =

bootimage,
ication=rsa,
= rsa-keys/PSK1
= rsa-keys/SSK1
ature = SSK1.pub

0x1c000001

.pub,
.pub,
.sha384.sig,

= pmc_subsys.0.sha384.sig,

pmc_subsys_e.bin

-arch versal
-w on -1o

en
ac.bin

, id =

0x4210002

14 H

-image stage7b-1.bif
g error

-in

-in

-in

-in

-in

-in

-in

-in

-in

-0

1pd_12

lpd_11.
lpd_11.
1pd_11.
lpd_11.

lpd_11.

.0.sha384

$F55: BNERE

0.sha384
.sha384
2.sha384
3.sha384

.sha384

fpd_8.0.sha384 >

ss_13.0.sha384 >

-0 pmc_subsys_e_ac.bin
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type = bootimage,

authentication = rsa,

ppkfile = rsa-keys/PSK3.pub,
spkfile = rsa-keys/SSK3.pub,
spksignature = SSK3.pub.sha384.sig,
presign = 1lpd.0.sha384.sig,
file = lpd_lpd_data_e.bin
}
}
}
BAPKX3ES:
command bootgen -arch versal -image stage7b-2.bif
w on -log error
stageTb-2:
{
image
{
name = 1lpd, id = 0x4210002
partition
{
type = bootimage,
authentication = rsa,
ppkfile = rsa-keys/PSK1l.pub,
spkfile = rsa-keys/SSK1l.pub,
spksignature = SSK1l.pub.sha384.sig,
presign = psm.0.sha384.sig,
file = 1lpd_psm_fw_e.bin
}
}
}
BASKX4%E:
command bootgen -arch versal -image stageTc.bif

-log error

stageTc:
{
image
{
id = 0x1c000000, name = fpd
{ type = bootimage,

authentication=rsa,

ppkfile = rsa-keys/PSK3.pub,

spkfile = rsa-keys/SSK3.pub,
spksignature = SSK3.pub.sha384.sig,
presign = fpd_data.cdo.0.sha384.sig,
file = fpd_e.bin

$F55: BNERE

-o fpd_e_ac.bin.bin
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HWARPKX58R:

command : bootgen -arch versal -image stage7d.bif -o subsystem_e_ac.bin -w
on -log error

stage7d:
{
image
{

id = 0x1c000033, name = ss

{ type = bootimage,
authentication = rsa,
ppkfile = rsa-keys/PSK2.pub,
spkfile = rsa-keys/SSK2.pub,
spksignature = SSK2.pub.sha384.sig,
presign = ss.0.sha384.sig,
file = subsystem_e.bin

BiER 8: MBI HRET!

command : bootgen -arch versal -image stage8a.bif -generate_hashes -w on -
log error

stage8:

{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2

metaheader

{

authentication = rsa,

ppkfile = rsa-keys/PSK2.pub,
spkfile = rsa-keys/SSKZ2.pub,
spksignature = SSKZ2.pub.sha384.sig,
encryption=aes,

keysrc = bbram_red_key,

aeskeyfile = encr_keys/efuse_red_metaheader_key.nky,
dpacm_enable,

revoke_id = 0x00000002

}

image

{
}

{type = bootimage, file = pmc_subsys_e_ac.bin}

image

{
{type = bootimage, file = 1lpd_lpd_data_e_ac.bin}
{type = bootimage, file = 1lpd_psm_fw_e_ac.bin}

image

{
}

{type = bootimage, file = fpd_e_ac.bin}
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image
{

{type = bootimage, file = subsystem_e_ac.bin}

BiER 9: B HFRETIHITES
S EEMBIBTIHITER!

openssl rsautl -raw -sign -inkey rsa-keys/SSKZ2.pem -in
imageheadertable.sha384 > imageheadertable.sha384.sig

MER 10: £/ Meta KX EEF

command : bootgen -arch versal -image stage8b.bif -generate_hashes -w on -
log error

stage8b:

{

headersignature = imageheadertable.sha384.sig
id_code = 0x04ca8093

extended_id_code = 0x01

id = 0x2

metaheader

{
authentication = rsa,

ppkfile = rsa-keys/PSK2.pub,
spkfile = rsa-keys/SSKZ2.pub,
spksignature = SSKZ2.pub.sha384.sig,
encryption=aes,

keysrc = bbram_red_key,

aeskeyfile = encr_keys/efuse_red_metaheader_key.nky,

dpacm_enable

}

image

{
{type = bootimage, file = pmc_subsys_e_ac.bin}

}

image

{
{type = bootimage, file = 1lpd_lpd_data_e_ac.bin}
{type = bootimage, file = 1lpd_psm_fw_e_ac.bin}

}

image

{
{type = bootimage, file = fpd_e_ac.bin}

}

image

{

{type = bootimage, file = subsystem_e_ac.bin}
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BB 11: 3 Meta AXHRTI#ITER

$F55: BNERE

openssl rsautl -raw -sign -inkey rsa-keys/SSK2.pem -in MetaHeader.sha384 >
metaheader.sha384.sig

BER 12: BORXHTHSE, HBALIXHESR

¥925c% PDI:
command bootgen -arch versal -image stagelO.bif -o final.bin
error
stagelO:
{
headersignature = imageheadertable.sha384.sig
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id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2

metaheader

{
authentication = rsa,

ppkfile = rsa-keys/PSK2.pub,
spkfile = rsa-keys/SSKZ2.pub
spksignature = SSK2.pub.sha384.sig,
presign = metaheader.sha384.sig
encryption=aes,

keysrc = bbram_red_key,

aeskeyfile = encr_keys/efuse_red_metaheader_key.nky,
dpacm_enable
}
image
{
{type = bootimage, file = pmc_subsys_e_ac.bin}
}
image
{
{type = bootimage, file = 1lpd_lpd_data_e_ac.bin}
{type = bootimage, file = 1lpd_psm_fw_e_ac.bin}
}
image
{
{type = bootimage, file = fpd_e_ac.bin}
image
{
{type = bootimage, file = subsystem_e_ac.bin}
}
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AMD
XILINX

i
(@)
Ll

SSIT %

SERFBEEREAR (SSIFEAR) BFIHERERNRS, REMEINGELABERT™HIIZITER,
KH SSI AR HZ MBREEBXI (SLR) LAk, EH&4 SLRIA—F#EF. SLRO HifA Master SLR (E
SLR) , EREKXEF. SLR1 ZEETMLE-FEE, SLR2 EB TMLEE=5, LUIEH, Versal® ACAP SSI AT
A EERZMEH SLR,

1 SLIR FEHBE ST A ERIEHIZE (PMC) MAI4HIZIZLE (PL) X3, &R Versal® ACAP B 28—#%, {8 slave
SLR (M SLR) &% Al 5|2 (AIE) IR RS (PS) XiF,

BRI EBEIRL PDI 2FE PDI Y PDI, HF&E4 SLR#AMEEB K PMC R, EitEA SLR #=FE—1
PDI —#2/25h, Lt PDI£E/TEE PDI K,

AR =1 SLR #H9 PLM elf ZRMZAEE,
Versal® ACAP SSI $iR23(FH BIF RFREITFHEBERR[BEHTE, LUTEE 2 > SLR 2358 bif .

AR LUTEA BIF KEBREANENX M, Bootgen RIFEZ BIF 3R, HET BIF ir%8IEEZHM PDI, X BIF
3| XL BIF 7%, Bootgen &&F  BIF §& PDI §33E PDI, IthE PDI BDE LUSED SSI AR 884,

AR M SLR BERIFHREY smap_width=0 EHURIET FilfiElE, BIZEMAFER.
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EAT B M SLR 2B4FHY SSIT IE% 2 BIF =ffl:

—_
=]

= Bz s (HBM) 234l

bitstream_boot_1:
{
id_code = 0x04d28093
extended_id_code = 0x01
id = 0xb
boot_config {smap_width=0}
image
{
name = pmc_subsys
id = 0x1c000001
partition
{
id = 0xb01
type = bootloader
file = gen_files/plm.elf

}

partition

{

id = 0xbOA

type = pmcdata, load = 0x£f2000000

file = gen_files/pmc_data_slr_1.cdo
}

}
image
{
name = pl_noc
id = 0x18700000
partition
{
id = 0xb05
type = cdo
file = project_l_wrapper_boot_1.rnpi
}
}
}

bitstream_1:

{

id_code = 0x04d28093
extended_id_code = 0x01

id = Oxc

boot_config {smap_width=0}
image

{

name = pl_cfi

id = 0x18700000
partition
{
id = 0xc03
type = cdo
file = project_l_wrapper_1l.rcdo
}

partition

{
id = 0xcO05
type = cdo
file = project_l_wrapper_1l.rnpi
}
}
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}

bitstream_master:

{
id_code = 0x04d28093
extended_id_code = 0x01
id = 0x2

image
{
name = pmc_subsys
id = 0x1c000001
partition

{
id = 0x01
type = bootloader
slr = O
file = gen_files/plm.elf
}
partition
{
id = 0x09
type = pmcdata, load = 0x£f2000000
slr = 0
file = gen_files/pmc_data.cdo
}
}
image
{

name = SUB_SYSTEM_BOOT_MASTER
id = 0x18700000
type = slr-boot
partition
{
id = 0x05
type = cdo
slr = O
file = project_l_wrapper_boot_0.rnpi
}
partition
{
id = 0xbl5
slr = 1
section = bitstream_boot_1
}
partition
{
id = 0x02
type = cdo
file = noc_pll.rnpi
}
}
image
{
name = 1pd
id = 0x4210002
partition

{

id = 0x0C

type = cdo

slr = O

file = gen_files/lpd_data.cdo
}

partition
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{
id = 0x0B
core = psm
slr = 0
file = static_files/psm_fw.elf
}
}
image
{

name = fpd
id = 0x420c003
partition

{
id = 0x08
type = cdo
slr = O
file = gen_files/fpd_data.cdo
}
}
image
{

name = CONFIG_MASTER
id = 0x18700000
type = slr-config
partition
{
id = Oxclb6
slr = 1
section = bitstream_1
}
partition
{
id = 0x13
type = cdo
slr = 0
file = project_l_wrapper_master_config.rcdo
}
}
}

ERFIM SLR 28349 SSIT JEL £ BIF R~ f7l:

// For generating SLR1 - boot PDI
bitstream_boot_1:
{
id_code = 0x04d10093
extended_id_code = 0x01
id = 0xb
boot_config {smap_width=0}
image
{
name = pmc_subsys, id = 0x1c000001
partition { id = 0xb0l, type = bootloader, file = gen_files/plm.elf 1}
partition { id = OxbOA, type = pmcdata, load = 0xf2000000, file =
gen_files/pmc_data_slr_1.cdo }
}
image
{
name = pl_noc, id = 0x18700000
partition { id = 0xb05, type = cdo, file = boot_l.rnpi 1}
}
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// For generating SLR2Z - boot PDI
bitstream_boot_2:
{
id_code = 0x04d10093
extended_id_code = 0x01
id = 0xb
boot_config {smap_width=0}
image
{
name = pmc_subsys, id = 0x1c000001
partition { id = 0xb0l, type = bootloader, file = gen_files/plm.elf 1}
partition { id = OxbOA, type = pmcdata, load = 0xf2000000, file =
gen_files/pmc_data_slr_2.cdo }
}
image
{
name = pl_noc, id = 0x18700000
partition { id = 0xb05, type = cdo, file = boot_2.rnpi 1}
}

3

// For generating SLR1 - partial config PDI
bitstream_1:

{
id_code = 0x04d10093
extended_id_code = 0x01
id = Oxc
boot_config {smap_width=0}
image
{
name = pl_cfi, id = 0x18700000
partition { id = 0xc03, type = cdo, file = config_l.rcdo 1}
partition { id = 0xc05, type = cdo, file = config_1.rnpi 1}
}
}

// For generating SLR2
bitstream_2:

— partial config PDI

{
id_code = 0x04d10093
extended_id_code = 0x01
id = Oxc
boot_config {smap_width=0}
image
{
name = pl_cfi, id = 0x18700000
partition { id = 0xc03, type = cdo, file = config_2.rcdo 1}
partition { id = O0xc05, type = cdo, file = config_2.rnpi 1}
}
}

// For generating final PDI - by combining above generated PDIs.
bitstream_master:

{
id_code = 0x04d10093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
partition { id = 0x01l, type = bootloader, slr = 0, file = gen_files/
plm.elf }
partition { id = 0x09, type = pmcdata, load = 0x£f2000000, slr = 0, file
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= gen_files/pmc_data.cdo 1}
}
image
{
name = SUB_SYSTEM_BOOT_MASTER, id = 0x18700000, type = slr-boot
partition { id = 0x05, type = cdo, slr = 0, file = boot_O.rnpi }
partition { id = O0xbl5, slr = 1, section = bitstream_boot_1 }
partition { id = 0xbl5, slr = 2, section = bitstream_boot_2 }
partition { id = 0x02, type = cdo, file = gen_files/
bd_70da_pspmc_0_0_noc_clock.cdo
}
image
{
name = 1lpd, id = 0x4210002

partition { id = 0x0C, type = cdo, slr = 0, file = gen_files/
lpd_data.cdo 1}
partition { id = 0x0B, core = psm, slr = 0, file = static_files/
psm_fw.elf 1}
}
image
{

name = fpd, id = 0x420c003
partition { id = 0x08, type = cdo, slr = 0, file = gen_files/
fpd_data.cdo 1}

}
image
{
name = CONFIG_MASTER, id = 0x18700001, type = slr-config
partition { id = Oxcl6, slr = 1, section = bitstream_1 }
partition { id = Oxcl6, slr = 2, section = bitstream_2 1}
partition { id = 0x13, type = cdo, slr = 0, file = master_config.rcdo }
}

}

AR SSI AR SZHF MCS HIUBENRE/PDI £ AMEOEMEIFE PDI AR KA T #HHIKRI. EMIRE
PDI 3% mes I (RiiREEZEHUIET) -

EATF =M SLR 28489 SSIT S4I83E BIF = 15l:

command : bootgen -arch versal -image all.bif -w on -o final_ref.bin -log
error

bitstream_boot_1:

{

id_code = 0x04d14093
extended_id_code = 0x01
id = Oxb

boot_config {smap_width=0,bh_auth_enable}
pskfile = PSK1l.pem
sskfile = SSKl.pem

metaheader

{

authentication = rsa
}

image

{

name = pmc_subsys

id = 0x1c000001
partition

{
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id = 0xb01
type = bootloader
authentication = rsa
file = gen_files/plm.elf
}
partition
{
id = OxbOA
type = pmcdata, load = 0xf2000000
file = gen_files/pmc_data_slr_1.cdo
}
}
image
{
name = pl_noc
id = 0x18700000
partition

{
id = 0xb05
type = cdo
authentication = rsa
file = project_l_wrapper_boot_1.rnpi
}
}

}

bitstream_boot_2:

{
id_code = 0x04d14093
extended_id_code = 0x01
id = 0Oxb

boot_config {smap_width=0,bh_auth_enable}
pskfile = PSKZ.pem
sskfile = SSKZ2.pem

metaheader

{

authentication = rsa
}

image

{

name = pmc_subsys

id = 0x1c000001
partition

{
id = 0xb01
type = bootloader

authentication = rsa
file = gen_files/plm.elf
}
partition
{
id = O0xbOA

type = pmcdata, load = 0x£f2000000
file = gen_files/pmc_data_slr_2.cdo
}

}

image

{

name = pl_noc

id = 0x18700000

partition
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{
id = 0xb05
type = cdo
authentication = rsa
file = project_l_wrapper_boot_2.rnpi

}

}
}

bitstream_boot_3:

{

id_code = 0x04d14093
extended_id_code = 0x01
id = 0xb

boot_config {smap_width=0,bh_auth_enable}
pskfile = PSK3.pem
sskfile = SSK3.pem

metaheader

{

authentication = rsa
}

image

{

name = pmc_subsys

id = 0x1c000001
partition
{
id = 0xb01
type = bootloader
authentication = rsa
file = gen_files/plm.elf
}
partition
{
id = 0xbOA
type = pmcdata, load = 0x£f2000000
file = gen_files/pmc_data_slr_3.cdo
}
}
image
{
name = pl_noc
id = 0x18700000
partition

{
id = 0xb05
type = cdo
authentication = rsa
file = project_l_wrapper_boot_3.rnpi
}
}

}

bitstream_1:

{

id_code = 0x04d14093
extended_id_code = 0x01
id = Oxc

pskfile PSK1.pem
sskfile = SSK1l.pem
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boot_config {smap_width=0,bh_auth_enable}

metaheader

{

authentication = rsa
}
image

{

name = pl_cfi

id = 0x18700000
partition

{
id = 0xcO03
type = cdo
authentication = rsa
file = project_l_wrapper_l.rcdo
}
partition
{

id = 0xcO05
type = cdo
authentication = rsa
file = project_l_wrapper_1l.rnpi
}
}
}

bitstream_2:

{

id_code = 0x04d14093
extended_id_code = 0x01
id = Oxc

pskfile = PSKZ.pem
sskfile = SSKZ2.pem
boot_config {smap_width=0,bh_auth_enable}

metaheader

{

authentication = rsa
}
image

{

name = pl_cfi

id = 0x18700000

partition

{

id = 0xcO03

type = cdo

authentication = rsa

file = project_l_wrapper_2.rcdo
}
partition

{

id = 0xc05

type = cdo

authentication = rsa

file = project_l_wrapper_2.rnpi

}
}
3

bitstream_3:
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id_code = 0x04d14093
extended_id_code = 0x01
id = Oxc

pskfile = PSK3.pem
sskfile = SSK3.pem
boot_config {smap_width=0,bh_auth_enable}

metaheader

{

authentication = rsa
}
image

{

name = pl_cfi

id = 0x18700000
partition

{
id = 0xc03
type = cdo

authentication = rsa
file = project_l_wrapper_3.rcdo
}
partition
{
id = 0xcO05
type = cdo
authentication = rsa
file = project_l_wrapper_3.rnpi
}
}
}

bitstream_master:

{

id_code = 0x04d14093
extended_id_code = 0x01
id = 0x2

boot_config { bh_auth_enable }
pskfile = psk.pem

sskfile = ssk.pem

metaheader

{

authentication = rsa
}

image

{

name = pmc_subsys

id = 0x1c000001
partition
{
id = 0x01
type = bootloader
slr = O
authentication = rsa
file = gen_files/plm.elf
}
partition
{
id = 0x09
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type = pmcdata,
slr = 0

file = gen_files/pmc_data.cdo

}
}
image

{

load = 0x£2000000

name = BOOT_MAS_AUTH

id = 0x18700000
type = slr-boot
partition

{

id = 0x05
type = cdo
slr = O

authentication =

file = project_l_wrapper_boot_0

}

partition

{

id = 0xblb

slr = 1
authentication =

section = bitstream_boot_1

}

partition

{

id = 0xblb

slr = 2
authentication =

section = bitstream_boot_2

}

partition

{

id = 0xblb

slr = 3
authentication =

section = bitstream_boot_3

}

partition

{

id = 0x02

type = cdo
authentication =

rsa

rsa

rsa

rsa

rsa

file = noc_pll.rnpi

}
}
image

{

name = 1lpd

id = 0x4210002
partition

{

id = 0x0C
type = cdo
slr = 0

authentication =

file = gen_files/lpd_data.cdo

}
partition

{
id = 0xO0B
core = psm
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slr = O
authentication = rsa
file = static_files/psm_fw.elf
}
}
image
{
name = fpd

id = 0x420c003
partition

{
id = 0x08
type = cdo
slr = O
authentication = rsa
file = gen_files/fpd_data.cdo
}
}
image
{

name = CONF_MAS_AUTH
id = 0x18700000
type = slr-config
partition
{
id = 0Oxclé
slr = 1
authentication = rsa
section = bitstream_1
}
partition
{
id = Oxclé
slr = 2
authentication = rsa
section = bitstream_2
}
partition
{
id = Oxclé
slr = 3
authentication = rsa
section = bitstream_3
}
partition
{
id = 0x13
type = cdo
slr = O
authentication = rsa

file = project_l_wrapper_master_config.rcdo
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i
~N
Ll

FPGA &%

W ES5E: BeiiERe MR, (XR FPGA MM IIIZHENETHRREMEITE, ERBTAARMERAR
IP SRR SE MBI B SHMEM S HIIE. Bootgen AM 7 RFIFEH FPGA RYIBHT BT R2HHKRE (M0
B/ RBHIIE) T, RERMTEXUEMEER Bootgen KXT LIS HRHITINZEMN BHIIFAIERRE, HITXLETR
FIH1T T i¥40i5% 88, 1E Bootgen JhiI ZEEA Ay FPGA 121t Bootgen 2§,

AR GHFRE 7 RYISBGNEShRAR BRI R,

INZEEH & 17 58Ik

EREB 7 &% FPGA EAET PL B AR EFE B IAIERS (HMAC) M1 &89 4A 55 (CBC) IR M SR INZEIR &
(AES) #&3R, ¥4F UltraScale 23 FEShRABI251, NIEER AES-256/Galois 1281, (GCM), TFE HMAC,

ikl

NERINZRLLSFR, 7E BIF AR acskeyrile BHIEET AES BN M., MIREFZEINEN BIF XMAHTIHAILLEF
TRIETE encryption=aes B,

bootgen -arch fpga -image secure.bif -w -o securetop.bit
BIF XN R/

the_ROM_image:

{
[aeskeyfile] encrypt.nky
[encryption=aes] top.bit

}

SAEIETFI
RT3t FPGA LEFER# 1T H 2 IIER Bootgen di LN TR :

bootgen -arch fpga -image all.bif -o rsa.bit -w on -log error
BIF X0 AR

the_ROM_image:

{
[sskfile] rsaPrivKeyInfo.pem
[authentication=rsa)] plain.bit
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B SAEAR M TA
NZFFRME AN,

% 7 %F: FPGA ¥%

PBRRABRRBIIFASUEM, FERAMBIRSRERTINEERX . ZARITREERNE

g, BIUELEXHFIITEMERREEN vis EIERIEE, 1BBER secure.solutions@xilinx.com LUIRENFEZ .

image:

{
[aeskeyfile] key_file.nky
[familykey] familyKey.cfg
[encryption=aes] top.bit

3

aeskey Yf¢*¥$yu—|:ﬁﬁﬂ_'\o

22 AES B5A#Ed

|

=k
EncryptiEeySelect BRRAM;
ol

HeylObfuscate S54da®lichZ20IL502L8

ldl4faZ2q71lf4a8s902bledodql8ciciedb2 l4dcle40db

L Vi
StartivObfuscate c485144e387a%9208lad20cBeT7alns272, O
Heyl dod2e72adlb28leccaSe0790bEe5ho940%0eclcffedl0ablle5671 73454427010, 0O
StartiIVo JfefZeeS5495dblbdaflicZecaledeqdsll, 0;
KeyObfuscate 967abdleccocefdddlS90241007daelBfqlde9cat231852¢c006lfbocT8e204c5L3, 1;

StartivOobfuscate

-

Key(d af84947a%:c256c090d5aelc53edIfd3qbh553d7

StartIVD asS0026e2123

bAaeldllfaclf4fb5400ad?,

Tab®aTcaBBq474d7E95edlb548523451b, 1

- F

129badcffbeSEffel

J1S%aqd 45 = f i 1z

]
o

HSM &=

Xt FEF* (Production) fR4s, FPGA M HSM &3, #HBixal{ER+TE (Standard) I,

R

ERN A ERESRARSHIIEERMERR. EEXT, BANAIHBABTEREIZHIIENLER. &

WA IETT Bootgen:

bootgen -arch fpga -image all.bif -o rsa_ref.bit -w on -log error

TS BER T MNEITE HSM R T ERE T SHIIERILLYS

BEETT HSM &ERAE:
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BiER 0: fEAEMEAMHITSHIIE

23: HSM B g

% 7 %F: FPGA ¥%

Bootgen \ o :
s R i
ERZAREL S 1;}33@*”\%%5 dummy.bit
e o HITHRIIE
Bootgen dummv.bi
y.bit et
- R i >
R 1
HSM FEAFR RS bt g
*u SSK ih—k}%% ST/ -
MEZ 2
Bootgen AR SAER TR A5
2 IS IE R IhA =
#1SPK FHEE L >
FrER 3

X21279-043022

XEHIWAE LRI —RIEES. X TFHER 0, Bootgen FIZERY stage0.bif Xffo

bootgen -arch fpga -image stage0O.bif -w -o dummy.bit -log error

stage0.bif AR TR, WMETEEEBI, BSREEMER.

the_ROM_image:

{

[sskfilel

}

dummykey.pem
[authentication=rsa]

plain.bit

AR 23 5HEIENERREE M. SRR, EJ2MEE. IR dumny . vit HENZUENE LIRS
SRRt R VAR . T7E, BEMIS X HREML Bootgen BY, ERMBEERZHERBAEN, U
RIEEI B IIERI LR,

BrER 1: ERET!

bootgen -arch fpga
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AMDZ %75 FPGA Hi3
XILINX

Stagel.bif I FF/R:

the_ROM_image:
{

3

[authentication=rsa] dummy.bit

MER 2: XFEIFI HSM #HITER

XEBER OpenSSL #1T/ETo

openssl rsautl -sign
-inkey rsaPrivKeyInfo.pem -in dummy.sha384 > dummy.sha384.sig

BiER 3: EAESIERRKER RSA IEH

Stage3.bif W TRFAR:
bootgen -arch fpga -image stage3.bif -w -o rsa_rel.bit -log error

the_ROM_image:

{
[spkfile] rsaPubKeyInfo.pem
[authentication=rsa, presign=dummy.sha384.sigldummy.bit

}

ﬁﬁ: ’A%’H?ﬁg%iﬁﬁéiéu eFUSE EF" E HSM *ﬁﬁ?ﬂ"]l‘}’l\ﬁﬁ 38 rs aPubKeyInfo.pem.nky 3‘<1¢qﬂﬂﬁz§m&t’&’fﬁ
HE,

[&] B fsE F B (2 I8 IEF N ZBY HSM RiE

BfiER 0: EAEMBEAXNALRATMENS BRI, MRBEDARR, BRI keylife 3,

BRILRM . nky X, 5¢FE Bootgen RILIEMBEMBEERR . nky Xffo Bootgen R3ZHFEM AES 1RIIEH, &
HRMINEERE keylife B

the_ROM_image:

{

[aeskeyfile] encrypt.nky

[sskfile] dummykey.pem

[encryption=aes, authentication=rsa,keylife =32] plain-system.bit

}

bootgen -arch fpga -image stageO.bif -w -o auth-encrypt-system.bit -log info

TR EE, MRBATME, WRER nky XfF. EXHBEEFRERER.
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AMDZ %75 FPGA Hi3
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MEX 1: HERERT!

BESR U TSR,
the_ROM_image:
{

[authentication=rsal] auth-encrypt-system.bit

}

bootgen -arch fpga -image stagel.bif -generate_hashes -log info

MER 2: X HSM #1TER

XEB{$F OpenSSL #H{TE T

openssl rsautl -sign -inkey rsaPrivKeyInfo.pem -in auth-encrypt-
system.sha384 > auth-encrypt-system.sha384.sig

ERILUER HSM RS BITHFHITE R, T SSI AR, A NBREBXYE (SLR) EMER. UTRAERTT
BFAEBMA SLR MSBHEME BRI,

openssl rsautl -sign -inkey rsaPrivKeyInfo.pem -in auth-encrypt-
system.0.sha384 > auth-encrypt-system.0.sha384.sig

openssl rsautl -sign -inkey rsaPrivKeyInfo.pem -in auth-encrypt-
system.1l.sha384 > auth-encrypt-system.l.sha384.sig

openssl rsautl -sign -inkey rsaPrivKeyInfo.pem -in auth-encrypt-
system.2.sha384 > auth-encrypt-system.2.sha384.sig

openssl rsautl -sign -inkey rsaPrivKeyInfo.pem -in auth-encrypt-
system.3.sha384 > auth-encrypt-system.3.sha384.sig

BiER 3: EFESEERRER RSA IEH
BESR U TSR,
the_ROM_image:

{
[spkfile] rsaPubKeyInfo.pem

[authentication=rsa, presign=auth-encrypt-system.sha384.sig] auth-encrypt-
system.bit

}

Command:bootgen -arch fpga -image stage3.bif -w -o rsa_encrypt.bit -log info

FR: T SSI AR, FH presign=<first presign filename>:<number of total presigns>o fjl
i, BB SLR BISSHENfEA <first presign filename:4>o
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AMD
XILINX

i
co
Ll

15 5 7= 51

LAUR 22 Bootgen BVEARIARIFIRGl. B RAAIKRANESR, FERMIIETERS. WF T HXLEAEBEIMRGIIFHE
EX, FEH B,

Zyngq MPSoC Fafl
FE LA SR ST

LUTFRGIZRT arERERRNZ LT AREEB RS, pru_ftw.e1f B BootROM fNH,
fsbl_ab53.elf NBIMNEIERF, MEE A53-0#% Lo app_as3.elf B A53-1 1T, app_r5.el1f MHEH r5-0 %
H1To

the_ROM_image:

{
[pmufw_image] pmu_fw.elf
[bootloader, destination_cpu=a53-0] fsbl_ab53.elf
[destination_cpu=a53-1] app_ab3.elf
[destination_cpu=r5-0] app_r5.elf

B BootROM IR PMU E 4
IR R RUN{AIEA R BootROM MIERY pnu_ fw. e1f FAIEBNHERZ,

the_ROM_image:

{
[pmufw_image] pmu_fw.elf
[bootloader, destination_cpu=a53-0] fsbl_ab53.elf
[destination_cpu=r5-0] app_r5.elf

}

IR 2R {E A B BootROM MNEHY pnu_fw. elf ROEBHIESR. R PMU BHE(EMA [pmufw_image] B
IBEM, MAE PMU B ERMIIZXRLE, ©EEMIINE FSBL, f FSBL 5 PMU B EHEE AR —KE S
X, FEt, &7E Bootgen B log HEFHMEREIL PMU E,
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H FSBL IN#89 PMU Bl
R B R RINEER R FSBL MNEBY pnu_fw. e1£ REEBES,

the_ROM_image:

{
[bootloader, destination_cpu=a53-0] fsbl_ab53.elf
[destination_cpu=pmul] pmu_fw.elf
[destination_cpu=r5-0] app_r5.elf

}

7. Bootgen I RIHRMLS (bootloader] ANETNAT [pnufw_imagelo [pmufw_image] NMEREAEE
/H&o

BEh Linux

R GI1ER T JMAITE Zyng® UltraScale+™ MPSoC 28 (arch=zyngmp) £/EEN Linuxe
fsbl_a53.elf NBRENINEIER, 7 a53-0 LiafT,
pmu_fw.elf B FSBL f0&,
b131.elf /9 Arm® RI{SEH (ATF), 7 el-3 Li{T,
U-Boot &R uboot £ a53-0 By el-2 £iE1T,
Linux 318 image .ub BF MW 0x1E40000 &, HE 0x10000000 AN,

the_ROM_image:

{
[bootloader, destination_cpu = ab53-0]fsbl_ab3.elf
[destination_cpu=pmulpmu_fw.elf
[destination_cpu=a53-0, exception_level=el-3, trustzonelbl3l.elf
[destination_cpu=ab53-0, exception_level=el-2] u-boot.elf
[offset=0x1E40000, 10ad=0X10000000, destination_cpu=ab3-0]image.ub
}

InZ3#12: BBRAM I234H
L RBER T N RIE R hFE&GHEE SR FSBL BRAMZ, LUKIN{a{ER BBRAM RIF(ERV4T 23R R AIZEN T

the_ROM_image:
{
[keysrc_encryption] bbram_red_key
[
bootloader,
encryption=aes,
aeskeyfile=aesO.nky,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf
[destination_cpu=a53-0, encryption=aes,
aeskeyfile=aesl.nky]App_A53_0.elf
}
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AMDZ\ EewE: AT
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%712 eFUSE REMENLIEHA
BRI T MRS E GRS FSBL MM, LURIITER eFUSE SRz eI R AR,

the_ROM_image:
{

[keysrc_encryption] efuse_red_key

[
bootloader,
encryption=aes,
aeskeyfile=aesO.nky,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf

destination_cpu = a53-0,
encryption=aes,
aeskeyfile=aesl.nky

] App_A53_0.elf

%72 eFUSE RIFENEREA

HROETR T A R B EG&FEED N FSBL BRAME, MUKINEER eFUSE R7EEM e fuse_blk_key REIE
M. 37 FSBL A= EHSHIIT,

the_ROM_image:

{
[fsbl_config] puf4kmode, shutter=0x0100005E
[auth_params] ppk_select=0; spk_id=0x5
[pskfile] primary_4096.pem
[sskfile] secondary_4096.pem
[keysrc_encryption] efuse_blk_key
[bh_key_iv] bhkeyiv.txt

[

bootloader,
encryption=aes,
aeskeyfile=aesO.nky,
authentication=rsa
] fsbl.elf
}

AR EARTIANEN, BoRESHRIERLEN.

ERE: Bk X EHEFENREH

R BIET T AR EEIREH RSN FSBL BRME, LURINAERBEKXHHEFMERN bh_blk_key REIE
Ao $3% FSBL RS BA S K I,

the_ROM_image:

{
[pskfile] PSK.pem
[sskfile] SSK.pem
[fsbl_config] shutter=0x0100005E
[auth_params] ppk_select=0
[bh_keyfile] blackkey.txt
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AMDZ\ EewE: AT
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[bh_key_iv] black_key_iv.txt
[puf_filelhelperdata4k.txt
[keysrc_encryption] bh_blk_key
[

bootloader,

encryption=aes,

aeskeyfile=aesO.nky,

authentication=rsa,

destination_cpu=a53-0
] ZyngMP_Fsbl.elf

destination_cpu = a53-0,
encryption=aes,
aeskeyfile=aesl.nky
] App_A53_0.elf
}

AR ERARTIANEN, FRMREGEINEIL

INZ#HIE: eFUSE R7EAEMIR A

R BIETR T RIS R B EhREHEE SN FSBL BAME, LURIIFEIER eFUSE FFMEN efuse_gry_key KEIE

RzFo
the_ROM_image:
{
[keysrc_encryption] efuse_gry_key
[bh_key_iv] bh_key_div.txt
[
bootloader,
encryption=aes,
aeskeyfile=aesO.nky,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf
[
destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aesl.nky
] App_A53_0.elf
}

MERE: Bk X 4R EFERNIREH

R BIRT T ARSI R EEREHEE DA FSBL BAME, LURINFEERBEHAXAHEFIERN bh_gry_key REIE
Ao

the_ROM_image:

{
[keysrc_encryption] bh_gry_key
[bh_keyfile] bhkey.txt
[bh_key_iv] bh_key_iv.txt

[
bootloader,
encryption=aes,

UG1283(v2022.2) 2022 £12 B 14 H china.xilinx.com
Bootgen FAF1ER l Send Feedback l 31


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=131

AMDZ\ EewE: AT
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aeskeyfile=aesO.nky,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf

destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aesl.nky

] App_A53_0.elf

EITHHA
R T MRS E GRS FSBL MM, LURIITER eFUSE SRz eI R AR,

the_ROM_image:

{
[fsbl_config] opt_key
[keysrc_encryption] efuse_red_key

[
bootloader,
encryption=aes,
aeskeyfile=aes0.nky,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf

destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aesl.nky

] App_A53_0.elf

FEHABTEARFIPA R RERRISEMHHH

WFSTRET THR FIRASR: 51 2 SFEEN, BIA (RLEN) BRIOHS, HU B (FR2H
) DTSR, ERAEIELE. DA A ERIRLE. B HRNEREATH ML, B, 55
FAUHTILT BAATA,

HIPA A ERERHER (BEER op_key M) KXY BEIMBAZFHITINE - IR ERIBEINHIZFMLAHEPA
Bo HIPA B M Op_key SMFABEHRE S X#HITME,

HIFA B ERAHEIZMEINE S X IUKRERA A AERUNEMBNEINEIZER, HERA Bootgen BB —IEESTE
_Ey 2ﬂﬁ£$/l\ boot.bin,

LUTEEERT BFHERENTE:

$E1

EVRPSESR, HAA FRSFEZHEM opt _key I BEIMBEFFITING, AEENZBENEBENBEFRTH
HRA Bo Ii7E, HPBA B Blal—XMEIBRENESR, HPESMELIXMNEMBNEINERER (ER “SI7E88H
ER “B[HEH ) o

1. ERSRGEARBHINERERFHITNES:

bootgen -arch zyngmp -image stagel.bif -o fsbl_e.bin -w on -log error
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XILINX

stagel.bif w5

stagel:
{
[fsbl_config] opt_key
[keysrc_encryption] bbram_red_key
[
bootloader,
destination_cpu=a53-0,
encryption=aes,aeskeyfile=aes.nky
] fsbl.elf
}

HRY stagel BY aes . nky ;Rfl:

Device xc7z020clg484;

Key 0 ADOOCO023E238AC9039EA984D49AA8C819456A98C124AE890ACEF002100128932;
IV 0 F7TF8FDEO8674A28DC6EDSE3T;

Key Opt 229C993D1310DD27B6713749B6D07TFCF8D3DCAOLIEC9C64778CBAF457D613508F ;

2. BEENESDNHEEFNERSK (A “STERHA° B ‘S4F1F ) ERETEORTERE:
bootgen -arch zynqmp -image stageZa.bif -o final.bin -w on -log error
stage2.bif 5

stage?2:
{
[bootimage] fsbl_e.bin

[
destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aes-opt.nky
] hello.elf

destination_cpu=a53-1,
encryption=aes,
aeskeyfile=aes-optl.nky
] hellol.elf
}

XN stage2 BY aes-opt . nky Al:
Device xc7z020clg484;

Key 0 229C993D1310DD27B6713749B6DOTFCEF8D3DCAOLIEC9C64778CBAF457D613508F ;
IV 0 F7TF8FDEO8674A28DC6EDSE3T;

PE2

EVAS B, HRA A FERASEZIAT opt_key SEI BHMBREFHITNG, ARENBEMEMNNEERZHE
ZFA Bo B7E, HFA B BIATAS NS XBEMOIBEZIMBENEG (R “BITRHE” Eh “BU4EHE" ) . 8F,
FA B E] £/ Bootgen RIFFREZ I MBEMN N XME T MBNBEINEIEFIEIEREK, FKETBNER.

1. ERRUGRPERSEMINEERFHTINE:

bootgen -arch zyngmp -image stagel.bif -o fsbl_e.bin -w on -log error

UG1283(v2022.2) 2022 £12 B 14 H Send Feedback china.xilinx.com
Bootgen 5 (Lssnd Feedback | 3


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=133

AMDZ\ EewE: AT
XILINX

stagel.bif w5

stagel:

{
[fsbl_config] opt_key
[keysrc_encryption] bbram_red_key

[
bootloader,
destination_cpu=a53-0,
encryption=aes,aeskeyfile=aes.nky
] fsbl.elf
}

TR stagel Y aes . nky fjll:

Device xc72020clg484;

Key 0 ADOOCO23E238AC9039EA984D49AA8C819456A98C124AE890ACEF002100128932;
IV 0 F7TF8FDE08674A28DC6EDE3 7 ;

Key Opt 229C993D1310DD27B6713749B6D07FCF8D3DCA0LIEC9C6H4778CBAF457D613508F
2. fER “BITEAT FA BHERT , WERIKETME:

bootgen -arch zyngmp -image stageZ2a.bif -o hello_e.bin -w on -log error

stage2a.bif /fil:

stage2a:
{
[
destination_cpu=a53-0,
encryption=aes,
aeskeyfile=aes-opt.nky
] hello.elf
}

bootgen -arch zynqmp -image stageZ2b.bif -o hellol_e.bin -w on -log error

stage2b.bif i

stage?2b:

{
[aeskeyfile] aes-opt.nky
[

destination_cpu=a53-1,
encryption=aes,
aeskeyfile=aes-opt.nky
] hellol.elf
}

TR stage2a ] stage2b B9 aes-opt . nky =fil:
Device xc7z020clg484;
Key 0 229C993D1310DD27B6713749B6D0OTFCF8D3DCAO1EC9C64778CBAF457D613508F;
IV 0 F7TF8FDE08674A28DC6EDSE3T ;
3. {3 Bootgen LU L RGIERE—, MMTENRE:

Use bootgen to stitch the above, to form a complete image.
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stage3.bif w5

stage3:

{
[bootimage] fsbl_e.bin
[bootimagelhello_e.bin

[bootimagelhellol_e.bin
}

AR aes. nky By opt_key 5 aes-opt.nky =213 Key O e, ®m nky NAARRY IV O AR,

BOXER

&INBER] /Y Bootgen 1R#E U-Boot {RRFTEIERIR DX (FRELRFR) RGBS HIIER/ R R H .
AR ZHETFEZ I ORIRE.
BFmMERLREMN U-Boot f<

zyngmp secure <srcaddr> <len> [key_addr]

LRI T L $src WL EHBHRIEKERTRE Slen bytes\. MNEFEARFZHARHITHME, alisEnliE
key_addr,

AT E G RIERIFEH
E1% U-Boot RMXUEAFHIIE, B vif QIZEEIBMHEIENRE, WMUTREIFR.

1. SIE7E U-Boot HITEMIVIEN BN K K.

AR NRBEH e1£ X, ERNEEZNAMET. R c1f XHEEEZMAMET, NEERNER
H . bin BB, HE bif PIRME vin EABAN. UTIRMET vir =fHl:

the_ROM_image:

{
[pskfilelrsa4096_privatel.pem
[sskfilelrsa4096_private?2.pem
[auth_params] ppk_select=1;spk_id=0x1
[authentication = rsalData.bin

}
2. EpHBE, EREISHEIEARE THE DDR.
3. #17 U-Boot i L AR 2REHITRMIIE, A TRBIFT.

ZyngMP> zyngmp secure 100000 24000
Verified image at 0x102800

4. U-Boot RTERMINTER E N IIEGIREISLFRD XA, AHEIRERMEY, U-Boot RITENFHIRME, IR
RSA_EN eFUSE BRIZ, FRAMARITERE DI, B eFUSE RSA N AR B EhAXH S0,

AT N A
SIRBEAINE, NAZFHEAGER. REASMIIEN, (325 KUP ZiRET.,
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BPIWUERIE

WRFI SR T AR BB EEGRHEES N FSBL BRESMIIE, UNRINALIENABHEETEABAX G SREIE
Pl453d PPK 815343 :

the_ROM_image:
{
fsbl_config] bh_auth_enable

[
[auth_params] ppk_select=0; spk_id=0x00000000
[pskfile] PSK.pem
[sskfile] SSK.pem

[
bootloader,
authentication=rsa,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf

[destination_cpu=a53-0, encryption=aes] App_A53_0.elf

& SHA-3 eFUSE RSA B{4I83FF] PPKO BV BIF XX ¥

RGLETR T A2 B EhREHER DA FSBL BRASMHIIE, MUNINFERER eFUSE SMHIRIERCIZNA, X2
INER, EL#HED, BEEGHTH PPK B5ERXRE eFUSE BIBFI#1TI0IIE,

the_ROM_image:

{
[auth_params] ppk_select=0; spk_id=0x00000000
[pskfile] PSK.pem
[sskfile] SSK.pem

[
bootloader,
authentication=rsa,
destination_cpu=a53-0
] ZyngMP_Fsbl.elf

[destination_cpu=a53-0, authentication=aes] App_A53_0.elf

XIP

IR R R T A eIESRF zyngmp (Zyng® UltraScale+™ MPSoC) sttt {THIE shiE &

the_ROM_image:
{
[
bootloader,
destination_cpu=a53-0,
xip_mode
] mpsoc_gspi_xip.elf
}

BB xip_mode LIRBI B XL SHEZEE,
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£ “Offset” B4k
R BEBFIERE offset BHAIED Ao

the_ROM_image:

{
[split]mode=slaveboot, fmt=bin
[bootloader, destination_cpu = ab53-0]
[destination_cpu = pmu, offset=0x3000000]
[

destination_device = pl,

[destination_cpu = a53-0,
o0ffset=0x6000000]\ hello.elf
}

offset=0x4000000]
exception_level = el-3,

fsbl.elf
pmufw.elf
design_1l_wrapper.bit

trustzone,

%8 E: BAISTH

I EAETE WS (offset) B, BRIREFIZD XEBULEIMATE RS I8, NIFEHRIDECERNRES KRN X Z(E
BYEIRR, Bootgen =ML XIEN OxFFo Eitt, MANE—TRREHMITIFON, BENRENRIEZ S XA
#1TiRD, BMEAIRFrRERREE. B, EEF2 RS XEHPERIE/EH OxFF,

Versal ACAP A

3FF Versal® ACAP, Vivado® R4 EEIH S, FFATRIESRMAEHES (PDI), Lt Vivado® £ RLHI PDI 5 BEINEE
AR RTITXM, BD Platform Loader and Manager (PLM), LUKz PL #8%4A 4TS SR, BF T2 CIPS
BRE, Vivado 2813 BIF X4 #iAMA Bootgen A& PDI, It BIF AI{EA XSA B9—2BHSHE Vitis™ Z MG T

1= %E; ﬂﬁ%ﬁﬁ%%’ﬁhﬁﬁ%ﬁ&%&ﬁt BIF, %1%?:!_: BIF ;‘(ﬁ:q:l, id_code Ml extended_id_code *E;&E"J'f’t

EITIIREARLE, LSS Bootgen LAY PDI SRIGFILFH.
MREFRE BIF, 15

new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys

id = 0x1c000001
partition

{

id = 0x01
type = bootloader
file = gen_files/plm.elf
}
partition
{
id = 0x09
type = pmcdata, load = 0x£f2000000
file = gen_files/pmc_data.cdo
}
}
image
{
name = 1lpd
id = 0x4210002

partition

UG1283(v2022.2) 2022 £12 B 14 H
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{
id = 0x0C
type = cdo
file = gen_files/lpd_data.cdo
}
partition
{
id = 0x0B
core = psm
file = static_files/psm_fw.elf
}
}
image
{
name = pl_cfi
id = 0x18700000
partition
{
id = 0x03
type = cdo
file = system.rcdo
}
partition
{
id = 0x05
type = cdo
file = system.rnpi
}
}
image
{
name = fpd
id = 0x420c003
partition
{
id = 0x08
type = cdo
file = gen_files/fpd_data.cdo
}
}

3

AR Vivado TIEHERB BIF X F <vivado_project>/<vivado_project>.runs/impl_1/
<Vivado_project>_wrapper.pdi.bif ==

BaimEEFM PMC_CDO
IR EG)ER T IS BN EFER S PMC_CDO #EER,

all:

{
id_code = 0x04ca8093
extended_id_code = 0x01

init = reginit.ini

image

{
{type=bootloader, file=PLM.elf}
{type=pmcdata, file=pmc_cdo.bin}
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AMD B ARSRA

XILINX
Brhin#EiEF. PMC_CDO Fhn#;thut

HRGIERT AR B iNEERF S PMC_CDO MnEitthit A EA,

all:

{
id_code = 0x04ca8093
extended_id_code = 0x01

init = reginit.dini
image
{
{type=bootloader, file=PLM.elf}
{type=pmcdata, 1load=0xf0400000, file=pmc_cdo.bin}

A BT INEE /S AR

ARBETR T SAITEfE R B ah AR e BY /B AR I AT

all:

{
id_code = 0x04ca8093
extended_id_code = 0x01

init = reginit.dini

image

{
{type=bootloader, checksum=sha3, file=PLM.elf}
{type=pmcdata, 1load=0xf0400000, file=pmc_cdo.bin}

Baiin&i2~F. PMC_CDO. PL CDO #1 NPI
LR BER T WS B ohinEiiEF S PMC_CDO # NPI #28E2ER,

new_bif:

{
id_code = 0x04ca8093
extended_id_code = 0x01

id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
{ 4id = 0x01, type = bootloader, file = gen_files/plm.elf }
{ id = 0x09, type = pmcdata, load = 0xf2000000, file = gen_files/
pmc_data.cdo 1}
}
image
{
name = 1pd, id = 0x4210002
{ id = 0x0C, type = cdo, file = gen_files/lpd_data.cdo 1}
{ id = 0x0B, core = psm, file = static_files/psm_fw.elf }
}
image
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{
name = pl_cfi, id = 0x18700000
{ 4id = 0x03, type = cdo, file = system.rcdo 1}
{ id = 0x05, type = cdo, file = system.rnpi }
}
image
{
name = fpd, id = 0x420c003
{ id = 0x08, type = cdo, file = gen_files/fpd_data.cdo 1}
}

Bohin&EfEE. PMC _CDO. PL CDO. NPI. PS CDO #1 PS ELF
L REBER T B EENEIEFR S PMC_CDO. NPI. PS CDO #1 PS ELF #5E2f$EA,

new_bif:

{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
{ 4id = 0x01, type = bootloader, file = gen_files/plm.elf }
{ id = 0x09, type = pmcdata, load = 0xf2000000, file = gen_files/
pmc_data.cdo 1}
}
image
{
name = 1lpd, id = 0x4210002
{ id = 0x0C, type = cdo, file = gen_files/lpd_data.cdo 1}
{ id = 0x0B, core = psm, file = static_files/psm_fw.elf }
}
image
{
name = pl_cfi, id = 0x18700000
{ id = 0x03, type = cdo, file = system.rcdo }
{ id = 0x05, type = cdo, file = system.rnpi }
}
image
{
name = fpd, id = 0x420c003
{ id = 0x08, type = cdo, file = gen_files/fpd_data.cdo 1}
}
image
{
name = apu_-ss, id = 0x1c000000
{ core = a72-0, file = apu.elf 1}
{ core = r5-0, file = rpu.elf }
}
}

UG1283(v2022.2) 2022 £12 B 14 H china.xilinx.com
Bootgen FAF1ER l Send Feedback l 40


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=140

AMDZ\ EewE: AT
XILINX

Al 5|ZEEM AI 5|25 K

FRBIET T AR E Al 5IZERRGHN Al 51 EH K,

all:
{
image
{
{ type=bootimage, file=base.pdi 1}
image
{
name=default_subsys, i1d=0x1c000000
{ type=cdo
file = Work/ps/cdo/aie.cdo.reset.bin
file = Work/ps/cdo/aie.cdo.clock.gating.bin
file = Work/ps/cdo/aie.cdo.error.handling.bin
file = Work/ps/cdo/aie.cdo.elfs.bin
file = Work/ps/cdo/aie.cdo.init.bin
file = Work/ps/cdo/aie.cdo.enable.bin
}
}
}

AR BiEEHARRE CDO LUTE PDI AR E—7 X,

[@ILAE PDI EMH 57X

ABIER T INEMEIE PDIHEMF DX,

1. {EH Vivado £ %8 PDI (base.pdi)o
2. IBfN dtb. uboot # bi31 KA LABIES PDI,

new_bif:

{
image

{
3

image

{

{ type = bootimage, file = base.pdi }

name = apu_ss, id = 0x1c000000
{ load = 0x1000, file = system.dtb 1}
{ exception_level = el-2, file = u-boot.elf }
{ core = a72-0, exception_level = el-3, trustzone, file =
bl31l.elf 1}
}
}
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RSA B8 uE G
IR BRI T SfAME A RSA B145830E,

all:

id_code = 0x04CA8093

extended_id_code = 0x01

boot_config {bh_auth_enable}

image

{
name = pmc_subsys, id = 0x1c000001
{type = bootloader,

authentication=rsa, pskfile = ./PSK.pem, sskfile = ./SSK2.pem, revoke_id = 0x2,
file = ./plm.elf}
{type = pmcdata, file = ./pmc_data.cdo}
}
metaheader
{
authentication=rsa,pskfile = ./PSK.pem, sskfile = ./SSKlé6.pem, revoke_id = 0x10,
}
image
{
name = 1lpd, id = 0x4210002
{type = cdo,
authentication=rsa, pskfile = ./PSKl.pem, sskfile = ./SSKl.pem, revoke_id = 0x1,
file = ./lpd_data.cdo}
{ core = psm, file = ./psm_fw.elf}
}
image
{
name = fpd, id = 0x420c003
{type = cdo,
authentication=rsa, pskfile = ./PSKl.pem, sskfile = ./SSK5.pem, revoke_id = 0x5,
file = ./fpd_data.cdo}
}
}
—_——
ECDSA B3I A
IR BER T WA fE R ECDSA S350,
all:
{
id_code = 0x04CA8093
extended_id_code = 0x01
boot_config {bh_auth_enablel}
image
{
name = pmc_subsys, id = 0x1c000001
{type = bootloader,
authentication = ecdsa-p384, pskfile = ./PSK.pem, sskfile = ./SSK2.pem, revoke_id
= 0x2, file = ./plm.elf}
{type = pmcdata, file = ./pmc_data.cdo}
metaheader
{
authentication = ecdsa-p384,pskfile = ./PSK.pem, sskfile = ./SSKl6.pem, revoke_id
= 0x10,
}
image
{
name = 1lpd, id = 0x4210002
{type = cdo,
authentication = ecdsa-p521, pskfile = ./PSKl.pem, sskfile = ./SSKl.pem, revoke_id
= 0x1, file = ./lpd_data.cdo}
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{ core = psm, file = ./psm_fw.elf}
}
image
{

name = fpd, id = 0x420c003

{type = cdo,

authentication = ecdsa-p384, pskfile = ./PSKl.pem, sskfile = ./SSK5.pem, revoke_id
= 0x5, file = ./fpd_data.cdo}

}

AES 1N%5 =l
LR B1ER T A0E{ER AES INZ,

all:

{
id_code = 0x04ca8093
extended_id_code = 0x01

image
{
{type=bootloader, encryption=aes, keysrc=bbram_red_key, aeskeyfile=keyl.nky,
file=plm.elf}
{type=pmcdata, 1load=0xf0400000, file=pmc_cdo.bin}
}

}
BEIHRTM AES INE KRB
e ER T SN fE R & BRI AES 1NE,
all:
{

id_code = 0x04ca8093
extended_id_code = 0x01

image
{
{
type=bootloader,
encryption=aes,
keysrc=bbram_red_key,
aeskeyfile=keyl.nky,
blocks=65536;32768;16384;8192;4096;2048;1024;512,
file=plm.elf

type=pmcdata,
load=0x£f0400000,
file=pmc_cdo.bin
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BZMEHIRDN AES INERE
RPN R B AR R AR

all:

{
bh_keyfile = ./PUF4K_KEY.txt
puf_file = ./PUFHD_4K.txt
bh_kek_iv = ./blk_div.txt
bbram_kek_iv = ./bbram_blkIv.txt
efuse_kek_div = ./efuse_blkIv.txt

boot_config {puf4kmode , shutter=0x8100005E}
id_code = 0x04CA8093
extended_id_code = 0x01
image
{
name = pmc_subsys, id = 0x1c000001
{type = bootloader,
encryption = aes, keysrc=bbram_blk_key, dpacm_enable,revoke_id = 0x5, aeskeyfile
= ./plm.nky, file = ./plm.elf}
{type = pmcdata,
aeskeyfile = pmcCdo.nky,
file = ./pmc_data.cdo}
}
metaheader
{
encryption = aes, keysrc=bbram_blk_key,dpacm_enable, revoke_id = 0x6,
aeskeyfile = metaheader.nky
}
image
{
name = 1lpd, id = 0x4210002
{type = cdo,
encryption = aes, keysrc = bh_blk_key, pufhd_bh, revoke_id = 0x8, aeskeyfile = ./
1pd.nky, file = ./lpd_data.cdo}
{ core = psm, file = ./psm_fw.elf}
}
image
{
name = fpd, id = 0x420c003
{type = cdo,
encryption = aes, keysrc = efuse_blk_key, dpacm_enable, revoke_id = 0x10,aeskeyfile
= ./fpdcdo.nky,/*Here PUF helper data is also on efuse */ file = ./fpd_data.cdo}

AES % B 9% iERA
LR B1ER T A0MEER AES I & 195830,

all:

bh_kek_iv = ./blkiv.txt

bh_keyfile = ./blkkey.txt

efuse_kek_div = ./efuse_blkIv.txt
boot_config {bh_auth_enable, puf4kmode
id_code = 0x04CA8093

extended_id_code = 0x01

image

{

, shutter=0x8100005E}

name = pmc_subsys, id = 0x1c000001
{type = bootloader,
encryption = aes, keysrc=bh_blk_key, dpacm_enable,revoke_id = 0x5, aeskeyfile = ./
plm.nky, authentication = rsa, pskfile = ./PSKl.pem, sskfile = ./SSK5.pemn,
file = ./plm.elf}
{type = pmcdata, aeskeyfile = ./pmc_data.nky, file = ./pmc_data.cdo}
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}

metaheader

{

}

encryption
aeskeyfile

aes, keysrc=bh_blk_key, dpacm_enable, revoke_id = 0x6,
metaheader.nky

image

{

name = 1lpd, id = 0x4210002
{type = cdo,
encryption = aes, keysrc = bbram_red_key, revoke_id = 0x8, aeskeyfile = 1pd.nky,

file = ./lpd_data.cdo}

{ core = psm, file = ./psm_fw.elf}
}
image

{

name = fpd, id = 0x420c003
{type = cdo,

encryption = aes, keysrc = efuse_blk_key, dpacm_enable, revoke_id = 0x10,
aeskeyfile = fpd.nky, authentication = ecdsa-p384, pskfile = ./PSKl.pem, sskfile = ./
SSK5.pem,

file = ./fpd_data.cdo}

}

A PDI Y PLM
RBER T BIA PDI 8 PLM M B,

1. {#H Vivado £ 8 PDI (base.pdi)o
2. @I E base PDI 89 PLM (BohilEEF) KAIEFHA PDI,

new_bif:
{
image
{
{ type = bootimage, file = base.pdi }
{ type = bootloader, file = plm_vl.elf 1}
}
}

Bootgen X BENIMNEIEF plm. e1f BHAFHM pln_v1.elf,o

FTeIZ PDI B9 Bootgen sl
fEA LT &< REIE PDI,

bootgen -arch versal -image filename.bif -w -o boot.pdi

£t SSIT PDI #fY PLM 1 PMC CDO

Bootgen Z#FEX PDI {E/a NRE R 5 2834 AY PLM. PMC CDO #1 PSM,
SSIT S RARERMBARBEZIMER, MER bif (EABMNEXBHBEERFTRBRINEE,

I RFER T B PLM 1 PMC DATA I,
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AMD1
XILINX

1. #2HY Vivado £ BV bif (base . bif)o

2. B EE base bif F89 PLM (BhiNEiERF) FEIEFHAY PDI,

include: base.bif
replace_image:
{
image
{
partition
{ type

partition
}
image
{
partition
{ type
{ type
partition

partition
{ type
{ type
partition
}
}

= bootloader,
{ type = pmcdata,

bootloader,
pmcdata,

bootloader,
pmcdata,

file = plm-vl.elf 1}
= pmc_data-vl.cdo

file = plm-vl.elf 1}
= pmc_data-vl.cdo

file = plm-vl.elf 1}
= pmc_data-vl.cdo

%8 E: BAISTH

Bootgen £XEMRNAY slr BEIINEIZFE plm.elf B3R pIm_vl.elf 33§ pmcdata B2 pmc_data-v1.cdos,

FT eI PDI £Y Bootgen &<l
fERL T < RAEIE PDI,

bootgen -arch versal -image filename.bif

UG1283(v2022.2) 2022 £12 B 14 H
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AMD
XILINX

i
O
Ll

BIF Bl ==

aarch32_mode

EE
3FF Zyng® UltraScale+™ MPSoC:
[aarch32_mode] <partition>
3FF Versal® ACAP:

faarch32_mode, file=<partition>}

1%
FERE BRI 32 R HT,
AR Bootgen BM . e1f XFBEIIMAIRERAHITRI. IIRXS Z#H I HE.
x&
EENS X,
Tl
XtF Zyng UltraScale+ MPSoC:

the_ROM_image:

{
[bootloader, destination_cpu=a53-0] zynqmp_fsbl.elf
[destination_cpu=a53-0, aarch32_mode] hello.bin
[destination_cpu=r5-0] hello_world.elf

}

3FF Versal ACAP:

new_bif:

{
image

{
3

image

{ type = bootimage, file = base.pdi 1}
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name = apu_ss, id = 0x1c000000
{ core = a72-0, aarch32_mode, file = apu.bin 1}

}
AR *base.pdi BIA Vivado FRERLEY PDIs

aeskeyfile

5
+F Zyng 28FH FPGA:
[aeskeyfile] <key filename>
FF Zynq UltraScale+ MPSoC:
[aeskeyfile = <keyfile name>] <partition>
%¥F Versal ACAP:

{ aeskeyfile = <keyfile name>, file = <filename> }

5D

5[ AES BHEXHHEEZ, BHEXGEERATMES XM AES B, HBHXHHRBTHME N eFUSE 3% BBRAM,
IIRFEEREAREFEEBAXM, WKHEH Bootgen £ EAA T INE,

AR {UEBTF Zynq UltraScale+ MPSoC: 7£ BIF XHAEREZNEZIAXHS. ERERIFTE nky XHEH, KeyO.

IVO #1 Key Opt #NAEE], NR{E— ELF XHEMSZ DK, NAlEANREH—EAXFNERNE N2 KHTM
#o BEBHEUTRA

x8
EERI B,

[l
x

Zynq-7000 SoC Rl
fsbl.elf Mhello.elf DXHMEHA test . nky PHREAFITNE.

all:

{
[keysrc_encryption] bbram_red_key
[aeskeyfile] test.nky
[bootloader, encryption=aes] fsbl.elf
[encryption=aes] hello.elf
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g’fﬂ (.nky) SZTL'H¥Z‘§ -test.nky

Device xc7z020clg484;
Key 0 8177B12032A7TDEEE35DOF71ATFC399027BF. .. .D608C58;
Key StartCBC 952FD2DF1DA543C46CDDE4F811506228;
Key HMAC 123177B12032A7TDEEE35D0OF71A7TFC3990BF. .. .127BD89;

Zynq UltraScale+ MPSoC 7=l
1

fsbl.elf PXMEM test.nky PHZEAME, hello.elf DXEM testl. nky FHZIAME, app.elf DX
A test2.nky RZEEANNZ, #4 BIF - test_multipl.bife

all:

{
[keysrc_encryption] bbram_red_key
[bootloader,encryption=aes,aeskeyfile=test.nky] fsbl.elf
[encryption=aes,aeskeyfile=testl.nky] hello.elf
[encryption=aes,aeskeyfile=test2.nky] app.elf

}

i 2:

{f21% Bootgen JJ hello.elf BIE 3 MK, S hello.elf.0. hello.elf.1 M hello.elf.2, HZABIF
-test_mulitple.bif

all:

{
[keysrc_encryption] bbram_red_key
[bootloader,encryption=aes,aeskeyfile=test.nky] fsbl.elf
[encryption=aes,aeskeyfile=testl.nky] hello.elf

}

HEEFR:

fsbl.elf PXMEA test . nky FHFEFAME, FiE hello.elf PXEER testl. nky FHEHHITINE,

RBA test1l.1.nky M testl.2.nky NEAXHBEES testl.nky HHEREZEA, BIRIAEA hello DEIEE
TRTBAXHS.

hello.elf.0 fFH testl.nky
hello.elf.1{# testl.1.nky
hello.elf.2 {#H testl.2.nky
MNBE—FHAXH (testl.1.nky H testl.2.nky) IFEIE, HBA Bootgen S4EMIZZHAX Mo
aeskeyfile 1§\ :
.nky XHFEZUTFE.
884 {EF nky XHRISRHERIEZ I, 3T Zyng 284F0 Zyng UltraScale+ MPSoC 15853,

Keyx #l IVx: LtE&b “X” RRXIMTF Key/IV 4 SHIEEEL, B30, KeyO. Keyl. Key2... IVO. IV1. IV2..AES
ZIRKENIA 256 i, IV ZBHRKELTN 12 FT, Keyx 3t Zyng 28FF1 Zynqg UltraScale+ MPSoC 1%
B, 18 IVx X5t3% Zyng UltraScale+ MPSoC B3,

Key Opt: A&, TEBFPATEEMBREFRFINE —NHITNE, 5% Zyng UltraScale+ MPSoC &

)(\5( o
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AMDZ\ B9 BIFEMEE
XILINX

StartCBC - CBC Key: CBC Z$AKEMIN 128 fil, X5 Zyng BEER
HMAC - HMAC Key: HMAC ZHKENINA 128 filo XY Zyng 23HFE X

Seed: ¥I&TMF, MEAFERSXINBFAERN Key/IV Xto AES FhFKEMNTA 256 fil. 53T Zyng
UltraScale+ MPSoC B4,

FixedlnputData: 5#F (Seed) —#2F1E/ “Counter Mode KDF” (IHBSERNZIALTERE) AL
&, AES BEIEBNBUBKEXNA 60 FT, 1XEXF Zynqg UltraScale+ MPSoC B,

pad
Seed W& FixedinputData —#2$5%E,

MRFES key/iv e, MWERHHFo

Versal ACAP =l

all:
{
image
{
name = pmc_subsys, id = 0x1c000001
{
type = bootloader, encryption = aes,
keysrc = bbram_red_key, aeskeyfile = keyl.nky,
file = plm.elf
}
{
type = pmcdata, load = 0x£f2000000,
aeskeyfile = key2.nky, file = pmc_cdo.bin
}
{
type=cdo, encryption = aes,
keysrc = efuse_red_key, aeskeyfile = key3.nky,
file=fpd_data.cdo
}
}
}
L]
alignment
B

S¥F Zynq 284F0 Zynq UltraScale+ MPSoC:
[alignment= <value>] <partition>
3FF Versal ACAP:
{ alignment=<value>, file=<partition> }
REFT. R K#TETUNTTRZERNER. ZEM RS REER.
x5

EXFTHF T,
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=l
- ¥F Zynq 28FF Zynqg UltraScale+ MPSoC:

all:

{
[bootloader]fsbl.elf
[alignment=64] u-boot.elf
}

- FF Versal ACAP:

new_bif:

{
image

{
}

image

{

{ type = bootimage, file = base.pdi }

name = apu_-ss, id = 0x1c000000
{ core = a72-0, alignment=64, file = apu.elf 1}

1
AR *base.pdi BN Vivado FRERAY PDIo

auth_params
BE

[auth_params] ppk_select=<0]1>; spk_id <32-bit spk id>;/
spk_select=<spk-efuse/user-efuse>; auth_header

1%

SHORIESHEEEHAECERSR, fHINATYRMRERNSXKHATEHILIER PPK # SPK, It bif SHBISESEE!
ppk_select: EEEEMA PPK, 1EWH 0 (FAINME) H 1.

- spk_id: SRERIEAEER SPK. 1BE1Y 218385 RSA BARERI AR eFUSE 328F, EIAEH 0x00,
AR BAKXMHS FSBL AIRAARR SPK, EXHERFHZMEER SPK 1D,

WREEA “auth_params” FE&, FHEEDIZMET SPKID, BBALL SPKID £EHZERHINAS X, NRER
BB XNEERT SPKID, BARM/BEEEIXE2 XA SPKID EES, HFHEHBMA SPK, 8,
Bootgen fEHRA X5 FSBL BEB#1EE SPK ID A RS, SR NEIREMNEIHRZSA SPK ID.

- spk_select: FAFX% spk # user eFUSE, EIEIE spk-efuse (BRIA{E) # user_efuse,
header_auth: TERX S X#HITHHIIERIER T ATk XHHITIRIE,

AR

1. ppk_select $ TSN EGEMH—,

2. BMOXEAIHE LAY spk_select A spk_ido
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AMDZ\ B9 BIFEMEE
XILINX

3. spk-efuse id EENMEHRAME—, {8 user-efuse id IERSD XMFo
4. DXSBEIIMY spk_select/spk_id FEL X4 URARBXLEIMEEAS X BENTAEE S XER,

il

FE7 BIF 1 - test.bif

all:
{
[auth_params]ppk_select=0;spk_id=0x4
[pskfile] primary.pem
[sskfile]secondary.pem
[bootloader, authentication=rsa]fsbl.elf
}

##7x BIF 2 - test.bif

all:
{
[auth_params] ppk_select=0;spk_select=spk-efuse;spk_id=0x22
[pskfilel primary.pem
[sskfile] secondary.pem
[bootloader, authentication = rsal
fsbl.elf
}

178 BIF 3 - test.bif

all:
{

[auth_params] ppk_select=1; spk_select= user-efuse; spk_id=0x22;
header_auth

[pskfile] primary.pem

[sskfile] secondary.pem

[destination_cpu=ab53-0] test.elf
}

78 BIF 4 - test.bif

all:

{
[auth_params] ppk_select=1;spk_select=user-efuse;spk_id=0x22
[pskfile] primary.pem
[sskfile] secondary0.pem

/% FSBL - Partition-0) */
[

bootloader,

destination_cpu = ab3-0,
authentication = rsa,

spk_id = 0x3,
spk_select = spk-efuse,
sskfile = secondaryl.pem

] fsblab3.elf

/% Partition-1 */
[

destination_cpu
authentication

ab3-1,
rsa,
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% 9= BIF ElEsE

AMDZ1
spk_id = 0x24,
spk_select = user-efuse,
sskfile = secondary?2.pem
] hello.elf
}
authentication
5
FF Zynqg 280 Zynqg UltraScale+ MPSoC:
[authenication = <options>] <partition>
FF Versal ACAP:
{authentication=<options>, file=<partition>}
737

BEEEHITEHNIEN DK,

s
none: XFRITEMHWIE. XEHRIAE,
rsa: SXfEA RSA BIEMITE ML,
ecdsa-p384: S XfEFE ECDSA p384 Bk 1T S P18
ecdsa-p521: S XfEF ECDSA p521 Bk 1T S 19 I83IE
il

FF Zynqg 85140 Zynq UltraScale+ MPSoC:

all:
{
[ppkfile] ppk.txt
[spkfile] spk.txt
[bootloader, authentication=rsa)] fsbl.elf
[authentication=rsal] hello.elf
}

+F Versal ACAP:

all:

{
id_code = 0x04ca8093

extended_id_code = 0x01
id = 0x2
boot_config {bh_auth_enablel

metaheader

{

authentication = rsa,
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pskfile = PSK2.pem,
sskfile = SSKZ2.pem
}
image
{
name = pmc_subsys, id = 0x1c000001
partition
{
id = 0x01, type = bootloader,
authentication = rsa,
pskfile =PSK1l.pem,
sskfile =SSKl.pem,
file = plm.elf
}
partition
{
id = 0x09, type = pmcdata, load
file = pmc_data.cdo
}
}
image
{
name = 1lpd, id = 0x4210002
partition
{
id = 0x0C, type = cdo,
authentication = rsa,
pskfile = PSK3.pem,
sskfile = SSK3.pem,
file = lpd_data.cdo
}
partition
{
id = 0x0B, core = psm,
authentication = rsa,
pskfile = PSKl.pem,
sskfile = SSK1.pem,
file = psm_fw.elf
}
}
image
{
name = fpd, id = 0x420c003
partition
{
id = 0x08, type = cdo,
authentication = rsa,
pskfile = PSK3.pem,
sskfile = SSK3.pem,
file = fpd_data.cdo
}
}
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% 9= BIF ElEsE

big_endian

5
34F Zynq 2844#0 Zynq UltraScale+ MPSoC:
[big_endian] <partition>
3FF Versal ACAP:

{ big_endian, file=<partition> 1}

1%
HEE Z#HEIX A ARFTHFER.
AR Bootgen MM .1t XHFMFTF. BN Z#HHIXEBK.
x&
SEMD K,
Tl
XtF Zyng 2814#0 Zyng UltraScale+ MPSoC:

the_ROM_image:

{
[bootloader, destination_cpu=a53-0] zynqmp_fsbl.elf
[destination_cpu=a53-0, big_endian] hello.bin
[destination_cpu=r5-0] hello_world.elf

}

33F Versal ACAP:

new_bif:
{
image
{
{ type = bootimage, file = base.pdi 1}
image
{
name = apu_-ss, id = 0x1c000000
{ core = a72-0, big_endian, file = apu.bin }
}
}

Note: *base.pdi is the PDI generated by Vivado
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bbram_kek_iv
Bk
bbram_kek_iv = <iv file path>

5P

ZE RIS E AT XY bbram BZEAHITINZER IVo bbram_kek_iv EER keysre=bbram_blk_key FHANEIAE
X

il

EBH &L MEHREN AES INERA UEERG.

bh_kek_iv
B&
bh_kek_iv = <iv file path>

R
ZEMTIEE AT EEA X4 BZAHITINEZMN Vo bh_kek_iv ¥EED keysrc=bh_blk_key FERKREIAEN,
Tl

BEIH 2 Z M BIRRM AES IIERE UEERG,

bh_keyfile

wE

- 3F Zynqg 24FF Zynqg UltraScale+ MPSoC:
[bh_keyfile] <key file path>

- X3F Versal ACAP:

bh_keyfile = <key file path>

EE::puy
REEER A XA 256 (IIRHIEANERE R, XUMERRRNEMZANBERN, LA EH.
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AR Versal B FZIFRMIEH,
x&
RZAHBRTARE (BTFFMENERR) -

i
3FF Zyng 2514 F0 Zynq UltraScale+ MPSoC:

all:
{
[keysrc_encryption] bh_gry_key
[bh_keyfile] obfuscated_key.txt
[bh_key_iv] obfuscated_iv.txt
[bootloader, encryption=aes, aeskeyfile = encr.nky,
destination_cpu=a53-0]fsbl.elf
}

FF Versal ACAP:

all:

{
bh_keyfile = bh_keyl.txt
bh_kek_iv = blk_div.txt

image
{
name = pmc_subsys, id = 0x1c000001
{
type = bootloader, encryption = aes,
keysrc = bbram_red_key, aeskeyfile = keyl.nky, file = plm.elf
}
{
type = pmcdata, load = 0x£f2000000,
aeskeyfile = key2.nky, file = pmc_cdo.bin
}
{
type=cdo, encryption = aes,
keysrc = bh_blk_key, aeskeyfile = key3.nky,
file=fpd_data.cdo
}

[bh_key_iv] <iv file path>

TP
R RRAR AR R E,
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AMDZ1
XILINX

£
X8R
Bl

Sample BIF - test.bif
all:
{
[keysrc_encryption] bh_blk_key
[bh_keyfile] bh_black_key.txt
[bh_key_iv] bh_black_iv.txt
[bootloader, encryption=aes, aeskeyfile=encr.nky,
destination_cpu=a53-0]fsbl.elf
}

% 9= BIF ElEsE

bhsignature
&
[bhsignature] <signature-file>

TP

BEIAXHERSAEGHRIBER. MREFBEHEMNNA PSK, NAIEALT, ErRItIRERHKFEREMS

Bootgen,

Tl

all:

{
[ppkfile] ppk.txt
[spkfile] spk.txt
[spksignature] spk.txt.sha384.sig
[bhsignature] bootheader.sha384.sig
[bootloader,authentication=rsal] fsbl.elf

blocks

3FF Zyng 25140 Zynq UltraScale+ MPSoC:

[blocks = <size><num>;<size><num>;...;<size><¥*>] <partition>
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3FF Versal ACAP:

{ blocks =

P

EEMBEPNRRRDIVEERIRA N S MIBGERE T AERAHITMNE,

NEEERNFANET —MIBRPFITNE FHE) .

X
o

<size>. FBERKN (FH) o

Tl

SFF Zyng® UltraScale+™ MPSoC:

% 9= BIF ElEsE

file=<partition> 1}

VIAZREFETER G LNERRED, e

Sample BIF - test.bif

all:

{
[keysrc_encryption] bbram_red_key
[bootloader,encryption=aes, aeskeyfile=encr.nky,
destination_cpu=a53-0,blocks=4096(2);1024;2048(2);4096(%*)]
fsbl.elf

}

+F Versal ACAP:

all:

{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2

metaheader

0x£2000000,

{
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = efuse_red_metaheader_key.nky,
dpacm_enable
}
image
{
name = pmc_subsys, id = 0x1c000001
partition
{
id = 0x01, type = bootloader,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = bbram_red_key.nky,
dpacm_enable,
blocks = 4096(2);1024;2048(2);4096(*),
file = plm.elf
}
partition
{
id = 0x09, type = pmcdata, load =
aeskeyfile = pmcdata.nky,
file = pmc_data.cdo
}
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}
image
{
name = 1lpd, id = 0x4210002
partition
{
id = 0x0C, type = cdo,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyl.nky,
dpacm_enable,
blocks = 8192(20);4096(*),
file = lpd_data.cdo
}
partition
{
id = 0x0B, core = psm,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = key2.nky,
dpacm_enable,
blocks = 4096(2);1024;2048(2);4096(*),
file = psm_fw.elf
}
}
image
{
name = fpd, id = 0x420c003
partition
{
id = 0x08, type = cdo,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyb.nky,
dpacm_enable,
blocks = 8192(20);4096(*),
file = fpd_data.cdo
}
}

}

% 9= BIF ElEsE

AR LG, B2 MIRANS 4096 FI, G 1 DK 1024 FHEBR, BEE 2 DA 2048 FHEIR,

HRRKNGF 4096 F5,

boot_config
wE
boot_config { <options> }

ik
ZEMFIEERTEERDRENSH, ETN:
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* bh_auth_enable: BRABMAXHEMIIE: WEMDRGERITEHIIEN, KAHIT PPK #FIF SPK ID 34
iEo

 pufhd_bh: PUF BHREFHIEEMERILXGH (BRIAMEN efuse) o FH pur_file EIWIE PUF FEENZFEEK
EXH1ZEF Bootgens

pufdkmode: PUF JAEENTE 4k (FHEEEBERER (BNAER 12k 1) -
shutter = <value>. 32fi PUF_SHUT H7F28{E, FATHAE PUF RYRI JRIZET B FIIRIIFT FFETiEL
smap_width = <value>! EX SelectMAP (SMAP) B4 E,
I EE:

MR /E SLR BRI ELE 8. 16 #1 32 (BRIA 32 fiD)

0 SUEFTF SSIT M SLR
FERE: SSIT M SLR $1&79 smap_width=0, LUISTME TR, ZETETSFER, BIUERT SSIT M SLR.
dpacm_enable: /5P DPA XJE

* a_hwrot: IEXSFREMHEIER (A-HWRT) BEniEl. Bootgen SIRIEIRITMNILEFI KA/ A-HWRoT REhi&
o XEF4R PDI B,

© s_hwrot: FEXIFREEM(SIEIR (S-HWRGT) BEptRI. Bootgen SRIFEIRITHINICEFTHRARY S-HWRoT [BE1E
o WE4R PDI B,

il
example_1:
{
boot_config {bh_auth_enable, smap_width=16 }
pskfile = primaryO.pem
sskfile = secondaryO.pem
image
{
{type=bootloader, authentication=rsa, file=plm.elf}
{type=pmcdata, 1load=0xf2000000, file=pmc_cdo.bin}
}
}

boot_device

&
- F Zyng 2244FF Zynqg UltraScale+ MPSoC:
[boot_device] <options>

-+ 3FF Versal® ACAP:

boot_device { <options>, address=<address> 1}

TP
EERB B thEE . ER D KFRTERIZR T,
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¥
o

EATF Zyng 2214 Zynqg UltraScale+ MPSoC HIEEE:

qspi32
gspi24
nand
sdO

sdl
sd-Is
mmc
usb
ethernet
pcie

sata

it F R TRELENFRMPIRENRS. EMT Versal ACAP RUETIEIE:

qspi32
gspi24
nand
sdO
sdl

sd-Is (SDO (3.0) 5 SD1 (3.0))

mmc
usb
ethernet
pcie

sata

ospi

smap

sbi
sdO-raw
sd1-raw
sd-Is-raw
mmcl-raw
mmcO

mmcO-raw
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AMDZ\ B9 BIFEMEE
XILINX

=l
FF Zynqg 2810 Zynq UltraScale+ MPSoC:

all:
{
[boot_device]lsdO
[bootloader,destination_cpu=a53-0]fsbl.elf
}

I+F Versal® ACAP:

new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
boot_device { gspi32, address=0x10000 1}
image
{
name = pmc_subsys, id = 0x1c000001
{ id = 0x01, type = bootloader, file = plm.elf }
{ 4id = 0x09, type = pmcdata, load = 0xf2000000, file =
pmc_data.cdo

}
image
{
name = 1lpd, id = 0x4210002
{ 4id = 0x0C, type = cdo, file = 1lpd_data.cdo 1}
{ id = 0x0B, core = psm, file = psm_fw.elf }
}
image
{
name = pl_cfi, id = 0x18700000
{ 4id = 0x03, type = cdo, file = system.rcdo 1}
{ id = 0x05, type = cdo, file = system.rnpi 1}
}
image
{
name = fpd, id = 0x420c003
{ 4id = 0x08, type = cdo, file = fpd_data.cdo 1}
}
}
&

3FF Zyng 2514F0 Zynq UltraScale+ MPSoC:
[bootimage] <partition>
+F Versal® ACAP:

{ type=bootimage, file=<partition> 1}
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AMDZ\ B9 BIFEMEE
XILINX

P2
BFEE U T XAHIE S Bootgen FREIZNEBEIRE, HIEABARIMUER,

i

o

5
EBENXHHE.

fl
+F FSBL:

all:

{
[bootimage] fsbl.bin
[bootimage]system.bin

3

ELLETRBIF, fsbl.bin M system.bin ¥JAER Bootgen ERRIHE S0
o XF £sbl.bin ERK:

image:
{
[pskfile] primary.pem
[sskfile] secondary.pem
[bootloader, authentication=rsa, aeskeyfile=encr_key.nky,
encryption=aes] fsbl.elf
}

BERAUTHS:
bootgen -image fsbl.bif -o fsbl.bin -encrypt efuse
o XtF system.bin &ERK:
image:
{
[pskfile] primary.pem
[sskfile] secondary.pem
[authentication=rsal] system.bit
}
BEERAUTHS:

bootgen -image system.bif -0 system.bin

33F Versal® ACAP:
new_bif:
{
image
{
{ type = bootimage, file = base.pdi }
}
image
{

name = apu_-ss, id = 0x1c000000
{ load = 0x1000, file = system.dtb 1}
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{ exception_level = el-2, file = u-boot.elf 1}

{ core = a72-0, exception_level = el-3, trustzone, file =
bl31.elf }

3
3

AR *base.pdi BIA Vivado FRERLEY PDIs

bootloader

St Zynq 23FF0 Zynqg UltraScale+ MPSoC:
[bootloader] <partition>

+F Versal® ACAP:

{ type=bootloader, file=<partition> 1}

R
BT ELF Xf4riR 9 FSBL 3% PLM,

MR ELF XA AT & iz/E .
IXBRRE 1 M HHEE N BEIINEHIERF.
It ELF XHRIRERFAXXHREEEE—1 filesz > 0 B9 LOAD 13, ZTHMMAIHIT (BGE x I7F) o

x&
HEENX KR,

R~
3FF Zyng 25140 Zynq UltraScale+ MPSoC:

all:

{
[bootloader] fsbl.elf
hello.elf

1

FF Versal® ACAP:

new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
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{ 4id
{ 4id
pmc_data.cdo

}

bootloader, file = plm.elf }
pmcdata, load = 0x£f2000000, file =

0x01, type
0x09, type

0l

3

bootvectors

[bootvectors] <values>

1%
ZEMERTEEMMMNIT (XIP) WRER,

Nl

all:
{

[bootvectors]0x14000000,0x14000000,0x14000000,0x14000000,0x14000000,0x140000
00,0x14000000,0x14000000

[bootloader,destination_cpu=a53-0]fsbl.elf
}

checksum

B

3FF Zyng 2514F0 Zynq UltraScale+ MPSoC:

[checksum = <options>] <partition>

SFF Versal® ACAP:

{ checksum = <options>, file=<partition> }
BR

ATFHEEFTEHITREMNO K, BERemTHEE (W0 SHEIE M NE) FXFZEME.
x&

none: AHITIRIGFNIRIE,

MD5: £t Zynq®-7000 SoC £&fF#1T MD5 IRILFNIR(E, EXLERMF, HWBIHINHEFAFFRITRIEMER
Fo
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AMDZU EoE: BIFEHSE
SHA3: ¥t33 Zyng® UltraScale+™ MPSoC 28441 Versal ACAP HITRECFIIRIE,

il

3FF Zyng 25140 Zynq UltraScale+ MPSoC:

all:
{
[bootloader] fsbl.elf
[checksum=md5] hello.elf
}
SFF Versal® ACAP:
all:
{
image
{
name = imagel, id = 0x1c000001
{ type=bootloader, checksum=sha3, file=plm.elf 1}
{ type=pmcdata, file=pmc_cdo.bin 1}
}
}
copy
B

{ copy = <addr> 1}

11D
ZEMFIEE R REERIEMI T E I RF,

ANl
test:
{
image
{
{ type = bootimage, file = base.pdi 1}
image
{
name=subsys_1, id=0x1c000000, copy = 0x30000
{ core=psm, file=psm.elf 1}
{ type=cdo, file=ps_data.cdo }
{ core=a72-0, file=a72_app.elf 1}
}
}
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core
&
{ core = <options> 1}

5P
ZREERTHEERTO K,

o

L
a72-0
a72-1
r5-0
r5-1
psm
aie

r5-lockstep

il

new_bif:

{
image

{
3

image

{

{ type = bootimage, file = base.pdi }

name = apu_ss, id = 0x1c000000
{ core = a72-0, file = apu.elf 1}

3

AR *base.pdi BN Vivado FRERAY PDIo

delay_auth
5
{delay_auth, file = filename}

1::p%
ZERMURTETESEMEBHIITEMNRIE. XEBFES XMEZHREIRE =8 LUHETIER.
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Bl

stage2b:
{
image
{
name = 1pd
id = 0x4210002
partition
{
id = 0x0C,
type = cdo,
encryption=aes, delay_auth
keysrc = bbram_red_key,
aeskeyfile = 1lpd_data.nky,
file = 1lpd_data.cdo

delay_handoff
wE

{ delay_handoff 1}

ZEMAIEEERIRE F R YL,

=l
test:
{
image
{
{ type = bootimage, file = base.pdi 1}
}
image
{
name=subsys_1, id=0x1c000000, delay_handoff
{ core=psm, file=psm.elf 1}
{ type=cdo, file=ps_data.cdo }
{ core=a72-0, file=a72_app.elf 1}
}
}
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AMDZ\ B9 BIFEMEE
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delay_load
&
{ delay_load }

D%
BB FIEE RN F RS

=l

test:
{

image

{
3

image

{

{ type = bootimage, file = base.pdi 1}

name=subsys_1, id=0x1c000000, delay_load
{ core=psm, file=psm.elf }

{ type=cdo, file=ps_data.cdo 1}

{ core=a72-0, file=a72_app.elf 1}

destination_cpu

[destination_cpu <options>] <partition>

7
BERATHITAPXNZ. UTTRHHETE FSBL KT A53-0 #% LH1T, MRZANIETE R5-0 % 1T,
AR

FSBL REETE A53-0 ¢ R5-0 E£#iT.

PMU H FSBL flI%: [destination_cpu=pmul pmu.elf, FEULIRFEF, BootROM BEFCiNE FSBL, ARG
FSBL 1N# PMU Elff,

PMU H BootROM M&i: [pmufw_image] pmu.elfo TEULIRIZH, BootROM EFEINE PMU, AGEINE
FSBL, Xt PMU BIEI7E FSBL BifFi{TIEEIRES,

£

a53-0 (BIAE)
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AMDZ\ B9 BIFEMEE
XILINX

a53-1
a53-2
a53-3

r5-0

r5-1
r5-lockstep

pmu

il

all:

{
[bootloader,destination_cpu=a53-0]fsbl.elf
[destination_cpu=r5-0] app.elf

destination_device
BE
[destination_device <options>] <partition>

P

FEESX BN PSEE Plo

o

B
ps: SXBHFA PS, XEHIME.
pl: PXBEFA PL GEBRTFLER) -

il
all:
{
[bootloader,destination_cpu=a53-0]fsbl.elf
[destination_device=pl]lsystem.bit
[destination_cpu=r5-1]app.elf
}
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AMDZ\ B9 BIFEMEE
XILINX

early_handoff
B
l[early_handoff] <partition>
3%

HAFE R BRI S X BN IEEXENA; TN, BRIRFLENEFRFEIX, ARRERIRFRITRIE,
AR EUTHRY, FSBLITINE appl. AGINE app2, FiBEMGIEHINITRIEL app2 BAIEL applo

Pl

all:

{
[bootloader, destination_cpu=a53_0]fsbl.el
[destination_cpu=r5-0]appl.elf
[destination_cpu=r5-1,early_handoff]app2.elf

}

efuse kek iv
EE
efuse_kek_iv = <div file path>
37
ZEMAHEE BT X eFUSE ZREAHITMEZM IV,  “efuse_kek_iv” ¥EHE “keysrc=efuse_blk_key” {EREINE.

il

BEEIH 2P BIRRM AES BT UEERG,

efuse _user _kekO iv
EBiE

efuse_user_kekO_iv = <iv file path>
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AMDZ\ B9 BIFEMEE
XILINX

R

ZEMAEERTXY eFUSE AP 2% key0 #HITINZEMI IV, “efuse_user_kekO_iv” $&EE
“keysrc=efuse_user_blk_key0” {FERKREIRNEM.

il

BEEIH 2P BIRRM AES BT UEERG,

efuse user_kek1 iv
&
efuse_user_kekl_div = <iv file path>

R

ZEMRIIEERTXT eFUSE AP BH A keyl HITMZER IV, “efuse_user_kek1_iv” &
“keysrc=efuse_user_blk_key1” fERRBEIAEK,

il

BEEIH 2P BIRRM AES BT UEERG,

encryption

EE

tF Zynqg 28440 Zynq UltraScale+ MPSoC:

[encryption = <options>] <partition>
+F Versal® ACAP:
{ encryption = <options>, file = <filename> }

EEi:puy
BAFEETEHITMENS K. MEEEN:
x5

none: RFHITNE, XEERINME.
aes: TX{ERA AES BIEHITINE,
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AMD1
XILINX

Bl

FF Zynqg 2810 Zynq UltraScale+ MPSoC:

% 9= BIF ElEsE

0x£2000000,

all:
{
[aeskeyfile] test.nky
[bootloader, encryption=aes] fsbl.elf
[encryption=aes] hello.elf
}
XtF Versal® ACAP:
all:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
metaheader
{
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = efuse_red_metaheader_key.nky,
}
image
{
name = pmc_subsys, id = 0x1c000001
partition
{
id = 0x01, type = bootloader,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = bbram_red_key.nky,
file = plm.elf
}
partition
{
id = 0x09, type = pmcdata, load =
aeskeyfile = pmcdata.nky,
file = pmc_data.cdo
}
}
image
{
name = 1lpd, id = 0x4210002
partition
{
id = 0x0C, type = cdo,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyl.nky,
file = lpd_data.cdo
}
partition
{
id = 0x0B, core = psm,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = key2.nky,
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AMD1
XILINX

file = psm_fw.elf
}
}
image
{
name = fpd, id = 0x420c003
partition
{
id = 0x08, type = cdo,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyb5.nky,
file = fpd_data.cdo
}
}

% 9= BIF ElEsE

exception_level

B
FF Zynqg 25140 Zynqg UltraScale+ MPSoC:
[exception_level=<options>] <partition>
X+F Versal® ACAP:

{ exception_level=<options>, file=<partition> 1}

i

P2
NEEZEZERF

bvs
o

el-0
el-1
el-2
el-3 (FRINE)

il

FF Zynqg 25440 Zynq UltraScale+ MPSoC:

all:

{
[bootloader, destination_cpu=a53-0]fsbl.elf
[destination_cpu=a53-0, exception_level=el-3]
[destination_cpu=a53-0, exception_level=el-2]

}

bl3l.elf
u-boot.elf
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AMDZ\ B9 BIFEMEE
XILINX

FF Versal® ACAP:
new_bif:
{
image
{
{ type = bootimage, file = base.pdi 1}
}
image
{
name = apu_ss, id = 0x1c000000
{ load = 0x1000, file = system.dtb 1}
{ exception_level = el-2, file = u-boot.elf 1}
{ core = a72-0, exception_level = el-3,
trustzone, file = bl3l.elf }
}

3

IR *base. pdi B9 Vivado Fr&EREHY PDI,

familykey
Bx
[familykey] <key file path>

1%

IEERZH. BEFRIEZE, 158 secure.solutions@xilinx.com BERER BHXK,

o

X,

ANl

all:

{
[aeskeyfile] encr.nky
[bh_key_iv] bh_div.txt
[familykey] familykey.cfg

}

file
&

{ file = <path/to/file> 1}
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AMDZ\ B9 BIFEMEE
XILINX

11D
ZREMAIEE AT RIZ D XX .

Bl

new_bif:
{
image
{
{ type = bootimage, file = base.pdi 1}

image
{

name = apu_ss, id = 0x1c000000
{ core = a72-0, file = apu.elf 1}

}

AR *base.pdi BIA Vivado FRERAY PDIo

fsbl_config
&
[fsbl_config <options>] <partition>

EE::puy
ZEBAEE B TERER RGBS, FSBL, NTE A53 LI 64 (IBEIAX 4 H N IIERNIETT.
x&

* bh_auth_enable: BABIMAXHSMIIE: WEIRENIT RSA BHIIER, RKAHIT PPK &RFIH SPK ID
JiiE,

* auth_only:. BENREINEER RSA £H, FSBL ANHITHZ, MK THEZER, HHEIEEUSIE (Zyng
UltraScale+ 28fH i ARSEF) (UG1085) FEVHEN AR,

opt_key: TEFIETTEIAHIT block-0 f#E, R2AXHAEBEBITER.

- pufhd_bh: PUF #BBIEFLIBREMEERBILXHTR (BRIAMEA cfuse) o FM [puf_file] IV PUF #BHIZ
FEIES 1% 25 Bootgens

+ puf4kmode: PUF BAEATE 4k UEEERMER (BRIAES 12k fiD) o
shutter = <value>: 32 i PUF_SHUT &728(8, BTHECE PUF BV )BT E) AR IFTFFETIE],
R WRITIEXAS PUF 28R A RYIRIEBITE,

UG1283(v2022.2) 2022 £12 B 14 H china.xilinx.com
Bootgen FAF1ER l Send Feedback l patd


https://china.xilinx.com/cgi-bin/docs/ndoc?t=user_guides;d=ug1085-zynq-ultrascale-trm.pdf;a=xHardwareRootOfTrustOnlyBootAuthOnlyOption
https://docs.xilinx.com/access/sources/ud/document?url=ug1085-zynq-ultrascale-trm&ft:locale=en-US
https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=177

AMD1
XILINX

% 9= BIF ElEsE

5l
all:
{
[fsbl_config] bh_auth_enable
[pskfile] primary.pem
[sskfile]secondary.pem
[bootloader,destination_cpu=a53-0,authentication=rsal] fsbl.elf
}
&
FF Zynq UltraScale+ MPSoC:
[headersignature] <signature file>
+F Versal:
headersignature = <signature file>
37
BAXHEZSANEGHRIBER, WREFEHEIAE, NAIFALD, SrRIeIEEEHIGHIE ML Bootgen,

x&

<signature_file>

il

FF Zynq UltraScale+ MPSoC:

all:

{
[ppkfile] ppk.txt
[spkfile] spk.txt
[headersignature] headers.sha256.sig
[spksignature] spk.txt.sha256.sig
[bootloader, authentication=rsa)] fsbl.elf

}

tF Versal ACAP:

stageb:

{
bhsignature = bootheader.sha384.sig

image
{
name = pmc_subsys, id = 0x1c000001

{
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type = bootimage,
authentication=rsa,

ppkfile = rsa-keys/PSK1l.pub,
spkfile = rsa-keys/SSK1l.pub,
spksignature = SSKl.pub.sha384.sig,
file = pmc_subsys_e.bin

SFF Zynqg 85440 Zynq UltraScale+ MPSoC:
[hivec] <partition>
X4F Versal® ACAP:

{ hivec, file=<partition> 1}

R
BT “Exception Vector Table” (REXER) MIMUBIEEN hiveco XIEAT a53 (32 fiI) M r5 1%,

hivec: RBXEZRAITF OxFFFFO000,
=X}
i

lovec: KERAITF 0x00000000, XZERIAE,

NI
o

=l

FF Zynq 85140 Zynq UltraScale+ MPSoC:

all:
{
[bootloader, destination_cpu=a53_0] fsbl.elf
[destination_cpu=r5-0,hivec] appl.elf
1
JFF Versal® ACAP:
all:
{
image

{
name = imagel, id = 0x1c000001
{ type=bootloader, file=plm.elf 1}
{ type=pmcdata, file=pmc_cdo.bin 1}
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AMD1
XILINX

{ type=cdo,
{ core=psm,

{ core=r5-0,

}

file=fpd_data.cdo 1}
file=psm.elf 1}

hivec, file=zhello.elf 1}

% 9= BIF ElEsE

1%

ZREMERETHEXUERE

ELUTF ID:

pdi ID - TE&RINE/PDI $ES A

W& D - EIREESRA
AXID - EHXESA

LTERERIRE ID BEER, BFETRURIER BN Versal ACAP 23 E X B3R Do

%38 BRID (NFLAERSXEEEN)

a4 FR&/[iH BB ID & £ pnd
PMC FRE 0x1C000001 PMC F&4: ID
PLD 15 0x18700000 PLDO 284 ID (F) PLDO &
REA PLD 1)
LPD 15 0x04210002 LPD BRETi& ID
FPD 15 0x0420C003 FPD BT = ID
RINF RS FRYS 0x1C000000 BINFRZID
CPD 15 0x04218007 CPM BRT &= ID
AIE 15 0x0421C005 AIE BBRT A ID

AR T AISIZHXH PS oKX (5Ia0 A72 #1 R5 ELF) , BERZNATFRES ID,

AR 9K ID BFRES KX, AaJBF PLM &I, Partition ID (9X ID) AfHBFIRIEEEHNES HERHITER,

PDI ID #1$51%& ID AR E K,

il

new_bif:

{

id_code = 0x04ca8093
extended_id_code = 0x01

id = 0x2
image

{

name = pmc_subsys,
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AMDZ\ B9 BIFEMEE
XILINX

id = 0x1c000001 // Image ID
partition
{
id = 0x01, // Partition ID
type = bootloader,
file = plm.elf
}
{
id = 0x09,
type = pmcdata,
load = 0x£2000000,
file = pmc_data.cdo
}
}
}
L]
B
image
{
}
E7::3%

ZREBTEXF&RS/HRB.

5l
test:
{
image
{
name = pmc_subsys, id = 0x1c000001
{ type = bootloader, file = plm.elf 1}
{ type=pmcdata, 10ad=0xf2000000, file=pmc_cdo.bin}
}
image
{
name = PL_SS, id = 0x18700000
{ id = 0x3, type = cdo, file = bitstream.rcdo }
{ 4id = 0x4, file = bitstream.rnpi }
}
}
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AMDZ\ B9 BIFEMEE
XILINX

Init
Bk
3tF Zyng B814F0 Zyng UltraScale+ MPSoC:
[init] <filename>

I+F Versal® ACAP:

init = <filename>

1%

UFBohMBIEFRENTFRMAMIR, BB . int XEMEREE, RIFRS 256 Ml/EX, . int XH
BERES.

Bl
BIF X AU TR

StF Zynq 25440 Zynq UltraScale+ MPSoC:

all:
{
[init] test.int
}
X+ F Versal® ACAP:
all:
{
init = reginit.int
image
{
name = imagel, id = 0x1c000001
{ type=bootloader, file=plm.elf 1}
{ type=pmcdata, file=pmc_cdo.bin }
}
}
BE
keysrc = <options>
;2%

AFEEMZNZ SRR
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AMD1
XILINX

o

efuse_red_key
efuse_blk_key
bbram_red_key
bbram_blk_key
bh_blk_key
BHELEHN D RBERNERR:
user_keyO
user_key1
user_key2
user_key3
user_key4
user_key5
user_keyé
user_key7
efuse_user_keyO

efuse_user_blk_keyO

=
BENINEIZRF. meta kXHM D KBBEREREFEN:

ANl
all:
{
image
{
name = pmc_subsys, id = 0x1c000001
{
type = bootloader, encryption = aes,
keysrc = bbram_red_key, aeskeyfile = keyl.nky,
file = plm.elf
}
{
type = pmcdata, load = 0xf2000000,
aeskeyfile = key2.nky, file = pmc_cdo.bin
}
}
}
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AMDZ\ B9 BIFEMEE
XILINX

keysrc_encryption
B
[keysrc_encryption] <options> <partition>

5D
BTFEEmEZENEHRR,

o

s>
bbram_red_key: BBRAM H{ZfEMILIZ A
efuse_red_key: eFUSE FZfEHILI A
efuse_gry_key: eFUSE RTFERIR (1RH#) .
bh_gry_key: BEIAXHHRFMENK (RH) 2.
bh_blk_key: BEIAXHHFHENERSR,
efuse_blk_key: eFUSE RTZfEHIREH,

kup_key. AP %R,
x|

all:
{

[keysrc_encryption]efuse_gry_key
[bootloader,encryption=aes, aeskeyfile=encr.nky,
destination_cpu=a53-0]fsbl.elf

}
FSBL 21FH encr.nky ZHHMEMN, LLHIFIZMETE eFUSE R THER,

load

BE

FF Zynqg 28140 Zynqg UltraScale+ MPSoC:

[load = <value>] <partition>
SFF Versal® ACAP:
{ load = <value> , file=<partition> 1}

11D
ARFEARN D KRB E ML,
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AMDZ\ B9 BIFEMEE
XILINX

=l
FF Zynqg 2810 Zynq UltraScale+ MPSoC:

all:

{
[bootloader] fsbl.elf
u-boot.elf
[10ad=0x3000000, offset=0x500000] ulmage.bin
[10ad=0x2A00000, offset=0xa00000] devicetree.dtb
[10ad=0x2000000, offset=0xc00000] uramdisk.image.gz

}
X4F Versal® ACAP:
new_bif:
{
image
{
{ type = bootimage, file = base.pdi }
}
image
{
name = apu_ss, id = 0x1c000000
{ load = 0x1000, file = system.dtb 1}
{ exception_level = el-2, file = u-boot.elf 1}
{ core = a72-0, exception_level = el-3,
trustzone, file = bl3l.elf }
}
}

AR *base.pdi BIA Vivado FRERLAY PDI,

metaheader
E*
metaheader { 1}

5%
R netahcader TFFAELTEMEM.
ZEMRTENX meta kXHNMEN S HIIERE Y, Fl0, ZH. BHES.

=l
test:
{
metaheader
{
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = headerkey.nky,
authentication = rsa
}

UG1283(v2022.2) 2022 £12 B 14 H Send Feedback china.xilinx.com
Bootgen A FEE (Lsend Feedback | 783


https://china.xilinx.com
https://china.xilinx.com/about/feedback/document-feedback.html?docType=User_Guides&docId=UG1283&Title=%20Bootgen%20%26%2329992%3B%26%2325143%3B%26%2325351%3B%26%2321335%3B&releaseVersion=2022.2&docPage=185

AMDZ\ B9 BIFEMEE
XILINX

image
{
name = pmc_subsys, id = 0x1c000001
{
type = bootloader,
encryption = aes,
keysrc = bbram_red_key,
aeskeyfile = keyl.nky,
blocks = 8192(*),
file = plm.elf
}
{
type=pmcdata,
load=0x£2000000,
aeskeyfile=key2.nky,
file=pmc_cdo.bin
}
}
}
name
&
name = <name>
Ei::3%

ZRERMEAIEERE/ FRENET.

il

new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
{ 4id = 0x01, type bootloader, file = plm.elf }
{ id = 0x09, type = pmcdata, load = 0xf2000000, file =
pmc_data.cdo

}
image
{
name = 1lpd, id = 0x4210002
{ id = 0x0C, type = cdo, file = 1lpd_data.cdo 1}
{ id = 0x0B, core = psm, file = psm_fw.elf }
}
image
{
name = pl_cfi, id = 0x18700000
{ id = 0x03, type = cdo, file = system.rcdo 1}
{ id = 0x05, type = cdo, file = system.rnpi }
}
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AMDZ1
XILINX

image
{

name = fpd, id = 0x420c003

{ id = 0x08, type = cdo, file = fpd_data.cdo 1}
}

% 9= BIF ElEsE

offset

FF Zynq 23440 Zynq UltraScale+ MPSoC:

[offset = <value>] <filename>
3FF Versal® ACAP:
{ offset = <value>, file=<filename> }

5D
BT iRERREFHND XL RS,

o

as>
FEENEMD K,
il

3FF Zyng 25140 Zynq UltraScale+ MPSoC:

all:
{
[bootloader] fsbl.elf
u-boot.elf
[10ad=0x3000000, offset=0x500000] ulImage.bin
[10ad=0x2A00000, offset=0xa00000] devicetree.dtb
[10ad=0x2000000, offset=0xc00000] uramdisk.image.gz
1
SFF Versal® ACAP:
new_bif:
{
image
{
{ type = bootimage, file = base.pdi 1}
}
image
{
name = apu_-ss, id = 0x1c000000
{ offset = 0x8000, file = data.bin }
}
}
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AMDZ\ B9 BIFEMEE
XILINX

IR *base.pdi BN Vivado FRERAY PDIo

overlay_cdo
&
bootgen -arch versal -image test.bif -o test.bin -overlay_cdo ovl.cdo

R

Bd& overlay_cdo fi S —EERMNR AN G EE S EEENFICHAZR, Bootgen R7E BIF RIFTERIFTE cdo XHHIE
REMPTIE, FHBEREXIR cdo PHRNBEIRAKEAEE cdo WNA,

parent_id
&
parent_id = <id>
{237

ZEMEIIEER PDI Y ID. ATFiR5IERS PDI 5EXYREEh PDI Z[EHIX R

ANl
new_bif:
{
id = 0x22
parent_id = 0x2
image
{
name = apu_-ss, id = 0x1c000000
{ load = 0x1000, file = system.dtb 1}
{ exception_level = el-2, file = u-boot.elf 1}
{ core = a72-0, exception_level = el-3, trustzone, file = bl31l.elf }
}
}
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AMD1
XILINX

% 9= BIF ElEsE

partition
B

partition

{
3

3%
ZEREBTEX X, XZ2rERENE, BT BIF HEEAR,

il
new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
partition
{
id = 0x01,
type = bootloader,
file = plm.elf
}
partition
{
id = 0x09,
type = pmcdata,
load = 0x£f2000000,
file = pmc_data.cdo
}
}
}

SR SREMENTE, H*ETES TR BIF I
HELLE BIF B, HAAIFESREY, WFHAR:

new_bif:
{
id_code = 0x04ca8093
extended_id_code = 0x01
id = 0x2
image
{
name = pmc_subsys, id = 0x1c000001
{ id = 0x01, type = bootloader, file
{ 4id = 0x09, type = pmcdata, load =
pmc_data.cdo }
}
}
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AMDZ\ B9 BIFEMEE
XILINX

partition_owner 1 owner

Bk

tF Zynq 25440 Zynq UltraScale+ MPSoC:

[partition_owner = <options>] <filename>
34F Versal® ACAP:
{ owner = <options>, file=<filename> 1}

1%
AFEMES XD XBFABEE.

x4
o

T Zynqg 23FF0 Zyng UltraScale+ MPSoC:
o fsbl: H FSBL MI&EiLtt9 X

o uboot: H U-Boot & Lt5H X

SFF Versal® ACAP:
o plm: B PLM m#EHLHX
o non-plm: PLM ZBgIL S X, HFUEEARINEF LS X

an:]|

3FF Zyng 2514 F0 Zynq UltraScale+ MPSoC:

all:
{
[bootloader] fsbl.elf
uboot.elf
[partition_owner=uboot] hello.elf
}
34F Versal® ACAP:
all:
{
image
{

{ type = bootimage, file =
base.pdi 1}
}
image
{
name = apu_subsys, id = 0x1c000003
{
id = 0x00000000,
core = a72-0,
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AMDZ\ B9 BIFEMEE
XILINX

owner = non-plm,
file = /path/to/image.ub

[pid = <id_no>] <partition>
EE::3%
EESDK ID, BRIAEH 0o
il

all:
{

3

[encryption=aes, aeskeyfile=test.nky, pid=1] hello.elf

pmufw_image
wE
[pmufw_image] <PMU ELF file>

R

PMU B4R R BootROM 1N& (TENMNZ FSBLA) o EAT pnufw_image FIETUE B MMEEF S X EIZE
Ao Bootgen R"E[ERE pmu fw_image WIS IR HREMAMI0E 4o

x5
XH&
il

the_ROM_image:

{
[pmufw_image] pmu_fw.elf
[bootloader, destination_cpu=a53-0] fsbl_ab53.elf
[destination_cpu=ab53-1] app_ab3.elf
[destination_cpu=r5-0] app_r5.elf
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AMDZ\ B9 BIFEMEE
XILINX

tF Zyng B2{4F0 Zynqg UltraScale+ MPSoC:
[ppkfile] <key filename>
3FF Versal® ACAP:

ppkfile = <filename>

1%

F2%A (PPK) BTN BEIREP D KEHITR T,

BE ERS DI,

x&

BRI R

AR FIANGEETANAAAN, FATAE (PSK) B, THRIEEAHA (PPK).

il
ST Zynqg 23FF0 Zyng UltraScale+ MPSoC:

all:
{
[ppkfile] primarykey.pub
[pskfile] primarykey.pem
[sskfile] secondarykey.pem
[bootloader, authentication=rsa]fsbl.elf
[authentication=rsal] hello.elf

3
X$F Versal® ACAP:

all:
{
boot_config {bh_auth_enable}
image
{
name = pmc_ss, id = 0x1c000001
{ type=bootloader, authentication=rsa, file=plm.elf,
ppkfile=primaryO.pub, pskfile=primaryO.pem,
sskfile=secondaryO.pem }
{ type = pmcdata, load = 0x£f2000000, file=pmc_cdo.bin }
{ type=cdo, authentication=rsa, file=fpd_cdo.bin,
ppkfile=primaryl.pub, pskfile = primaryl.pem, sskfile =
secondaryl.pem }

}
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AMDZ\ B9 BIFEMEE
XILINX

presign
5
FF Zyng-7000 1 Zynq UltraScale+ MPSoC 284 :
[presign = <signature_file>] <partition>

3FF Versal ACAP:

presign = <signature file>

3%

ROXELSADXEMNEIBER, IRERBEHZEA (SSK), WAIEALLT, EatiRETRHRFHERMHS
Bootgen,

<signature_file>. IBESRANXMH,
<partition>. MM <signature_file> WAZINDIX,
ANl

3T Zyng-7000 F1 Zynqg UltraScale+ MPSoC 28f4:

all:
{

[ppkfile] ppk.txt

[spkfile] spk.txt

[headsignature] headers.sha256.sig

[spksignature] spk.txt.sha256.sig

[bootloader, authentication=rsa, presign=fsbl.sig]fsbl.elf
}

pskfile

3FF Zyng 2514F0 Zynq UltraScale+ MPSoC:
[pskfile] <key filename>
+F Versal® ACAP:

pskfile = <filename>

EEi:puy
TR (PSK) BTN BRGNS XHITENWIE. MFETRESZER, FESH ERSMHEIL
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AMDZ\ B9 BIFEMEE
XILINX

=
HEENXHR.
AR IANGEETRNAPAAN. FATAEA (PSK) B, THREEAH (PPK).

o

il

FF Zynqg 25440 Zynq UltraScale+ MPSoC:

all:
{
[pskfile] primarykey.pem
[sskfile] secondarykey.pem
[bootloader, authentication=rsa]fsbl.elf
[authentication=rsal] hello.elf
}
X4F Versal® ACAP:
all:

{
boot_config {bh_auth_enablel}
image
{
name = pmc_ss, id = 0x1c000001
{ type=bootloader, authentication=rsa, file=plm.elf,
pskfile=primary0O.pem, sskfile=secondaryO.pem }
{ type = pmcdata, load = 0xf2000000, file=pmc_cdo.bin }
{ type=cdo, authentication=rsa, file=fpd_cdo.bin,
pskfile = primaryl.pem, sskfile = secondaryl.pem 1}

puf_file

wE
tF Zynqg 28440 Zynq UltraScale+ MPSoC:
[puf_filel] <puf data file>
X3F Versal ACAP:

puf_file = <puf data file>

EE::puy
PUF ZEENIE F RIS o

PUF B2 & 2ZHAENINZRZRR.
PUF EIREREIER/INA 1544 FH5,
Hrp 1536 FTHAT PUF HD + 4 P HETF CHASH + 3 =T AT AUX + 1 ET AT
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AMDZ\ B9 BIFEMEE
XILINX

METREZER, BHEN BEA/PUF ER,

ANl
FF Zynq 2514F0 Zynq UltraScale+ MPSoC:

all:
{
[fsbl_config] pufhd_bh
[puf_file] pufhelperdata.txt
[bh_keyfile] black_key.txt
[bh_key_iv] bhkeyiv.txt
[bootloader,destination_cpu=a53-0,encryption=aes]fsbl.elf

}
X1 F Versal® ACAP:
all:
{
boot_config {pufé4kmode}
puf_file = pufhd_file_4K. txt
bh_kek_iv = bh_black_key-iv.txt
image
{
name = pmc_subsys, id = 0x1c000001
{
type = bootloader, encryption = aes,
keysrc = bh_black_key, aeskeyfile = keyl.nky,
file = plm.elf
}
{
type = pmcdata, load = 0x£f2000000,
aeskeyfile = key2Z.nky, file = pmc_cdo.bin
}
{
type=cdo, encryption = aes,
keysrc = efuse_red_key, aeskeyfile = key3.nky,
file=fpd_data.cdo
}
}
}
reserve

B&

tF Zynq 25440 Zynq UltraScale+ MPSoC:

[reserve = <value>] <filename>
3FF Versal® ACAP:
{ reserve = <value>, file=<filename> 1}

R
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AMDZ\ B9 BIFEMEE
XILINX

ZRUESNRFESXREFMER. BMEIXAIVNTRENFMESR, DEKENRLIRAREIRNN. MRDKKNK
FREVAN, BADKKERDXHISEFRAN,

MRAAEEMBMREGTNOX, MABRNNIAXYE, BAZBEERER.
k2
SEMDX

Bl

- ¥F Zynq 28FF Zynqg UltraScale+ MPSoC:

all:
{
[bootloader] fsbl.elf
[reserve=0x1000] test.bin
}
- X4F Versal® ACAP:

new_bif:

{
image

{
}

image

{

{ type = bootimage, file = base.pdi }

name = apu_-ss, id = 0x1c000000
{ reserve = 0x1000, file = data.bin 1}

}

AR *base.pdi BIA Vivado FRERLAY PDIo

&
[split] mode = <mode-options>, fmt=<format>

ik
RIEEIVSRGIFED NS E. Slaveboot RERINT A IFS

- B + BEinEER
- REMO KX
- HESK

Normal #EX A0 T A IFD
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AMDZ\ B9 BIFEMEE
XILINX

BEhk Xt + 3G + DECAXH + BahiNEiER
Partition1
Partition2 LAt 3&#E
{XFR Zynq UltraScale+ MPSoC 7 233 Slaveboot, Zyng-7000 #1 Zynq UltraScale+ MPSoC 19323F normal, BRIFHDE
oh, HHEEINEREEN bin B meso
TR
SESHER B B |
slaveboot
normal
bin

mcs

il

all:
{

split]mode=slaveboot, fmt=bin
bootloader,destination_cpu=a53-0]fsbl.elf
destination_device=pl]system.bit

[
[
[
[destination_cpu=r5-1]app.elf

}

AR ETURDER normal SErSATIED split 1BEl. RITRIEFALLs S1TiED,

FFE: Versal ACAP R3Z#F Split slaveboot &=,

spkfile

FF Zyng 2844F0 Zynq UltraScale+ MPSoC:
[spkfile] <key filename>
Y+F Versal® ACAP:

spkfile = <filename>
E{::3%
HWEAA (SPK) BTN BMREFHNIKHITEHEIE. NFTHRESES, FEH EASHRIE.
x2

EER B,
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AMDZ\ B9 BIFEMEE
XILINX

=l
FF Zynqg 2810 Zynq UltraScale+ MPSoC:

all:
{
[pskfile] primarykey.pem
[spkfile] secondarykey.pub
[sskfile] secondarykey.pem
[bootloader, authentication=rsa]fsbl.elf
[authentication=rsa] hello.elf

1
I+F Versal® ACAP:

all:
{
boot_config {bh_auth_enable}
pskfile=primary0O.pem,
image
{
name = pmc_ss, id = 0x1c000001
{ type=bootloader, authentication=rsa, file=plm.elf,
spkfile=secondary0.pub,
sskfile=secondary0O.pem }
{ type = pmcdata, load = 0xf2000000, file=pmc_cdo.bin }
{ type=cdo, authentication=rsa, file=fpd_cdo.bin}
spkfile=secondaryl.pub, sskfile = secondaryl.pem }

}

AR IANGEETRNAPAAN, FBATAA (SSK) BY, TRIEE LA (SPK).

spksignature

ik
+F Zynqg # Zynq UltraScale+ MPSoC 284 :

[spksignature] <Signature file>
XFF Versal ACAP:

spksignature = <signature file>
G2
% SPK EZESNBMIRIEER. AR ARELZFEA PSK BIRIEAILIN, AP oI SIESEHEEIR L Bootgen,

£

EENXHH.
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AMDZ\ B9 BIFEMEE
XILINX

Bl

tF Zyng # Zynq UltraScale+ MPSoC 2514 :

all:
{
[ppkfile] ppk.txt
[spkfile] spk.txt
[headersignature]lheaders.sha256.sig
[spksignature] spk.txt.sha256.sig
[bootloader, authentication=rsa)] fsbl.elf
}

IFF Versal ACAP:

stageTc:
{
image
{
id = 0x1c000000, name = fpd
{ type = bootimage,
authentication=rsa,
ppkfile = PSK3.pub,
spkfile = SSK3.pub,
spksignature = SSK3.pub.sha384.sig,
presign = fpd_data.cdo.0.sha384.sig,
file = fpd_e.bin

spk_select
B
[spk_select = <options>]

14
[auth_params] spk_select = <options>

E7::3%

I EE:
spk-efuse: ¥EREXTZXFER spk_id eFUSE, XZERIAE.
user-efuse: ¥ERIFNZIXERAF eFUSE,

A CSU ROM MNEAIS XKFIRLMER spk_efuses

AR spk_id eFUSE FIIEEBRMZE . Ak, ROM 21RHE SPK ID 4% spk_id eFUSE MENFE, UFHRE
XY ILAg,
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AMD1
XILINX

% 9= BIF ElEsE

FAF eFUSE RITERETLX (B W% ID. ALk, B (I ROM) =KERT SPKID HATERF eFUSE 2B E
T2, spk_select = user-efuse IBRIMIZSXBEERBF eFUSE,

ANl
the_ROM_image:
{
[auth_params]ppk_select = 0
[pskfile]lpsk.pem
[sskfile]lsskl.pem
[
bootloader,
authentication = rsa,
spk_select = spk-efuse,
spk_id = 0x5,
sskfile = ssk2.pem
] zyngmp_fsbl.elf
[
destination_cpu =ab3-0,
authentication = rsa,
spk_select = user-efuse,
spk_id = OxF,
sskfile = ssk3.pem
] applicationl.elf
[
destination_cpu =a53-0,
authentication = rsa,
spk_select = spk-efuse,
spk_id =0x6,
sskfile = ssk4.pem
] application2.elf
}
sskfile
&

tF Zynq 28440 Zynq UltraScale+ MPSoC:

[sskfile] <key filename>

X3F Versal® ACAP:

sskfile = <filename>

P

HBNFATA (SSK) AFXBHIREFHNSXKHITEMNRIE. METHRESER, FEH EASHRIE.

x5

EENXHH.
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AMDZ\ B9 BIFEMEE
XILINX

Bl

FF Zynqg 2810 Zynq UltraScale+ MPSoC:

all:

{
[pskfile] primarykey.pem
[sskfile] secondarykey.pem
[bootloader, authentication=rsal]fsbl.elf
[authentication=rsa] hello.elf

}

SFF Versal® ACAP:

all:

{
boot_config {bh_auth_enable}
image
{

name = pmc_ss, id = 0x1c000001

{ type=bootloader, authentication=rsa, file=plm.elf,
pskfile=primary0.pem, sskfile=secondaryO.pem }

{ type = pmcdata, load = 0xf2000000, file=pmc_cdo.bin }

{ type=cdo, authentication=rsa, file=fpd_cdo.bin, pskfile =
primaryl.pem, sskfile = secondaryl.pem }

}
AR IANGEETRNAPAAN, FIATAEA (PSK) B, THRIEEAH (PPK).

startup

EE

tF Zynqg 28440 Zynq UltraScale+ MPSoC:

[startup = <value>] <filename>
SFF Versal® ACAP:
{ startup = <value>, file = <filename> }

EEi:puy
TETRATENHSXE, REHBAMUL, HYFARITHD KBRS &S5 KE K.

Tl

3FF Zynq 2514F0 Zynq UltraScale+ MPSoC:

all:
{
[bootloader] fsbl.elf
[startup=0x1000000] app.bin
}
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AMDZ\ B9 BIFEMEE
XILINX

X$F Versal® ACAP:

new_bif:
{
image

{
3

image

{

{ type = bootimage, file = base.pdi 1}

name = apu_ss, id = 0x1c000000
{ core=a72-0, 1load=0x1000, startup = 0x1000, file = apu.bin }

}

IR *base. pdi B9 Vivado Fr&EREHY PDI,

trustzone

BE

FF Zynqg 280 Zynqg UltraScale+ MPSoC:

[trustzone = <options> ] <filename>
SFF Versal® ACAP:
{ trustzone = <options>, file = <filename> 1}

R
BB EARETIEL L TrustZone, EIMEIE:

secure

nonsecure (ERIAME)

il

T Zynqg 23F0 Zyng UltraScale+ MPSoC:

all:
{
[bootloader, destination_cpu=a53-0] fsbl.elf
[exception_level=el-3, trustzone = secure] bl3l.elf
}
+F Versal® ACAP:
new_bif:
{
image
{
{ type = bootimage, file = base.pdi 1}
}
image
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AMDZ\ B9 BIFEMEE
XILINX

{
name = apu_ss, id = 0x1c000000
{ load = 0x1000, file = system.dtb 1}
{ exception_level = el-2, file = u-boot.elf 1}
{ core = a72-0, exception_level = el-3, trustzone, file =
bl31l.elf }
}

}
AR *base.pdi B Vivado FR&ERLEI PDIs

{ type = <options> 1}

EEi:puy

ZRMERATHREIXEE, EHI T,
bootloader
pmcdata
cdo

bootimage
=~

new_bif:

{
image

{
3

image

{

{ type = bootimage, file = base.pdi 1}

name = apu-ss, id = 0x1c000000
{ core = a72-0, file = apu.elf 1}

}

IR *base.pdi B Vivado Fr&ERLEY PDIo

[udf_bh] <filename>
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AMDZ\ B9 BIFEMEE
XILINX

R

BEEHINBEXGSNBEAXGHNAR EXFE (UDF), AP EXMENSIEE S =R B a R,
ERE SoC B UDF H=EH2E0N:

- zynq: 76 F1

- zyngmp: 40 FH

o

et

HEENX AR,
an:]|

all:

{
[udf_bh]test.txt
[bootloader] fsbl.elf
hello.elf

}

LU 2 udf_bh B9 NSTHETR I
udf_bh - test.txt FIIANGRZA
123456789abcdef85072696e636530300301440408706d616cbc6164000508

266431530102030405060708090a0b0c0d0e0£101112131415161718191alb
lcldl

udf data
&
[udf _data=<filename>] <partition>

P

REERE 56 FHHRENXHESASHEIBEBNAFREXFE (UDF), MNETRESES, BSH SHRIE T
BEXSMNEIDEBNESER.

%

A

EERHF B,
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AMDZ\ ® 9 BIFEMEE

XILINX

Bl

all:
{
[pskfile] primaryO.pem
[sskfile]secondary0.pem
[bootloader, destination_cpu=a53-0,
authentication=rsa,udf_data=udf.txt]fsbl.elf
[destination_cpu=a53-0,authentication=rsal] hello.elf

3

userkeys
&
userkeys = <filename>

XA

user_keyO0
user_keyl
user_key?2
user_key3
user_key4
user_key5
user_keyb
user_key7

<userkeyO
<userkeyl
<userkey?2
<userkey3
<userkey4
<userkeyb
<userkeyb
<userkey7

value>
value>
value>
value>
value>
value>
value>
value>

ik

AP EAXHNRERE. BAXHEERTNESXNAFRER. BREANANRILN 128 8 256 i, 128 I%
ARERTIEBTHMHN T X,

il

FELUTTRAIR, FPD DXEZEBRAE user_key2, EMZDXE . nky XESTEH userkeys XEFH
user_key?2 (5] keyOo RE, Bootgen EJz2! .nky AR keyO HITME,. BEHE, PLM SRS
pmc_data YRIZRY user_key2o

new_bif:

{

userkeys = userkeyfile.txt
id_code = 0x14ca8093
extended_id_code = 0x01
id = 0x2

image

{
name = pmc_subsys
id = 0x1c000001
partition

{

id = 0x01

type = bootloader
encryption = aes
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AMDZ\ B9 BIFEMEE
XILINX

keysrc=bbram_red_key

aeskeyfile = inputs/keys/enc/bbram_red_key.nky
dpacm_enable

file = gen_files/plm.elf

}
partition
{

id = 0x09

type = pmcdata, load = 0xf2000000
file = gen_files/pmc_data.cdo
}
}
image
{
name = 1pd
id = 0x4210002
partition
{
id = 0x0C
type = cdo
file = gen_files/lpd_data.cdo

}

partition

{
id = 0x0B
core = psm
file = static_files/psm_fw.elf
}

}

image

{

name = pl_cfi

id = 0x18700000
partition

{
id = 0x03
type = cdo
file = design_1l_wrapper.rcdo
}
partition
{
id = 0x05
type = cdo
file = design_1l_wrapper.rnpi
}
}
image
{

name = fpd
id = 0x420c003
partition
{
id = 0x08
type = cdo
file = gen_files/fpd_data.cdo
encryption = aes
keysrc=user_key2
aeskeyfile = userkey2.nky
}
}
image
{

name = ss_apu
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AMDZ\ B9 BIFEMEE
XILINX

id = 0x1c000000
partition
{
id = 0x61
core a72-0
file ./wrk_a72_r5/perip_a72/Debug/perip_a72.elf
}
}

[xip_mode] <partition>

R
{8 REIEM QSPI [NTFEHIT FSBL Y “eXecute In Place”  (FiHiH1T) o

AR ZEMUERT FSBL/BRMERF S X,

x2

EENIK,

an |

R B RAMAE ST Zyng® UltraScale+™ MPSoC 22402 st i TI B ThEE 5.

all:

{
[bootloader, xip_mode] fsbl.elf
application.elf
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XILINX %10 2

T TREPES I LIFNEART, BB S ER,

arch
BE
-arch [options]
E7::3%
FHHIRBMRENER BRI,

a3
- zynq: Zyng®-7000 281451, XRHINE. SNHERNHAUBB RGN RTIZEM.
- zyngmp: Zyng® UltraScale+™ MPSoC 2814384,
- fpga: BBELUUET FPGA 22 A B R,
- versal: LLERGERA Versal® 23,
R [E]f#
"

il

bootgen -arch zyng -image test.bif -o boot.bin

authenticatedjtag
B

-authenticatedjtag [options] [filename]
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AMDZ1 %10
XILINX

b%
BT aEZeEshifiEREa JTAG,

o
3
&
%
it

i

%

5
rsa

- ecdsa
il

bootgen -arch versal -image boot.bif -w -o boot.bin -authenticatedjtag rsa
authJtag-rsa.bin

bif_help
B
bootgen -bif_help
bootgen -bif_help aeskeyfile

TP

PR SZHEY BIF XHFE M. MFRENE bif BIEAVIFMIRER, FESSITLEBMERIMEEN -bif_help BISE
%

=0

dual_ospi_mode
B
bootgen -arch versal -dual_ospi_-mode stacked <size>
3%
X FIN OSPI HEBFRELER 2 MaiXH, FEAAGFEAN (LMB ARML) (64, 128 5 256) -
il

EERBIRTE R 2 Math XA TR OSPI HEEE R 2 NMAFHITRIUFE, KFRRENE 64 MB EEANE—1

X, RREBOBEANBE NN NRKFREEZTE 64 MB, MIRERM 1 13X XIR Versal ACAP 7 < #5i%
i1

bootgen -arch versal -image test.bif -o -boot.bin -dual_ospi_mode stacked 64
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o
3
&
%
it

AMDZ1 %10
XILINX

58

%

- stacked, <size>

L]
dual_gspi_mode
5
bootgen -dual_gspi_-mode [parallel]|[stacked <size>]

5D

£ 2 MEEXERTR QSPI BRE, WFHEBEE, EFAREAN (LUMB REA) (164 32. 64, 128 5
256) o

an:]|
HERGIRTE R 2 Mat X AB TR QSPI H{TREFR 2 MNAFHITIRIIFZ.
bootgen -image test.bif -o -boot.bin -dual_gspi_-mode parallel

IR BIRT AR 2 M XA B TN QSPIHEECERH 2 NMAFHITIHU R, KRREET 64 MB EEAE—T
X, MRBOBEABEZNX M. MRKFFIREEFTE 64 MB, MRERL 1 Mo

bootgen -image test.bif -o -boot.bin -dual_gspi_mode stacked 64

7

>
parallel

-+ stacked <size>

dump
EE
-dump [options]

11D
ItbEp L PITELE AL PDI B BNk XA B S B E IR I — # ISR,

il

[bootgen -image test.bif -o -boot.bin -log trace -dump bh]
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o
3
&
%
it

AMDZ1 %10
XILINX

x££
- empty: $F9XEE R ZHEINE
- bh: BB GEERBIRI X,

%

AR BEhk X RHE PDI —ER BN IR — #EIS . ERRY PDI B RS MBEIAXHHRIE, BREaRIAX
o

dump_dir
BEA
dump_dir <path>

P

ZETATEEBRMUE, UWEB A -dump S5 LAE
il

bootgen -arch versal -dump boot.bin -dump_dir <path>

efuseppkbits
Bk

bootgen -image test.bif -o boot.bin -efuseppkbits efusefile.txt
x&

efusefile.txt

P

ZIEMAJIEEES AW eFUSE XX (HEHREE PPKEF)) MEM. ZAM A E A ST AIEFRNEZES. £RH
efusefile.txt S'Cﬁ:@’é PPK ‘E‘%ﬁﬁ?u: ,E\:EF'

- Zyng®-7000 A sHa2 WY EEERT,
- Zyng® UltraScale+™ MPSoC # Versal ACAP {E/ sua3 RLIEEFI,
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AMDZ1 %10
XILINX

ot
EN
¢
o
it

encrypt
BE
bootgen -image test.bif -o boot.bin -encrypt <efuselbbram|>

5P

BETAFHREMBHIITARNUANEREFEUE, NKY ZRXHET BIF XHEMY acskeyfile KfFiH, EHAH
LITRUEE R AR

¥
o

RS

efuse: AES Z5ATZMETE eFUSE B, XZ2BRiAE,
bbram: AES Z{A7Zfi#1E BBRAM i,

encryption_dump
B
bootgen -arch zyngqmp -image test.bif -encryption_dump

R

ERMINE log BEXH aes_log. txto £MH aes_log. txt BEATXIENUBRFITINEB AES Key/IV XTHIIE
HAEE. TERIERIXUKRBTFIOXHFITINEL AES ZEAXH.

FR: XPR Zyng® UltraScale+™ MPSoC 7 Sz #351Z3%E 10,

il

all:

{
[bootloader, encryption=aes, aeskeyfile=test.nky] fsbl.elf
[encryption=aes, aeskeyfile=testl.nky] hello.elf

}

fill
BE

bootgen -arch zyng -image test.bif -fill OxAB -o boot.bin
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AMD1
XILINX

11D
BAEBIAHEE AT <hex byte> BIIHAT/REREFHITHFEHF T,

i

0xAB ZTHM boot . bin X

Bl

8
S
ot
EN
¢
o
it

ERBVELHIEEREN boot . bino MHREIIENRBIRIERE - o TR HA SR BAFFIER, HAP -fi11:

BFEEEETMNF T, <hex byte> TANXMHR (MARE oxFF) HHITHETE,

bootgen -arch zyng -image test.bif -fill OxAB -o boot.bin

generate_hashes
B
bootgen -image test.bif -generate_hashes

P

BETATAFMESEMEERNAECAT MBEAXA. BEAXHEMDRAEE) EMBTIXMH. ZEHAR

Zynq®-7000 IR EM B E PKCS#1v1.5 HETEFIHI S

% 39: Zynq: SHA-2 (256 =73)

& SHA-2 Hash T-Padding 0x0 OXFF 0x01 0x00
FIE 32 19 1 202 1 1
ZIEIAT#E Zyng® UltraScale+™ MPSoC 1AM B & PKCS#1v1.5 HFEEFIRISC !
# 40: ZynqMP: SHA-3 (384 {i1)
& 0x0 0x1 OxFF OxFF T-Padding SHA-3 Hash
FHY 1 1 314 1 19 48
=~
test

pskfile] ppk.txt

sskfile] spk.txt

bootloader, authentication=rsa)] fsbl.elf
authentication=rsa] hello.elf

(
(
(
(

Bootgen ={EFTSE BIF &R LU FERFIS !
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#
S
1t
k)
e
W
dit

AMD1
XILINX

- BRI

- spk 85I

© RN RET
fsbl.elf DXHEFI

* hello.elf HXHEF

generate_keys
B
bootgen -image test.bif -generate_keys <rsalpemlobfuscated>
%

BRIP4 A A T B (0 SR B A LU A F N & RO £R
AR NFRTHREXERNEEANESER, BFEH BHREN.

BHRIERALERTA
SHEIERBERTG. HWRHIRITE BIF XAHEERNREREMRS D IIEER,

Bl

image

{
[ppkfile] <path/ppkgenfile.txt>
[pskfile] <path/pskgenfile.txt>
[spkfile] <path/spkgenfile.txt>
[sskfile] <path/sskgenfile.txt>

}

R R

LERBIBITE fanilykey . txt PRERRFHAEIEMZ A,

WL
bootgen -image test.bif -generata_keys rsa
BIF XA R FIPRR

image:

{
[aeskeyfile] aes.nky
[bh_key_iv] bhkeyiv.txt
[familykey] familykey.txt
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o
3
&
%
it

AMDZ1 %10
XILINX

ok

o

rsa
pem

- obfuscated

h 1 help

EE

bootgen -help
bootgen -help arch

5P
FHRFOGRLTEMS. OFRMETBEFARE, BEMLITLIEBERMIEEN -help LS,

image
&
-image <BIF_filename>

R

BEBATIEERA BIF X2, BIF XIFRTHEEBMRGNES NN EEHMIRF) HAFNESMREAHEER
R, BESMEGAFRNE—ITPKX, BEREEERT, NRREAGEATERAES:, BAIRNEZNIX,

x5

bif_filename

il

bootgen -arch zyng -image test.bif -o boot.bin
BIF XA AL R GIFRR

the_ROM_image:

{
[init] dindit_data.dint
[bootloader] fsbl.elf
Partitionl.bit
Partition2.elf
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ot
EN
¢
o
it

AMDZ1 %10
XILINX

5
bootgen -image test.bif -o -boot.bin -log trace

R
EHBEBEENER log BE. B2 MENA BT ERFESEN. XEEFEEERERHE LUK log BEXHH, EH
BITEERPSYEM bootgen_log. txto
bSAE
error: {NEREHEIRER.
warning: REZEEEMHEIREE. XE2HIAME.
info: REEMEE UK LRFIEER.
trace: M LEREE—RREFIFANES.

L
nonbooting
B
bootgen -arch zyng -image test.bif -o test.bin -nonbooting

ik

BRI T eIRPEBEER. FEKRPE test. bin TEFEARL, BMERDEMRZE S NIERNREGPIFIRAR
2Okt HHERETERB .

BN

all:

{
[ppkfile]lprimary.pub
[spkfile]lsecondary.pub
[spksignature]secondary.pub.sha256.sig

[bootimage,authentication=rsa,presign=fsbl_0.elf.0.sha256.siglfsbl_e.bin
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k)
e
W
dit

AMDZ1 510 &:
XILINX

B

bootgen -arch zyng -image test.bif -o boot.<bin|mcs>
30

BETATFHREERHBREEXH ((vin 3l .ncs FER) B,

fith

BIN #&=8¢ MCS i RBITEBEIREX o

il

bootgen -arch zyng -image test.bif -o boot.mcs

BEhRER L MCS it
AR Zyng®/Zyng®MP F Versal® & f5 234+ MCS BB BNR R /PDI £l

Bt
bootgen -image test.bif -o boot.bin -p xc7z020clg48 -encrypt efuse

R

BETATEERR BRENSERMT. LRIFBEMMBEZRFALEN. SFREHFTMERIZ] « nky XHEFH
Device T, (NHBRAMERN, FEMZET. R BIF XHPIEENREPAFERAXG, BAKEHEERBRER
ERIINBER, HM xc72020c1g484 —REHE] nky XM Device FEH. ERNBEAMNBERE R,

padimageheader
BE

bootgen -image test.bif -w on -o boot.bin -padimageheader <0[|1>
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AMD1
XILINX

R

BRI PHARREI XA RN DK AXHER, EERZATNRASIXHEENLE, LERFEXTFUTOK. RIAERT,
ZURATEBARS. BE 0 2BAZMEE. boot.bin BEXRMMEBNRGEANGRMOXAXHR, THER
BIMNIR, MRKIBEEFNENMHEWR -padinageheader=1, PBAKERLWHREEAIXGRMOXAXHER, B
ERFRADIXBENILL,

#
S
1t
k)
e
W
dit

%

x££
C 1 HIBERXHER, BERASEEAL. RRRIME
. 0 TSk
FEHS KL R

- X4TF Zyng 835, AFHRAPXEERN 14,
- ¥¥F Zynq UltraScale+ MPSoC, AIFMBADXEEN 32,

process_bitstream
B
-process_bitstream <bin|mcs>

P

{RAIER B BIF BULLH, FRREERN Mcs XAFEL BIN R, 130 MREXY BIF XHFREILLARRER N,
Ak HEN AN EMEZBILLA R

%

et
- bin: L BIN &5t

- mecs: LU MCS &R iaH.

iR[E]

B BIN #8203k MCS BNHELHFR; FEMSTLEBNXYE (REEMALEXXH)

read
&%

-read [options] <filename>
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ot
Y
P
o
o

AMDZ1 %10
XILINX

P2
BT RIBETUREVS A M. SRS D KK Mo

i

%

L5
- bh: MBIREIFIA T EEANBIAX S
- iht: MBEIREIRERE A X &R

- ih: MEBIREIRERTRGA X+

- pht: MNBENREIREND KK

©ac: MBEISRGIREES HIIEER

il
bootgen -arch zyngmp -read BOOT.bin

AR MCS B THBEnRE/PDI RZHF -read

[
spksignature
&
bootgen -image test.bif -w on -o boot.bin -spksignature spksignfile.txt

1%

ZETRAFER SPK &, XNH7E BIF PIEFE spkfile M pskfile B, ARTUERZEM. BERK SPK £
SZﬁF(spksignfile.txt%

T

EEEEMBIE R X HRIRM,

lit
B’
bootgen -arch zyng -image test.bif -split bin

1%
BRI & AX NS N EIED KIEA—NXH (MCS #8308 BIN 1820) R,
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o
3
&
%
it

AMDZ1 %10
XILINX

i
EAD 0N p 4 E A
- BEIKXMF + SRR + XA + Fsbl.elf

* Partitionl.bit

* Partition2.elf

il

the_ROM_image:

{
[bootloader] Fsbl.elf
Partitionl.bit
Partition2.elf

L
verify
BE
bootgen -arch zyngmp -verify boot.bin

TS

ZET AT BRGNS MIIERITIIE. BiRIER A2 XY BREFHAESHEIBES#1TEIE. B3 T75
BRMITIIE:

1. BIEAXHSHIIEIES:

- X+F Zynq UltraScale+ MPSoC: I8iF SPK B HIIEFEXHER,

- XFF Versal: IR SPK &H&. I IHT R HIIE meta kXHEZ,
2. WIERHMEERFNSHRIEER: BIEBAXEHEE. BIE SPK SZHRIERHMBEFEE,
3. WIERXMSMHIIBER: WKiE SPK EZHBIENXERE,
HIVAERBREPNFAE S XES IR,

verify_kdf
Bk

bootgen -arch zyngmp -verify_kdf testVec.txt
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ot
EN
¢
o
it

AMDZ1 %10
XILINX

EE::3%
testVec.txt Yﬁ:%:—tﬁyﬂ—FFﬁﬂ__\o

L = 256

KI = d54b6£d94f7c£f98£fd955517£937e9927£f9536caebel48fbal8l8clbad4b6bba3asd
FixedInputDataByteLen = 60

FixedInputData =
94c4a0c69526196c1377cebf0a2ae0fb4b57797cblbea8eeb0518cal08652d14a5elbdlbllbbl
794ac8ad4Tbacbdbbcd4f6142d7b8515bad09ec72f7af

Bootgen £ “Counter Mode KDF” (ISR BBITERL) , RIEVHKEXHPLENRABIEERBHE
8 (KO)o Itk KO SFHTENTE T & L LI P # 1T,

B

bootgen -image test.bif -w on -o boot.bin
or
bootgen -image test.bif -w -o boot.bin

TP

ZATATIEEREEEMEX . NIRBEPEFE boot .bin X, WKEBEZWXH. -w on A5 -w XY
WIBHNABRE, WIRKIEE -w kB, WEINAFABZUIX M

x5
on: i -w on MLIEE (BEB) , EM -wiEE (FEELE) . XRMRINE
off: EEFBEMEX Mo

zyngmpes

bootgen -arch zyngmp -image test.bif -o boot.bin -zyngmpesl

R

BIETA FHEEEMBRER AT ES1 (1.0), ZETNEEMEZI FHIENFEIRAEY, SUFRBEE, RIAE
FAREAT (2.0) ES2 RESARAS,
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#
S
1t
k)
e
W
dit

AMD1
XILINX

I3 INT B

MAUITZIFE R MIO 288 ARMINEN RN TR IR RS (PS) FERMAN IR, XF¥EIAEH FSBL 5
BEHZE OCM ZHIEEF ARMHIT (XIP) NIAFHRITILIRGRAISTH MIO ZRERASBNTERE, HFEFHERE
B HRENRAHREEE.,

ERMIREAXHBES I RERE 256 MR, MR RAXMIgt AR MIBEIESE 11 32
st AEEN 1 32 (IHUEE. MRFRITIRL, BAFBMIEIEE oxFrrrrrrr, MAREENES
0x00000000, FIABER FIREMBUNRERNXEXAHER . int XHT RS, BEXEXHIRBERXHT R
o

EXHEFNEIMN [init) XEBMATRHEIRZA BIF XHHM INIT X, HIERASSREESERE:
C 1 AMhHE
1N =FH
- 1AEIREE
BITURS () BR. XR—1.set 1RIFES; fla0:
.set. 0xE0000018 = 0x00000411; // This is the 9600 uart setting.

Bootgen B M INT X{HIEFRBENLSHNIA, L£RH 256 X1, iE1T BootROM K, ©atmEHiMtiitE, NRZEHIE
0xFFFFFFFF, AB4 BootROM &fFERIZMUHERMT—1 32 I{ERE AMHE{E, BootROM KEHFFIBHITHIZE
BEEETBT 0xFFFFFFFF Mt s EIARE 256 MITALIT,

Bootgen AIRMBE U TEEMNTERBRAAKERESF (EAREESHATREIPITIHEMRTINF) -

* = multiply/

= divide
% = mod
an address value
ulo divide
+ addition
subtraction
negation

>> = shift right
<< = shift left
& binary and

binary or
binary nor

A

BEARATEE (0x). J\B#H (00) T#HETF, HERAINREN 128 IAREH. EOIEEERINLZER
BB IR S a1,
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AMD
XILINX E11=

CDO XHIHA

CDO ST A (cdoutil) BB M A NRAIE CDO XHHFEZF, CDO XHAAIRIER . PLL #1 MIO B FED
E 1% Vivado® Design Suite 3T Versal® 25481 —# X4, CDO EF PDI 9—EB4, FHEMH PLM nE/#
1To FFF Zynq®-7000 284-F1 Zyng® UltraScale+™ MPSoC, LtACE B &7EME FSBL —E24Ri¥M ps7/psu_init.c/h
XHA,

LR WRN
18]
cdoutil @& TE Vivado Design Suite/Vitis™ fi— 3 4F & /Bootgen R2#MA, {IE /N <INSTALL_DIR>/bin/

cdoutile

~
~
F%
cdoutil BB SITIEEN
cdoutil <options> <input(s)>

cdoutil SBIA BRI S HHREHHTENRH CDO,
an LITIRIR
B ETE AT BRI

R4 SpLITIEM

I 37
-address-filter-file <path> FeEHIHETRIE S
~annotate RNERERIERE, HEERSEARER
-device <type> FEEBRMGRM, BIAN xcvc1902
-help FTENEEBNE R
-output-binary-be UAFTRFI#HGERmE CDO e
-output-binary-1le LUNF TR Z#HIgEH CDO &<
-output-file <path> IBEREX M, BAiAJ stdout
~output-modules R ERN X ERNERTIR
-output-raw-be UAFTFRIEELHEL CDO &<
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AMD1
XILINX

% 11%Z: CDOSEBATHE

71D

-output-raw-le

LUNETI R RGN CDO 85

-output-source

LURME It CDO &3 (BRIA)

-remove-comments

BIRMAPRARE

-rewrite-block

BRENGTERENSZENGS

-rewrite-sequential

BIRFENGSERSANRE—RENGT

-verbose

#1EN log BEER

post-process <mode>

3 PMCFW ea & T/ER08, BHERN PLM &85

cfu-stream-keyhole-size <size>

BERIN CFU BRBIERA /)

random-commands <count>

4R <count> &S

apropos <keywords>

EERBOEFFRES, T <keywords> i H LA

overlay <path>

EEBEEXM

AR BIE -output-raw-be, [EH Vivado Design Suite EUARFETFRBIEXER CDOs -output-raw-le. -
output-binary-be 0 -output-binary-1le WARBTEIEED,

ik i S {4

LIRS R R -address-filter-file <path>31EEM. WWXHATIEENMECE PEIRAVIRIR, ik

XHEAXAEX M, ERLUEFN (BS) FRNS—THIEEICERE, WERNBFREGEHENERR. M)

# Remove configuration of UARTO
-UARTO

FIfERA -output-modules EHEMRITHERANRIRTIR, CEGBFAMIUTHEXHFIER.

ANl

B 6l R T ER IR

cdoutil -output-file test.txt test.bin

Lofaaany Gl

version 2.0

write Oxfca50000 O

write Oxfcab0010 O

write Oxfcab50018 O0x1

write Oxfca5001c O

write Oxfcab0020 O

write Oxfcab50024 Oxffffffff
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AMD %115 CDOLATA

XILINX
Y T mI SRR SR R IRAE

cdoutil -annotate -output-file test.txt test.bin
bRl

version 2.0

# PCIEA_ATTRIB_0.MISC_CTRL.slverr_enable[0]=0x0

write Oxfcab50000 O

# PCIEA_ATTRIB_0.ISR.{dpll_lock_timeout_err[1]=0x0, addr_decode_err[0]=0x0}
write Oxfcab0010 O

# PCIEA_ATTRIB_O0.IER.{dpll_lock_timeout_err[1]=0x0, addr_decode_err[0]=0x1}
write Oxfcab0018 Ox1

# PCIEA_ATTRIB_O0.IDR.{dpll_lock_timeout_err[1]=0x0, addr_decode_err[0]=0x0}
write Oxfcab5001lc O

# PCIEA_ATTRIB_0.ECO_0.eco_0[31:0]=0x0

write Oxfcab0020 O

# PCIEA_ATTRIB_0.ECO_1.eco_1[31:0]=0xffffffff

write O0xfcab0024 Oxffffffff

4RiE 3| CDO X

cdoutil -annotate -output-file test.txt test.bin

vim text.txt
cdoutil -output-binary-be -output-file test-new.bin test.txt

1R bif XELUFEAMR test-new.bin MR test.bin, AGEHIETT Bootgen LI .pdi X5,

R s X 4

cdoutil -output-binary-be -output-file test.bin test.txt
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AMD ¢
XILINX .,

12 &

Bootgen %1t & 18

- BRBENEANGRAFGERBECHNE, AREXLERPRHEATATE, NIETHREZER, BESRAEREE
SIER 76171,

- TELERRZASH, Versal XFFLIMNEZERFRIR. MFTHRESER, BEABERBEEIER 76515,
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